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Disclaimer
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Introduction

1. Introduction

1.1  What Is SANUPS IT Monitor Manager?
SANUPS IT Monitor Manager is a software application that monitors,

manages, and controls multiple target devices connected to a network in a
consolidated way.

The current version supports the following target devices:

Environment monitoring devices made by SANYO DENKI CO.,
LTD. (IT Monitor)

UPS devices made by SANYO DENKI CO., LTD. (UPS with LAN
interface card, Network Power Manager, SAN GUARD IV Lite, and
SANUPS SOFTWARE)

[You must start the SNMP service first before using SAN GUARD IV Lite
and SANUPS SOFTWARE].

Furthermore, the following abbreviations are used throughout this user

guide, unless specified otherwise:

A SANUPS IT Monitor Manager client is indicated as "client."
The SANUPS IT Monitor Manager server is indicated as "server."
Network Power Manager is indicated as "MT."

SAN GUARD IV Lite and SANUPS SOFTWARE of subsequent
products is indicated as "SG IV Lite." When using SANUPS
SOFTWARE, read "SG IV Lite" in the following explanations as
"SANUPS SOFTWARE."

1.2 What Can SANUPS IT Monitor Manager Do?

4D

@)

Concentrated monitoring

Using this software application, you can monitor and manage target
devices on a network, from a remote location.

Usually, the server obtains only the minimum information at a time
interval specified by the administrator, and monitors the operation
states of the devices.

However, when a device is added for monitoring, when changes in
settings of target devices are detected, or when the ROM version of a
target device is detected, the server then obtains all information of the
target devices.

Device's fault notification

Once the several settings of SANUPS IT Monitor Manager are
configured, when a fault occurs at a device targeted for monitoring, this
software application can notify the administrator of the fault by sending
a pop-up message to a specified machine, running a specified batch file
on the server, or sending an e-mail.
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®3)

(4)

(5)

(6)

)

€S)

Management and monitoring information setting

The administrator can add or delete a device targeted for monitoring
from the server, or change the interval used to monitor the device.

The administrator can configure multiple devices at the same time to
the same settings in monitoring interval and information (management
information) necessary for accessing target devices managed by
SANUPS IT Monitor Manager.

Apply default information to devices added

You can set up default values for some settings (management
information) that are used when a device is added as a target to be
managed. Once the default values are set, they are used when devices
are added subsequently.

Saving and displaying system log

When an event about a device targeted for monitoring occurs, such as a
change in the digital input state, or occurrence/recovery of a fault, the
server stores this information in its system log.

The system log can be displayed on a client, or be saved to a file in the
CSV format. This enables you to check any change in operation of a
device.

Also, by applying a filter to this information, the administrator can
customize the system log so that only a log for a specific device is
displayed.

Real-time display of a device

You can display the state of a device (digital input state, analog input
state, digital output state, etc.) in real-time. Strictly speaking, however,
the real-time display is not done in real-time, but at an interval of every
five seconds, during which information is gathered and then displayed.
Collecting and displaying the state/analog input value history of a device
By using the polling interval set up, the server collects information
about a device and records the state/analog input value at that moment,
as state/analog input value history information.

The state/analog input value is recorded when either of the following
conditions is met: “when current time of the system exceeds the time
that the state/analog input value save interval was added to the
previous saved time” or “when occurrence/recovery of a fault is detected.”
Also, the administrator can specify the saving period of the state/analog
input value history information. The recorded state/analog input value
history information can be displayed on a client or saved to a file in the
CSV format.

Remote control of devices

The administrator can use the device real-time display screen to control
the output of a device.

Also, by using batch control and schedule control, the administrator can
control multiple devices as well.
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(9) Device's applet startup
The administrator can start the Web applet of a device. The Web applet
of the device can be used to perform detailed settings of the device.
Furthermore, if the Web applet is not running, the following operations
cannot be performed:
@® Setting the device's basic information “Network information of IP

address, and SNMP operating environments”.

@ Displaying the event log information kept by the device.

(10) Device parameter setting
For an environment monitoring device, you can set the analog input,
digital input, and digital output parameters of the device, as well as the
SNMP trap recipient and e-mail receipt settings.
Also, for a UPS device, you can set parameters to perform deviation
monitoring of analog input value.
Furthermore, you can apply the same settings to multiple devices of the
same type, all at the same time.

(11) Database backup
All information managed by SANUPS IT Monitor Manager can be
backed up at any time, or the backup can be carried out according to a
schedule set up by the administrator.

(12) Database cleanup
The state/analog input value history can be deleted (cleaned up) at any
time, or the cleanup can be carried out according to a schedule set up by
the administrator.

(13) Security setting
You can set a mode to force users to confirm their password when
performing various functions on the clients, so that you can restrict
operations by other users on each client.

(14) Password setting
You can modify the password used when a client logs on to the server, as
well as when the various functions are executed.

(15) File output
You can output the system log and state/analog input value history to
files in the CSV format.
These files can then be used for other applications for further data
processing.
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Operating Environments

1.3.1 Operating environment for server
At a minimum, the following environment is required for setting up
SANUPS IT Monitor Manager as the server and then running it:

Computer hardware:  AT-compatible PC
CPU: 850 MHz
(2 GHz or above recommended)

Memory: 192 MB or more
(512 MB or more recommended)
Free disk amount: 200 MB or more ¢V
Operating systems: Windows NT 4.0 with Service Pack 5 or later,

Windows 2000 Professional and Server with
Service Pack 4 or later,

Windows XP Professional (x86/x64 supported)
and Home Edition,

Windows Server 2003 (including R2, x86/x64
supported),

Windows Vista (x86/x64 supported),

Windows Server 2008 (including R2, x86/x64
supported; excluding Server Core),

Windows 7 (x86/x64 supported)

*1: If there is a large amount of data of state/analog input value
information to store, then additional free disk space is required. To
adjust the amount of data to store, use the database cleanup
function.

1.3.2 Operating environment for clients
The following environment is required to set up SANUPS IT Monitor
Manager as a client and then run it:

Computer hardware:  AT-compatible PC
CPU: 850 MHz
(2 GHz or above recommended)

Memory: 64 Mbytes or more
(256 MB or more recommended)

Free disk amount: 100 MB or more

Display: Must be able to display 1024 x 768 dots or
more

Operating systems: Windows NT 4.0 with Service Pack 5 or later,

Windows 2000 Professional and Server with
Service Pack 4 or later,

Windows XP Professional (x86/x64 supported)
and Home Edition,



Introduction

Windows Server 2003 (including R2, x86/x64
supported),

Windows Vista (x86/x64 supported),
Windows Server 2008 (including R2, x86/x64
supported; excluding Server Core),

Windows 7 (x86/x64 supported)

Furthermore, to use the function for running the Web applet, use a
JavaVM compatible Web browser (only Internet Explorer is supported).
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2. System Configuration And Requirements

2.1 System Configuration

This system consists of a server, clients, and devices targeted for monitoring.
The server runs as a service program on the machine where SANUPS IT
Monitor Manager is installed.

Also, each client runs as a GUI application.

Server LAN
Monitoring application MIB information
setting
Environment
Get state monitoring device
lD
— UPS (LAN card)

D S Ta—

UPS

Client

L SGIV Lite (server)

Monitoring application

<

MIB information setting | UPS

e —

* When SANUPS IT Monitor Manager is installed as the server, a client is
also installed automatically. Also, you can choose to install only the client.
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2.2 System Requirements

To use this system, the following requirements must be satisfied:

2.2.1 Network environment requirements

1

@)

®3)

(4)

Make sure a device targeted for monitoring has an IP address
assigned to it and is already connected to the network.

If the device targeted for monitoring uses the DHCP server, you need
to register an IP address corresponding to the MAC address of the
device to the DHCP server, and register a host name corresponding to
the IP address to the DNS server or the Hosts file.

Make sure the device targeted for monitoring and the machine with
SANUPS IT Monitor Manager installed (server and client) are
connected to a network and communication between them via TCP/TP
if possible.

When using operating systems that include Windows Firewall, you
need to change the settings of Windows Firewall on the machines
(server and clients) on which this software application is installed. For
details on how to set Windows Firewall, see "Appendix H: Windows
Firewall Settings" on page 132.

2.2.2 Operational requirements

1

@)

®3)

(@)

The server must be running 24 hours a day. (Monitoring is not

possible when the server stops).

Before a device is added as a device for monitoring, you need to set up

the device as follows:

(a) Set its SNMP agent function to "Enable".

(b) The SNMP access permission must be given to the machine with
SANUPS IT Monitor Manager installed. Also, the client machine
must have SNMP access permission as well.

When installing a server, you can use one of the following languages:

Japanese, Chinese (simplified characters), and English (US). However,

when selecting a language, you must select one that is the same as the

language used in the ROM software of the environment monitoring
device targeted for monitoring. If the language used by the device and
the language used by the server are different, garbled text may appear
on the screen of the client.

When installing a client, you can use one of the following languages:

Japanese, Chinese (simplified characters), and English (US). However,

when selecting a language, you must select one that is the same as the

language used by the server that is connected to the client. If the
language used by the client and the language used by the server are
different, garbled text may appear on the screen of the client.
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(5) When using operating systems that include Data Execution
Prevention (DEP), you need to change the settings of DEP on the
machines (server and clients) on which this software application is
installed. For details on how to set DEP, see "Appendix I: Data
Execution Prevention (DEP) Settings" on page 147.

(6) When this software application is used as a server on an operating
system that includes User Account Control (UAC) and a database
restore is performed, the settings of UAC need to be changed. For
details, see "8.22 About The Database Restore" on page 113 and
"Appendix J: User Account Control (UAC) Settings" on page 149

(7) After changing the server time zone information (time zone or
automatic adjustment of daylight saving time), restart the server and
clients.

(8) When using this software application in a region with daylight saving
time, restart the clients when the daylight saving time starts and ends.
Note that the time for the past event log and the status measurement
history displayed before and after the daylight saving time is ahead or
behind in accordance with the time difference of the day light saving
time. This is a restriction at the moment.

(99 When the server and client are on different machines, communication
cannot be performed in an environment that uses NAT and IP
masquerading. Do not use NAT and IP masquerading.

(10) In an operating system that includes power management functions
such as suspend, do not use a function that automatically stops the
CPU.
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2.2.3 Restrictions

o))

@)
®3)

(4)

The maximum number of devices that can be monitored is 500. (The
number of devices that can be monitored is 500 minus the number of
the sub networks).

Devices that can be monitored are SANYO DENKI products only.

The following restrictions apply when monitoring and controlling

UPS:

(a) Restriction on UPS connected to a LAN
The start and stop control of UPS means the ON and
OFF of the output of the UPS, but not the start and
stop control of the UPS itself.

(b) Restriction on MT connected serially to UPS
The start and stop control of MT means the ON and
OFF batch control of the output of the UPS. There is
no control of the output of the UPS. Also, output
control of individual MT outlets is not performed.

() For SGIV Lite or MT connected to UPS
Control on the start and stop control is not performed.
The analog input value of UPS is not obtained and
displayed.
Only a small part of the information (power failure,
low battery level) regarding the UPS alarm can be
obtained.

(d) Restriction on SGIV Lite connected serially to UPS

- The start and stop control of UPS means the ON and

OFF of the output of the UPS, but not the start and
stop control of the UPS itself. Also, when the stop
control of UPS is performed, the machine with SGIV
Lite installed is shut down so that the start control can
no longer be performed.

When you change the IP address of a machine running an operating
system other than Windows NT, the new IP address becomes valid
without the need to restart the machine. However, while this software
is running, the change to the new IP address is not known to this
software application. Therefore, after changing the IP address of a
machine where SANUPS IT Monitor Manager is installed, be sure to
close the server and the client running on this machine, and then
restart.

(For details on restarting the server, see "6. Starting And Ending The
Server" on page 19)
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(5) If there is a firewall set up between the server and the client, there are
some notes you need to pay attention to. For details, see "Appendix A:
Ports Used" on page 116.

-10-
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3. Overall Procedure (From System Introduction To Operation)

This section describes the overall procedure, covering from system introduction to
operation start.
For details on a particular step, go to the page listed beside the step.

Step 1 Checking the system environment
Checking the network environment
------------------------------------------------------- 7
Checking the system restrictions
------------------------------------------------------- 9
l
Step 2 Preparation on a device
Set the SNMP agent of a device to "Enable".
In the SNMP access restrictions, give access permission to the server
and client machines.
------------------------------------------------------- 13
!
Step 3 Installing and starting this software
Installing
------------------------------------------------------- 14
Starting the server
------------------------------------------------------- 19
Starting the client
------------------------------------------------------- 21
l
Step 4 Adding a device as target for monitoring
Adding a device as target for monitoring
------------------------------------------------------- 30
l
Step 5 Setting the management information and monitoring method of the
device
Performing setting required for fault occurrence notification
------------------------------------------------------- 46
Setting management information (device management information)
------------------------------------------------------- 54
!
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Step 6 Starting system operation

Managing and monitoring devices
Receiving fault notification

......................................................

Setting up information kept by a device
Setting the parameter information of a device

Setting up information kept by the server
Setting management information
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4. Preparation On A Device

Before adding a device as a target for monitoring by this software application, you
must perform the following settings:
(1) Set up the IP address of the device, and connect it to the network.
(2) Set the SNMP agent function to "Enable".
(3) Inthe SNMP access restrictions, give access permission to the server and
client machines.

4.1 Setting The IP address Of The Device

When you set a device as a target for monitoring by this software application,

the following restrictions apply to the IP address of the device:

(1) If the target device uses the DHCP server, then you need to register the IP
address corresponding to the MAC address of the device to the DHCP server,
and register the host name corresponding to the IP address to the DNS
server or the Hosts file.

(2) The target device and the machine where this software application is
installed (server and client) must be connected to the network and be able to
communicate with each other via TCP/IP.

You can use a Web administrative tool or terminal emulator software
application, such as Hyper Terminal that comes standard with a PC, to set
the IP address of the device. For details on how to set the IP address, refer to
the user guide that comes with the device.

4.2 Performing The SNMP Setting Of The Device

You can use a Web administrative tool or terminal emulator software
application, such as Hyper Terminal that comes standard with a PC, to set
the SNMP of the device. For details on how to perform the SNMP setting,
refer to the user guide that comes with the device.
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Installing SANUPS IT Monitor Manager

5. Installing SANUPS IT Monitor Manager

5.1 Before Installing

Before installing SANUPS IT Monitor Manager, check the following items:

(1) During the install operation, some temporary files are created, which
requires about 200 Mbytes of space. Therefore, make sure you have enough
free disk space before starting the install operation.

(2) The install operation requires administrative rights of the machine
administrators (Administrators). Make sure you have these rights.

5.2 Install Procedure

Make sure you have the administrative rights of the administrators when

performing the following steps.

(1) Start the install program.
@® Insert the SANUPS IT Monitor Manager CD-ROM in the CD-ROM
drive.
@ The install program runs automatically and displays the following
screen:

Choose Setup Language I_ s'X‘ﬁ

If the install program does not run automatically
Start the Explorer and move to the CD-ROM drive.
Double-click Setup.exe on the CD-ROM to run the install program.

® After selecting a language to use, click "OK". The following screen
appears:

Welcome

CLckI;ana:zlm qméa&.‘p iﬁﬂsﬂﬂny,pmg!ama you
have wrning, Cick Meat to nwﬁa Selup promam.

@ Click "Next".
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Installing SANUPS IT Monitor Manager

(2) View the product license.

® The license agreement screen appears.
t x|

@ To continue the install operation, click "Yes".

(3) Enter user information.
® The user information input screen appears.

User Information

@ Enter “Name”, "Company”, and ”Serial”.
The serial number is written on the CD-ROM case of SANUPS IT
Monitor Manager.

® Click "Next".

(4) Check the install destination directory.
@® The install destination selection s

Choose Destination Location

creen appears.
i

If necessary, change the install destination.
@ Click "Next".
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Installing SANUPS IT Monitor Manager

(5) Select a program folder.

® The program folder selection screen appears.

| Select Program Folder

InstalEhield 5.5 Professianal Ediion
s eh Stat

® Click "Next".

(6) Select a setup type.

@® The setup type selection screen appears.

jisetup Type x|

To install the software application as a client on the machine, select
"Client Only".

®

To install the software application as the server on the machine,
select "Server & Client".

(7) Confirm that file copy can start.

@® The file copy confirmation screen appears.

=

—
Jistart Copying Files

@ Check the contents of the setup; then click "Next".
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Installing SANUPS IT Monitor Manager

(8) Files are copied (install operation is in progress).
@® The SANUPS IT Monitor Manager files are copied to the hard disk
drive.
The install operation takes several minutes to finish, so please wait
until it is finished.

<Note>
If the install destination does not have enough free space, the install
operation may not be possible. If this happens, check to make sure
that the operating environment has enough free space.

(9) The install operation is finished.
® The setup completion screen appears.

j Setup Complete 1

‘Rermcive:any disks form theinciiviss, s thers click Finish to-
complete sehup, '

@ Click "Finish" to end the install program.

*  When the install program ends, restart the computer to complete
the install operation. To start the SANUPS IT Monitor Manager
service, be sure to restart the computer.

* After the install operation is complete, you can add devices and
then monitor them.

5.3 Note On Using JavaVM (Java Virtual Machine)

SANUPS IT Monitor Manager runs as a Java application.

When you install this software application on a computer, JavaVM D is set
up automatically. Because this JavaVM is dedicated to running SANUPS IT
Monitor Manager only, it does not affect any existing JavaVM installed
already or JavaVM to be installed.

(*1) Java™ Runtime Environment Version 1.3 (JRE1.3) is set up.

If you have already installed JavaVM that is not part of the SANUPS IT
Monitor Manager install operation, when you uninstall this JavaVM, this
will not affect the JavaVM environment of SANUPS IT Monitor Manager.
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5.4 Uninstall Procedure

5.4.1 If the server is already installed
Use the following procedure to uninstall SANUPS IT Monitor
Manager:
® Stop the SANUPS IT Monitor Manager server.
If the SANUPS IT Monitor Manager server is running, see the
“Starting And Ending The Server” section on page 19 and then
stop the service.

<Note>
You cannot uninstall the SANUPS IT Monitor Manager
service while it is running.

@ Uninstall SANUPS IT Monitor Manager.
(a) Click the "Start" button and point to "Settings"; then select
"Control Panel".
(b) From "Control Panel", select "Add/Remove Applications".
() From the application menu, select "SANUPS IT Monitor
Manager"; then delete it.

5.4.2 If only the client is installed
Use the following procedure to uninstall SANUPS IT Monitor
Manager:
® Uninstall SANUPS IT Monitor Manager.
(a) Click the "Start" button and point to "Settings"; then select
"Control Panel".
(b) From "Control Panel", select "Add/Remove Applications".
() From the application menu, select "SANUPS IT Monitor
Manager"; then delete it.
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6. Starting And Ending The Server

6.1 Starting

The SANUPS IT Monitor Manager server runs as a service using the name

"SANUPS IT Monitor Manager Server".

After this software application is installed, when you start Windows again,
the application runs automatically. (It runs in the background even if you do

not log on to it).

6.2 Ending

The following explanation uses Windows 2000 as an example. Perform the

equivalent operation in another operating system.

@® Click the "Start" button and point to "Settings"; then select "Control

Panel".

@ When "Control Panel" appears, select "Administrative Tools"; then click

"Services".

- vew [ = = | B

TR =

cription | Status
| %Pmtected Starage Provide:
%QOS RSYP Provides n...

] %Remute Access Auto Connection Ma... Createsa...
%Remote Access Conmecktion Manager Creates a ...
%Remnte Procedure Call (RPC) Providesth,.. Started

[ %Remnte Procedure Call (RPC) Locator . Manages t...

i %Remote Reqgistry Service Allows rem..,  Starked

F %Remu\}able Storage Manages r... Starked

] %Routing and Remote Access Offers rauk, ..

Runfs Service Enables st...  Skarked

Started

Autarmatic

Manual
Manual
Manual
Autamatic
Marual
HAutornatic

Automatic
Digabled
Autamatic

[ e Stores sec... Automatic
%Server Provides R..,  Starked Autormatic

[ %Smart Card Manages a... Manual
%Smar; Card Helper Provides.s... Manual

i %SNMP Serwvice Includes ai..  Starked Automatic

i %SNMP Trap Serwvice Receives tr... Manual
%System Ewent Motification Tracks sysk... Starked Automatic
%Task Scheduler Enablesa... Starked Aukornatic

i %TCP;’IP MetBIOS Helper Service Enablessu...  Started Automatic
b =

[
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® Double-click "SANUPS IT Monitor Manager Server" to display the
properties screen.

@ Use the "Stop" or "Start" button to stop or start the service.

[If Windows XP is used]
Click the "Start" button; then select "Control Panel". Select
"Performance and Maintenance"; then select "Administrative Tools".
Finally, select "Services". The subsequent operation is same as that for
Windows 2000.

[If Windows NT is used]
Click the "Start" button; then select "Control Panel". Select
"Administrative Tools"; then select "Services". The subsequent operation
is the same as that for Windows 2000.
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7. Starting And Ending The Client

7.1  Starting

@® Click the "Start" button on the task bar. Point to "Programs"; then select
"SANUPS IT Monitor Manager". Click "Client".

@ The following logon screen of the of SANUPS IT Monitor Manager server
appears:

(a) Inthe "Server" text box, enter the host name or IP address of the
SANUPS IT Monitor Manager server.

(b) In the "Port" text box, enter the port to connect to the SANUPS IT
Monitor Manager server. Always use 9090 as the port number. If
you enter a number other than 9090, you cannot log on to the
SANUPS IT Monitor Manager server.

(c) Enter the password (the default is "public"); then click the "OK"
button.

® After you log on, the "SANUPS IT Monitor Manager" main screen
appears.

Fault Device

% Batch Control
“F Schedule Conral
Ik ystem Log
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7.2 Ending

To exit a SANUPS IT Monitor Manager client, do one of the following:
® From the "File" menu, select "Exit".

®@ Click the "x" on the title bar of the window.

O]

3 SANUPS IT Monitor Manager Version 1.20

Cansalidated Manitoring Fault Device
mviranment Monitaring Devi
UPS List
% Batch Control
“F Schedule Contral
ke gystern Log

-22-



Explanation Of Functions

8. Explanation Of Functions

8.1 About The Main Screen Of A Client

This section describes the various parts of the main screen of a client.

Menu bar

List page
setting

B¢ Environment Monitoring Devi
=) Analog Input State
() Digital Input State
() Digital Qutput State
o @ UPS List
e UPS
@ UPSONT
~- @ UPS(Lite)
-4 Batch Control
- UPS
L4y Ervitanmmant Manitaring [
=8 Schedule Control
- B UPS Stantuprstop
"8 UPS Battery Check
- @ Erviranment Monitaring [
B-14 gystern Log
L1+ Device Fault History

UPSiM. [172303.54 [TC2FR IThManito. 01/02/2004..|3ANUPS00.
PS5 17230368 [TC 2F IThionito. . (00 GO0 0170272004 (IB{11),IF:P
Eny 17230 3123 Buildi Rack Mo 1 01/02/2004  |ROMPOO0

Consolidated monitoring tree

Information
display panel
8.1.1 Menu bar
Menu name Menu item Description
File System Log Output Use this menu item to output the system
log stored on the server to a file in the
CSV format.
State/Analog Input Value |Use this menu item to output the
History File Output state/analog input value history stored
on the server to a file in the CSV format.
Exit Use this menu item to exit a client.
Edit Add Device Default Use this menu item to set the default
Information Setting values of access information used when a
device is added.
Add Device Use this menu item to add a device as
target for monitoring.
Del Device (*) Use this menu item to remove a device
so that it is no longer targeted for
monitoring.
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Menu name

Menu item

Description

View

Real-time Display (¥)

Use this menu item to enable real-time
display of the state/analog input value of
a device. You can select devices one by
one, and then enable real-time display
for the multiple devices.

State/Analog Input Value
History Display (*)

Use this menu item to enable display of
state/analog input value history of a
device. You can select devices one by one,
and then display state/analog input
value history for the multiple devices.

Status update (*)

Use this menu item to get the state of a
device again.

Setting

Management Information
Setting (*)

Use this menu item to change the
information required by the server or a
client for accessing a device targeted for
monitoring, or the information setting
required for monitoring.

You can also change the settings of
multiple devices all at the same time.

Parameter Setting (*)

For an environment monitoring device,
you can use this menu item to change
the analog input, digital input, and
digital output parameters of the device.
For a UPS device, you can set a
parameter for deviation monitoring of
the analog input value.

You can also change the settings of
multiple devices all at the same time.

Applet Startup (*)

Use this menu item to start the Web
applet of a device.

Options

Fault Notification Setting

Use this menu item to specify the fault
notification method of a device.

UPS Warning Setting

Use this menu item to set up alarm
functioning as warnings, among the
alarm information sent from UPS.

Security Setting

You can use this menu item to enable or
disable password authentication used in
executing the various functions.

Password Setting

You can use this menu item to change
the password.

Database Backup

Immediate
Execution

You can use this menu item to
immediately perform database backup.

Schedule Setting

You can use this menu item to set up a
database backup schedule.

Database Cleanup

Immediate
Execution

You can use this menu item to
immediately perform database cleanup.

Schedule Setting

You can use this menu item to set up a
database cleanup schedule.
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(*) When a device is selected from the device operation status list of the

information display panel, menu selection becomes possible.

8.1.2 Consolidated monitoring tree view

Consolidated Monitoring tree view

E SANUPS 'T Monitor Manager Version 120

ﬁ Fault Device
=& Environment honitoring Devi
- Analog Input State
~-) Digital Input State
¢ Digital Output State
o @ UPS List
w @ UPS
- @ UPS(MTY
- @ UPS(Lite)
% Batch Contral
L8 UPS
L8 Environment Monitaring 0
=8 Schedule Control
"8 UPS Startup/stop
"8 UPS Battery Check
- @ Environment Monitaring [
E-H system Log
L1k Device Fault History

UPS(M. [172303.54 [TC2FR IThanito. 01/02/2004..|3ANUPS00.
PS5 17230368 [TC 2F Thionit. 01/02/2004 |1B{11),IF:P
Env 172.30.3.123[<X Buildi Rack Mo 1 01/M02/2004  |ROMPOO0

(1) The consolidated monitoring tree view consists of four views: a view to

display the device operation status, a view to display the batch control
information, a view to display the schedule control information, and a
view to display the system log information.
(2) Contents of the device operation status view and the system log view
are as follows:
(a) Consolidated monitoring view
This view displays a list of device operation status of all
devices targeted for monitoring.
The content of this view cannot be customized by users, as
described later.
(b) Fault device view
This view displays a list of devices where a fault has occurred,
among all devices targeted for monitoring.
() Environment monitoring device list view
This view displays a list of all information of all environment
monitoring devices.
(d) Analog input state view
This view displays a list of analog input states of all
environment monitoring devices.
(e) Digital input state view
This view displays a list of digital input states of all
environment monitoring devices.
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®3)

(4)

®

(2

()

@

)

(k)

W)

Digital output state view

This view displays a list of digital output states of all
environment monitoring devices.

UPS list view

This view displays a list of states of all UPS devices.

UPS view

This view displays a list of states of UPS devices directly
connected to the LAN (UPS devices with LAN interface),
among all UPS devices.

UPS (MT) view

This view displays a list of states of UPS devices connected via
the MT (Network Power Manager), among all UPS devices.
UPS (Lite) view

This view displays a list of states of UPS connected via the
SGIV Lite server, among all UPS devices.

System log view

This view displays a log of events that occur in the SANUPS
IT Monitor Manager system. For a description of the contents
of the events, see “Appendix B: Explanation Of Events” on
page 117.

Device fault history view

This view displays only a log of event fault occurrence/recovery.

You can add a custom view below the device operation status view or

the system log view. Also, by applying a filter to a custom view, you

can customize the contents to display. For details, see the

“Customizing content of the device operation status list display”

section on page 84 or the “Customizing the system log list” section on
page 93.

The batch control view and the schedule control view display the

following contents:

(a)

(b)

(©)

(d

Batch control view

This view displays a list of all batch control saving
information. The contents cannot be modified.

UPS batch control view

This view displays all batch control saving information for
UPS devices. You can add, modify, or delete batch controls
from the information display panel.

Environment monitoring device batch control view

This view displays all batch control saving information for
environment monitoring devices. You can add, modify, or
delete batch controls from the information display panel.
Schedule control view

This view displays a list of all schedule control saving
information. The contents cannot be modified.
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(e

®

(2

UPS start/stop schedule control view

This view displays all schedule control saving information of
UPS start/stop. You can add, modify, or delete schedule
controls from the information display panel.

UPS battery check schedule control view

This view displays all schedule control saving information of
UPS battery check. You can add, modify, or delete schedule
controls from the information display panel.

Environment monitoring device digital output schedule control
view

This view displays all schedule control saving information of
digital output of environment monitoring device. You can add,
modify, or delete schedule controls from the information
display panel.
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8.1.3 Device operation status list

Manager Version 1.2.0

@/ Environment Monitoring Device List

b

& Digiel Input State enwi23 [Normal [ Building...[Rack No.1
L Digital Dutput State
3@ UPS List
L@ uPs
L@ UPS(MT)
@ UPSiLite)
=& Batch Control
iy UPS
: % Environment Monitoring
chedule Control

LT UPS StartupiStap
- UPS Battery Check
- Emwironrment Monitoring 1

8 systern Log
il Device Fault History

status list

(1)  When you select the device operation status view from the tree on the

left side of the screen, the information display panel on the right side
of the screen displays the device operation status list.
(2) The color of a device operation status list icon indicates the state of the
device.
(@) Environment monitoring device icon colors
Orange: Communication error
Red: Fault (digital input state or analog input value
deviation state that is defined as a fault in the
parameter setting function and treated as a fault)
- Green: Normal
(b) UPS device icon colors
Orange: Communication error
Red: Fault (fault, or digital input value deviation state
that is defined in the parameter setting function)
Yellow: Warning (alarm occurrence state that is
defined as a warning in the UPS warning setting
function)
Grey: Power failure
White: Stop (output off)
Green: Startup (output on)
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8.1.4 System log panel
When you select the system log view, a list of system logs meeting the
view filter criteria is displayed.

(59 Consolidated Monitoring

| M Faut Divice
- Erviranmend Monforing De
) Analog Input State
- U1O2I004 . Digital ulpy . wrl 73 [IFECERFE] irefirenciy - Rack No 1T
Digital Outout State 01022004 .. Device para... erv 21 172303123 o Buiiding .. RackNod
& UPS List 02008 . Diate para_ sel 73 [IEE ERFE] Rack N 1
[ RL 01022004 .. Device para... envl 33 17230.3123 X Buiiding .. RackNo.t
— @ vEENTy 010272004 .. Device para... el 23 172303123 3 Building .. Rack Mot
# vesLt 0100273004 Oavice para__anvl 73 173303133 3¢ Buliding Rack o 1
=%y Batch Gontral 010272004 .. Device para..._ervl 23 172.30.2123 o Building .. RackHot
B Urs MOII004 . Davice para. an 73 173303173 0 Building Rack o 1
- 01022004 .. Device para... e 23 172.30.3123 30 Building . RackNot
&M Schedule Contral Digital ingut _ arl 73 192303123 o Fack o 1
T UPE StatupEtop 01022004 .. Digital input . err 23 172303123 J0{ Building . (reference - Rack Mol
B U s Bamery Chack Digital input_ senel 73 [IFE ERFE] Rack N 1
B Emironenent Monitoring 0100272004 .. Digital input .. errd 23 172303123 o uilding .. (reference - RackNouir.

& 1022004 .. Data cleany_ Sereir Sorvr
21 Device Faull History 01023004 .. Data cleany . Server Server
010172004 ... Dabs cleany_. Server Sorver

U/OTI001 _ Dats cleans_ Saresr Sarver

123172003 Dt cleanu_ Seker Server

TIR1I003 . Dath cleans_ Serkpr Server

11302003 .. Sehedule to. Gar\v\( Senver

12302003 __Sehodule co_ Bar) Borver

123072003 .. Data cleana Gerwr\ Server

VHIO03 . Datachany . Serar
1H2WI003 .. UPS bamery ... 172.20.350 TC 2F (refere... (refarence: - TMonRorMa..
13202002 .. UPE algmr,. 172.30.2.58 TG 2F{refure... reference.

12005 .. UPS alamr.. 172.30.3.58 TC 2F(refere... refarence: - TMonforMa..
13202002 .. UPE algem _ il 172.30.258 TG 2F{refure... reference.

VHIAIN0F . UPS bamary 17730358 TC IF{retare. . (referance - ITMonBaMa

Survr

1T Monitor Managor

(59 Consolidated Monitoring

| M Faut Divice
- Erviranmend Monforing De
) Analog Input State
- U1O2I004 . Digital ulpy . wrl 73 [IFECERFE] irefirenciy - Rack No 1T
Digital Outout State 01022004 .. Device para... erv 21 172303123 o Buiiding .. RackNod
& UPs List 02008 . Diate para_ sel 73 [IEE ERFE] Rack N 1
[ RL 01022004 .. Device para... envl 33 17230.3123 X Buiiding .. RackNo.t
# vesNT 010272004 .. Device para... el 23 172303123 3 Building .. Rack Mot
# vesLt 0100273004 Oavice para__anvl 73 173303133 3¢ Buliding Rack o 1
=%y Batch Gontral 010272004 .. Device para..._ervl 23 172.30.2123 o Building .. RackHot
B Urs MOII004 . Davice para. an 73 173303173 0 Building Rack o 1
. 01022004 .. Device para... e 23 172.30.3123 30 Building . RackNot
&M Schedule Contral Digital ingut _ arl 73 192303123 o Fack o 1
T UPE StartupiSlop 01022004 .. Digital input . err 23 172303123 ¢ Building . {reference: - RackNo A
B U s Bamery Chack Digital input_ senel 73 [IFE ERFE] Rack N 1
B Emironenent Monitoring 0100272004 .. Digital input .. errd 23 172303123 o uilding .. (reference - RackNouir.

[l 01008 .. Dab cleany. Serar serr
21 Device Faull History 01023004 .. Data cleany . Server Server
0100172004 .. Daba cleany . Server Servr
DO1I004 . Data cleany  Sarar Sarvar
1213172003 .. Daba cleany . Server Server
1HII003 . Data cleany  Sarer Sarvar
12302003 .. Schedule to. Senver Senver
1HI003 . Schodube o Barr Sornr
1213072003 .. Data cleany . Sarvar Server
1003 Datacleany  Sarer Eoran

1H2WI003 .. UPS bamery ... 172.20.350 TC 2F (refere... (refarence: - TMonRorMa..
13202002 .. UPE algmr,. 172.30.2.58 TG 2F{refure... reference.

12005 .. UPS alamr.. 172.30.3.58 TC 2F(refere... refarence: - TMonforMa..
13202002 .. UPE algem _ il 172.30.258 TG 2F{refure... reference.

VHIAIN0F . UPS bamary 177035 UPS TC IF{retare. . (referance - ITMonBaMa

(a) Page length
You can set the amount of data to display in a list.

(b) Total
It displays the total amount of the appropriate data. The
content cannot be modified.

(¢) Display
It displays the position of the data being displayed currently
in the list. The content cannot be modified.
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8.2

Adding A Device For Monitoring

Before SANUPS IT Monitor Manager can start managing and monitoring a
device, you must add this device as a target for monitoring.

When you add a device, if you know its hosts name or IP address, see the
“Adding a device by specifying its host name or IP address” section on page
33.

If you do not know its host name and IP address, see the "Adding a device by
searching for it first" section on page 38 and then add the device.

8.2.1 Setting the default values for use when devices are added
To save time required in inputting some information every time you add a
device, you can set up default values for the READ community name,
WRITE community name, polling interval, and state/analog input value
save interval. This is very useful when you are adding a large number of
devices.

@® From the main screen, display the device operation status list.

E SANUPS IT Mon Manager Version 120

5 Consolidated Manitaring &l Emvironment Monitoring Device List
I3 }‘ Fault Device

(5 Digital Input State
¢ Digital Output State
- @ UPS List
- UPS
@ UPSONT
~- @ UPS(Lite)
-4 Batch Control
- UPS
L4y Ervitanmmant Manitaring [
=8 Schedule Control
- B UPS Stantuprstop
"8 UPS Battery Check
- ﬁ Erviranment Monitaring [
B-14 gystern Log
L1+ Device Fault History
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@ From the "Edit" menu, select "Add Device Default Information
Setting".

+-¢5) Digital Input State
() Digital Output State
o @ UPS List
- @ UPS
L@ UPBNT)
Lo UPS(Lite)
=14 Batch Contral

L4 UPS

w4 Ervitanimant Manitating 1
=8 Schedule Gantrol
8 UPS Startup/Stop
"8 UPS Battery Check
- ﬁ Enviranment Monitaring [
B4+ System Log
the Device Fault History

Add Device Default Information setting
® The "Add Device Default Information Setting" screen appears.

ﬂﬂdd Device Default Information Setting

T
| oo
_ ok | ocma |

(a) Inthe "READ community" and "WRITE community" text boxes,
enter their default names.

(b) In the "Polling interval" text box, enter a default interval to use to
check the state of the device.
If the interval you set here is too short, when more and more
advices are added, this will increase the load on the network as
well as the server machine, causing problems in the monitoring
operation.
If a device fault happens or the state is changed, the SNMP
trap is received and the state is obtained automatically.
Therefore, the polling interval does not need to be that short.
By default, the polling interval is set to 600 seconds (10
minutes).
As a general rule, if the number of devices is 200 or more, set
the polling interval to 1200 seconds. If the number of devices is
400 or more, set the interval to 1800 seconds.
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(¢) In the "State saving interval" text box, enter the default interval to
use to save the state/analog input value history of the device.
If you set the interval to 0, the information is saved only when
the state of the device changes. For an environment monitoring
device, the information is saved only when a change in the
state of the digital input or in the state of the analog input
value deviation is detected. For a UPS device, the information
is saved only when a change in the state of the SNMP alarm or
in the state of the analog input value deviation is detected.
Furthermore, data saving is performed during the polling
interval; when the device state i1s checked, the data obtained is
saved. For this reason, when setting this value, use a multiple
of the value set for polling interval.

<Note>
The polling and saving operations are not performed at exactly the intervals
specified in "Polling interval" and "State saving interval." Depending on the
network state and server load, the operations may be delayed.
Also, if a communication error occurs, the state and analog input value cannot be
obtained and therefore cannot be saved.
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8.2.2 Adding a device by specifying its host name or IP address
Use the following procedure to add a device if you know its host name
or its IP address:
® From the main screen, display the device operation status list.

ﬂ SANUPS IT Moni Manager Version 1.2.0

Congolidated Monitoring @l Environment Monitoring Device List
& Fault Device

= e
&9 Analog Input State
Digital Input State
Digital Output State
3@ UPS List
Lo urs
L@ UPS(MT)
- @ UPSiLite)
=& Batch Contral
ity UPS
% Environment Monitoring {
=] ﬁ Schedule Control
LT UPS StartupiStap
-8 UPS Battery Check
-3 Emwironrment Monitoring 1
8 Systerm Log
Ltk Device Fault Histary

=9 Analog Input State
Digital Input State
Digital Output State

3 @ UPS List
i @ UPS
@ UPS(MT)
L @ uPsiLite)

%y Batch Contral
L8 UPS
-8y Erwironrment Monitoring 1

7§ Schedule Contral
1 UPs starup/stop
8 UPS Batiery Check
! ﬁ Environment Monitoring {

E-$3 System Log

Ik Device Faull History

Add Device
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@ The "Device Addition" screen appears.

= |Device Addition

® From the "Device Addition" screen, click the "Add" button.
@ The "Add Device Setting" screen appears.
7| Add Device Settine

® Enter information required for accessing the device, as well as

information used when the device is managed.

(a)
(b)
©
(G

In the "Host name/IP address" text box, enter the host name or the
IP address of the target device you want to add.

You must enter information into all text boxes except "Group" and
"Remark".

For the "READ community" and "WRITE community" text boxes,
enter the names according to the settings on the device.

In the "Polling interval" text box, enter a default interval to use to
check the state of the device.

If the interval you set here is too short, when more and more
advices are added, this will increase the load on the network as
well as the server machine, causing problems in the monitoring
operation.

If a device fault happens or the state is changed, the SNMP
trap is received and the state is obtained automatically.
Therefore, the polling interval does not need to be that short.
By default, the polling interval is set to 600 seconds (10
minutes).

As a general rule, if the number of devices is 200 or more, set
the polling interval to 1200 seconds. If the number of devices is
400 or more, set the interval to 1800 seconds
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(e) In the "State saving interval" text box, enter the default interval to
use to save the state/analog input value history of the device.
If you set the interval to 0, the information is saved only when
the state of the device changes. For an environment monitoring
device, the information is saved only when a change in the
state of the digital input or in the state of analog input value
deviation is detected. For a UPS device, the information is
saved only when a change in the state of the SNMP alarm or in
the state of the analog input value deviation is detected.
Furthermore, data saving is performed during the polling
interval; when the device state i1s checked, the data obtained is
saved. For this reason, when setting this value, use a multiple
of the value set for the polling interval.

<Note>
The polling and saving operations are not performed at exactly the intervals
specified in "Polling interval" and "State saving interval." Depending on the
network state and server load, the operations may be delayed.
Also, if a communication error occurs, the state and analog input value cannot be
obtained and therefore cannot be saved.

® After you enter the information, click the "OK" button on the "Add
Device Setting" screen.
@ The device is added to the added device list on the "Device Addition"

screen.

Fi|Device Addition

2652662850 R Buildin.. |Rack M. |public  [oublic

If you want to add more devices, repeat steps @ to @ The devices are
added to the added device list.

® To delete a device, select the device from the list; then click the
"Delete" button.

If you want to change the settings of any device in the added device
list, see the "Modifying The Settings Of A Device Added" section on
page 42 and then change the settings.
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@ After you have added all devices you want to monitor to the added
device list, click the "Execute" button.

@ When a message box appears to prompt you whether to add the
devices, click the "Yes" button.

=4 |Device Addition

_- lsitOKto add the device 7

@ The "Execution state confirmation" screen appears.

Execution state confirmation x|

Device addition start
Rezister Env (172.30.3.123).
Env registration succeeds.

Executed device:l Succeeded devicell Failed device:l
Dewice addition ends.

cancel | Exit |

@ After the devices are added, the following information appears:
number of executed devices, number of succeeded devices, and number
of failed devices.

Devices that have been added successfully are automatically removed
from the added device list in step @2, and only devices that failed to be
added remain in the added device list. If there are devices that failed
to be added, see “Appendix D: Troubleshooting” on page 121 and try to
add them again.
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8

Devices that have been added now appear in the device operation
status list of the main screen.

E SANUPS IT Monitor Manager Version 120

@/ Environment Monitoring Device List

=

=) Analog Input State
-5 Digital Input State ervi23_|Normal
B Digital Output State
- @ UPS List
- UPS
- @ UPS(WT)
~- @ UPS(Lite)
-4 Batch Control
- UPS
L4y Ervitanmmant Manitaring [
=8 Schedule Control
- B UPS Stantuprstop
"8 UPS Battery Check
- ﬁ Erviranment Monitaring [
B-14 gystern Log
L1+ Device Fault History

This completes the addition of devices.
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8.2.3 Adding a device by searching for it first
If there is a device you want to add but you do not know its host name

or IP address, you can use the following procedure to find out the
information and then add the device:

@

From the main screen, display the device operation status list.

ﬂ SANUPS IT Monitor Manager \ersion 1.2.0

Congolidated Manitaring

&J Environment Monitoring Device List
Ll =
e torir
&) Analog Input State
Digital Input State
Digital Output State
3@ UPS List

Lo urs

L@ UPS(MT)

Lo @ UPS(Lite)
-8 Batch Control
iy UPS
% Environment Monitoring {
=] ﬁ Schedule Control
F UPS Startup/Stop
“F UPs Battery Check
“H Enviranmant konitoring [
8 Systerm Log

+k Device Fault History

2nt Monitoring Device List

Digital Input Staty
Digital Output State
=+ @ UPS List
@ ups
i~ @ UPSQIM)
- @ UPS(Lite)
-8 Biatch Control
Lo UPS
& Ervironmant Monitoring [
-8 Schedule Contral
“H UPS Startup/Stop
-8 UPS Battery Check
i ﬁ Environment Monitoring [
B2t System Log

i1l Device Fault History

Add Device
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® The "Device Addition" screen appears.
@ From the "Device Addition" screen, click the "Browse" button.

i |Device Addition

® On the "Search Start" screen, enter the search criteria.

ﬂSearch Start

Example: Network address: 172.30.1.0
Subnet mask: 255.255.255.0
READ community: public

In the current version, the first 3 bytes of the subnet mask must be
255.

® Click the "OK" button. Devices that are located on the sub network
but not targeted for monitoring are searched, and the search result
appears on "Search Result" screen.

Search Result

172.30.3.43 172.30.3.43
172.30.3.57 172.30.3.57 Rack Mo-5 ITMonitorManager ET
172.30.3.61 172.30.3.61 Use hi-test

172.30.3.120 72303120 TG 2F IPC-100%

eyl 22 172303122 Building 2F Fack Mo

eyl 23 1723003123 Building 2F Fack Mo

173.30.3.126 172303126 [TC-2F RACK MT-B type, setten-cannect
1y 2.30.3.20 172.30.3.201 [TC-2F Under the Table

Devices meeting the search criteria
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@

From the list of devices in the search result list, select one or more
devices that you want to monitor; then click the "OK" button.

The selected devices are added to the list on the "Device Addition"
screen.

4| Device Addition

255.266.265.0 o Buildin.. [Rack M. jaublic  jpoblic

Here, the default values are set to "READ community" and "WRITE
community" of each device in the added device list. If the default
values of a device are different from the community names of the
device, this device cannot be added to the list. Therefore, be sure to
check the default values. If such difference does happen, see the
"Modifying The Settings Of A Device Added" section on page 42 and
then change its settings.

After you have added the devices you want to monitor to the added
device list, click the "Execute" button.

When a message box appears to prompt you whether to add the
devices, click the "Yes" button.

4 |Device Addition

(2)
ez o |

The "Execution state confirmation" screen appears.

Execution state confirmation

Device addition start

Regizter Emv (172.30.3.123).

Env registration succeeds.

Executed device:! 3Succesded device:l Failed device:l
Device addition ends.
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@ After the devices are added, the following information appears: the
number of executed devices, number of succeeded devices, and number
of failed devices.

Devices that have been added successfully are automatically
removed from the added device list in step ®, and only devices
that failed to be added remain in the added device list. If there are
devices that failed to be added, see “Appendix D: Troubleshooting”
on page 121 and try to add them again.

@ Devices that have been added now appear in the device operation
status list of the main screen.

a SANUPS IT Monitor Manager Version 1.2.0

59 Consolidated Monitaring @l Environment Monitoring Device List
M Fault Devica
285 Enviranment Monitorin
5] Analog Input State
&) Digital Input State
{5 Digital Output State
5~ @ UPS List
L. UPS
L UPSOMTY
L@ UPS(Lite)
=14 Batch Contral
4 UPS
- % Erviranment Monitaring [
=] ﬁ Schedule Control
- g UPS Startuprstop
-8 UPS Battery Check
- F Erwitantmant Manitaring [
=-f4+ Systarn Log
4+ Device Fault History

@ This completes the addition of devices.
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8.3 Modifying The Settings Of A Device Added

Use the following procedure to modify the settings of a device in the added

device list:

@® From the added device list on the "Device Addition" screen, select a
device; then click the "Modify" button.

4| Device Addition

i |Add Device Modify

® Use the "Add Device Modify" screen to modify settings (they are used in
accessing the device) that you want to change; then click the "OK"
button.

@ After you perform the task in step @, the "Device Addition" screen
returns.

= |Device Addition
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8.4

Deleting A Device Targeted For Monitoring

This section describes how to remove a device targeted for monitoring by
SANUPS IT Monitor Manager.

8.4.1 Using the procedure to delete a device
® Using the main screen, select a device from the device operation

status list that you want to delete. (You can select multiple devices for
deletion).

a SANUPS IT Monitor Manager Version 1.2.0

Consolidated Monitoring & Emironment Monitoring Device List
- M Fault Device =
nalog Input State
Digital Input State
Digital Output State
3- @ UPS List
8 urs
i @ UPS(MT)
@ uPsiLite)
-4y Batch Contral
& UPS
% Erwiranment Monitoring [
5“8 Schedule Control
F UPS Startup/Stop
F UPS Battery Chieck
"B Emvironrmert Monitoring
1 gystern Log
Y Dovice Fault History

Mormmal ¥ Buliding

From the "Edit" menu, select "Del Device". You can also right-click to
display a shortcut menu and then select "Del Device".

ﬂ SANUPS IT Monitor Manager Version 120

Consolidated Monitoring &) Environment Monitoring Device List
o Fault Device =

57 Digital Input State
Digital Output State
3 @ UPS List
# urs
i UPSIMT)
‘@ UPSiLite)
=16y Biatch Control
% uPs
% Enrvironment Manitaring
= “H Sehedule Control
“H UPs StartupiStop
“H UPS Battery Check
- "F Ervironment Monitaring 0
-1t Gystem Log
1 Device Fault History
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® The "Device Deletion" screen appears.

Zi|Device Deletion

(7)

e e |

@ Clicking the "Yes" button removes the device so that it is no longer
monitored by SANUPS IT Monitor Manager.
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8.5 Notifying The Administrator Of A Device Fault

When a device fault occurs, the SANUPS IT Monitor Manager system can
notify the administrator of the fault.

This section describes the sequence in fault notification, as well as settings
required for fault notification.

8.5.1 Fault notification sequence

Device
(LAN)

SNMP trap [state change)

Server

<
Check state

>

State information

Server

Execute fault notification
server command

Event
notification

Client

Pop up fault notification screen.
(If a new fault event occurs
during this display, the new
fault is added to the beginning
of the displayed content.)
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8.5.2 Settings required for fault notification
The following settings are required to perform fault notification:

(1) SNMP trap recipient setting
Specify the server machine as the SNMP trap recipient of the

@)

®3)

(4)

device.

(a)

(b)

(©)

For environment monitoring device

To set up the SNMP trap recipient, you can use either of the
methods described in the following sections: "Environment
monitoring device's trap recipient setting procedure" on page
65 or “Starting The Web Applet Of A Device” on page 58

For UPS (LAN connection) and MT (LAN connection)

To perform the SNMP trap recipient setting, you can use the
procedure described in the "Starting The Web Applet Of A
Device" section on page 58.

For SGIV Lite server

The method to perform the SNMP trap recipient setting
differs depending on the OS used by SGIV Lite. For details on
this information, refer to the SGIV Lite manual.

Parameter setting of device

(@) For environment monitoring device
For the digital input signal where fault notification is to apply,
set “Send SNMP trap” and “Failure Status” and then set the
signal state as warning (to decide whether to use the “ON
side” or “OFF side” to indicate fault occurrence).
For analog input signal, set up the normal range, and then set
“Deviation monitoring” and “Send SNMP trap”.
For details on the setting methods, see the "Setting The
Parameter Information Of A Device (Environment Monitoring
Device)" section on page 60.

(b) For UPS
To perform deviation monitoring of analog input value, set
“Deviation monitoring” for the analog input; then set up a
normal range.
For details on the setting method, see the "Setting The
Parameter Information Of A Device (Environment Monitoring
Device)" section on page 60.

UPS warning setting

Use the UPS warning setting to set up whether to treat a specific
alarm sent from the UPS. For details on the setting method, see

the "Performing Fault Notification" section on page 47.

Fault notification setting
Use this setting to specify a method to use to notify the

administrator of a fault occurrence or recovery.
For details on the setting method, see the "Performing Fault

Notification" section on page 47.
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8.6  Performing Fault Notification Setting

This section describes how to set up fault notification to notify the
administrator when a device fault occurs.

8.6.1 Fault notification setting procedure
® Using the main screen, select "Fault Notification Setting" from the
"Options" menu.

igital Input State
igital Output Stz
= @ UPS List
- @ UPg
~ @ UPS(MT)
- @ UPS(Lite)
=148 Biatch Conrol
L8 UPS
“-48 Environmment Monitaring 1
=8 Schedule Gontrol
"8 UPS Startup/Stop
-8 UPS Battery Check
B ﬁ Environment Monitaring [
E-1t System Log
Lt Device Fault History

Fault Notification Setting
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@ The "Fault Notification Setting" screen appears.

Fault Notification Setting

0)6]6)

[ ricludere

® To display a popup on the client, select the check boxes for the events
for popup; then select the "Popup display" check box. Also, if you want
to have a beep sound accompany the popup, select the "Beep sound"
check box.
Once the popup display is enabled, the following "Fault Occurrence
Notification" screen (such as the example shown below) pops up
when an event occurs. You can double-click any row on the "Fault
Occurrence Notification" screen to start the real-time display.

EFaull Occurrence Motification

Digital input change fault o... [01/02/2004 17:33:16)envl 23

"Fault Occurrence Notification" screen image
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@ If you want the server command to execute when a fault

occurrence/recovery event occurs, select the check boxes for the events,
and then use the "NetSend", "Batch file execution", and "E-mail
transmission" tabs to perform the detailed settings.

® "NetSend" tab settings

MetSend | Bath file executionl E-mail fransmission

Host nameP address of ecipient Mes'sag'e'.géﬁ.ihg R R IR .

| [ Include device type in message

[T Include hostnarne in message
I _ [T Include event in message _
| || [ Include location in message |
|
|

[ Include contactin message _ _
[T Include date time in message -
[T Include details in message

(a)

(b)

(©

"NetSend" check box

Use this check box to specify whether to send a NetSend

message to a specified machine when a device fault occurs. If

this check box is selected, a NetSend message is sent when a

fault occurs.

"Host name/IP address of recipient"

Use the text boxes to enter the host names or IP addresses of

the machine to send NetSend messages to.

* If the server is Windows NT, then you must specify the host
name of the recipient of NetSend messages.

"Message setting"

Use the check boxes to specify what kind of information to

include in the message.

Select the check box for the information you want to include in

the message.

<Note>
NetSend executes the NetSend command of the OS. Depending
on the environment, NetSend may not work correctly. If this is
the case, issue the NetSend command from the DOS prompt,
and then check that the transmission is normal.
Also, when the server stops, all NetSend commands on the
queue are abandoned.
This function (NetSend) cannot be used in Windows Vista and
later operating systems. This is because NetSend commands are
not supported from Windows Vista and later operating systems.

-49-




Explanation Of Functions

®

"Batch file execution" tab settings

(a) "Batch file execution" check box
Use this check box to specify whether to perform batch file
execution when a device fault occurs. If you select this check
box, the specified batch file will be executed when a device
fault occurs.

(b) "File name"
Use this text box and enter a batch file located on the server
machine to execute when a device fault occurs.
The following parameters can be used with the batch file:
%1 Device type, %2 Host name, %3 Event,
%4 Location, %5 Contact , %6 Date time, %7 Details

<Note>
The batch file must be stored in the "batch" directory of the
install directory on the server. The content of the batch file must
end with the "Exit" command.
Also, be sure that the content of the batch file can be executed to
finish within 60 seconds.
The batch file execution will be forced to end if it takes more
than 60 seconds.
A batch file sample (sample.bat) is installed in the "batch"
directory. Use it as a reference when writing your batch file.
Also, when the server stops, all batch files on the queue are
abandoned.
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@

"E-

mail transmission" tab settings

NelSend' Bath file execution E-mailtransmission |
£-mail transmissior

R _. y _ Mgg's'agé'sem.n.g. S

SMTP server address

[ Include device type in message

[ Include host name in message - I -

[~ Include event in message - E-mail address

I
| . [T Include location in message _Z : I—
I

[ Include cantact in message : :
[T Include date time in message Sl @Iy iline

[ Include details in message N o I Minute

(a)

(b)

(©

"E-mail transmission" check box

Use this check box to specify whether to send an email to the
specified e-mail addresses when a device fault occurs.

If the check box is selected, an email is sent to the specified e-
mail addresses when a device fault occurs.

"E-mail address of recipient"

Use the text boxes and enter the e-mail addresses of recipients
to send the e-mail.

"Message setting"

Use the check boxes to specify what kind of information to
include in the message.

(d) "SMTP server address" text box

(e

®

Enter the host name or IP address of the SMTP server in the
text box.

"E-mail address" text box

Enter the e-mail address of the sender in the text box. If a
transmission error occurs at the mail server, an e-mail
containing the error message will be sent to this e-mail
address.

"E-mail delay time" text box.

Use this text box to specify how long to wait when an event
occurs, before sending an e-mail. If multiple events occur
during this delay period, they are all grouped and sent in just
one e-mail.

If you enter 0, the delay time will be 15 seconds.

<Note>
E-mail transmission is done using the SMTP port number fixed at 25.
Also, the character encoding of e-mail is ASCII.
Depending on the content of e-mail, gabled text may occur.
During e-mail transmission delay, if the server stops, e-mail
transmission does not occur but becomes abandoned.
Also, POP before SMTP is not supported for e-mail transmission.
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UPS Warning Setting
When you click the "UPS warn. set" button, the "UPS Warning
Setting" screen appears.
You can also display this screen by using the menu. From the
"Options" menu, select "UPS Warning Setting".
From this screen, you can select alarms sent from UPS that you
want to use as warnings.
By default, the following four alarms are handled as warnings:
"Battery life", "Bypass operation", "Overload", and "Internal com.
Trouble".

UPS Warning Setting

Battery life (ALOOO1)

Battery operation (AL0002)

Low battery voltage (ALOOD3)

Power failure (ALOOOS)

Bypass trouble (ALODOE)

Owverload (ALOOOT)

Bynass operation (ALOOOS)

Waiting for UPS stop (ALO00S)

Cutput OFF (ALOOT1)

UPS systern OFF (ALOO12)

Battery test (Test in Progress) (ALO016)
Internal com. Trouble (ALO01T)
Reception of UPS stop request (ALOO1 &)

DHDDDDHHDDDDHI
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8.6.2 Restrictions on fault notification
The following restrictions apply to the fault notification function:

® Depending on the operation state of other applications, the client pop
up display may not work in some cases. This problem is indicated by
blinking of the task bar.

@ The detection of fault occurrence and recovery is performed by the
device's state checking operation (polling operation).
This operation is performed in the following cases:

Checking is performed regularly as specified by the
polling interval.

Checking is performed to the target device when the
SNMP trap is received.

For this reason, detection may not be possible if the fault
(communication error occurrence, UPS analog input deviation)
does not come with any SNMP trap. Also, detection may not be
possible if the fault occurrence and recovery happens within a
short time (5 seconds), even if it comes with a SNMP trap. In the
latter case, only a record of receiving the SNMP trap is stored in
the system log.
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8.7  Setting Management Information (Device Management Information)

There are two types of management information: information required for
accessing a device, and information required for monitoring the device.
The information required for accessing a device includes the READ
community name, WRITE community name, etc. of the device.

The information required for monitoring a device includes the polling
interval used to check the device's state, and state/analog input value history
save interval.

You can use the "Management Information Setting" menu command to
change the management information set up when a device was added.
You can change the information for a single device, or you can change the
information for multiple devices at the same time.

8.7.1 Changing the management information of a single device
Use the following procedure to change the management information of
a single device:

® Using the main screen, select a desired device from the device
operation status list.

@ From the "Setting" menu or the short-cut menu, select "Management
Information Setting".

3 SANUPS IT Monitor Manager Version 120

&l Consolidated Monitoring

M Fault Device
=g Ervironment Monitaring Devi
{5 Analog Input State
{59 Digital Input State
L5 Digital Output State
5- @ UPS List

L@ UPS
o UPS(MT)
@ UPSiLite)
=148 Batch Control

-4 UPS

- % Enviranment Monitaring [
53-8 Schedule Control

- UPS Startup/Stap

- F UPS Battery Check

"8 Erviranment Manitoring
=1t System Log

- il‘ Device Fault History

Management
Information Setting
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®

The "Management Information Setting" screen appears.
K

Host nameilP addressfupsai

Subnet maskj2a5 255 2560

READ communityfaublic

WRITE cammunifyfoublic
Folling interval GO0 Second

State gaving interval GO0 Second

Group

Remark:

Location|TC 2F

Contact:

UPE identifier name

UPS connected device name

Ok | Cancel |

The example here indicates that a UPS device has been selected.
For an environment monitoring device, the UPS identifier name
and UPS connected device name do not appear.

(a) If "READ community" and "WRITE community" have been
changed, you need to change the device so that it has the same
community names.

(b) In the "Polling interval" text box, specify an interval to use to
check the state of the device.

If the interval you set here is too short, when more and more
devices are added, this will increase the load on the network as

well as the server machine, causing problems in the monitoring

operation.
If a device fault happens or the state is changed, the SNMP
trap is received and the state is obtained automatically.
Therefore, the polling interval does not need to be that short.
By default, the polling interval is set to 600 seconds (10
minutes).
As a general rule, if the number of devices is 200 or more, set
the polling interval to 1200 seconds. If the number of devices is
400 or more, set the interval to 1800 seconds.
(¢) In the "State saving interval" text box, enter the interval to use to
save the state/analog input value history of the device.
If you set the interval to 0, the information is saved only when

the state of the device changes. For an environment monitoring

device, the information is saved only when a change in the
state of the digital input or in the state of the analog input
value deviation is detected. For a UPS device, the information
is saved only when a change in the state of the SNMP alarm or
in the state of the analog input value deviation is detected.
Furthermore, data saving is performed during the polling
interval; when the device state is checked, the data obtained is
saved. For this reason, when setting this value, use a multiple
of the value set for polling interval.
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<Note>
The polling and saving operations are not performed at exactly the intervals
specified in "Polling interval" and "State saving interval." Depending on the
network state and server load, the operations may be delayed.
Also, if a communication error occurs, the state and analog input value cannot be
obtained and therefore cannot be saved.

8.7.2 Changing the management information of multiple devices at the same time
Use the following procedure to change the management information of
multiple devices at the same time:

@® Using the main screen, select multiple devices from the device

operation status list.
@ From the "Setting" menu or the short-cut menu, select "Management
Information Setting".

a SANUPS IT Monitor Manager Version 1.2.0

& FaultDe
=) Enwiranment Monitoring Dev
=) Analog Input State
+~(&J) Digital Input State
-5 Digital Outaut State
5~ @ UPS List
L@ uPs
Lo @ UPSMTY
- @ UPSiLite)
-84 Batch Cortrol
- UPE
- % Environment Monitaring [
=) % Schedule Control
- UPS Startup/Stop
"B UPS Battery Check
g Environmment Monitaring 1
—-1d system Log
otk Device Fault History

1B(

[“Recknobos —Jeo | [ouozons. rowrota. | |

Management Information
Setting
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®

(a)

(b)

The "Management Information Setting" screen appears.

ﬂﬂanagemenl Information Setting

|¥| rita4 26526562550 C 3F RACK Thionitarda... jpublic huhblic BOO | BOO

‘E- Lps5ae 2652652650 C2F Thionitarta... jpublic public BOO | BOO

[

O ol

[

(a) If there are devices in the target device list that you do not want to
apply the settings to, clear their "Target" check boxes.

(b) Select the check box of settings you want to apply to all selected
devices.

(c) Enter details of each setting you want to apply to all selected
devices.

(d) Click the "Execute" button.

(e) The "Management Information Setting" screen is updated with
the results. In addition, the check boxes of devices with their
settings changed successfully are cleared.

8.7.3 Notes on the management information settings

)

@)

Among the management information settings, "Location", "Contact",
"UPS identifier name", and "UPS connected device name" are kept by
the devices themselves. Therefore, they are applied to the devices. The
other settings are saved on the server, and are used by SANUPS IT
Monitor Manager to monitor and manage the devices.

If you use the management information settings to change the
READ community name or WRITE community name, their
settings on the devices are not changed.

Furthermore, if you want to change settings on the devices, use
"Applet Startup" from the "Setting" menu.

For environment monitoring devices and UPS devices (other than
SGIV Lite), the READ community name and the WRITE community
name are identical.

When performing the management information settings for
environment monitoring devices and UPS devices (other than
SGIV Lite), always make sure the READ community name and the
WRITE community name are identical.
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8.8  Starting The Web Applet Of A Device

8.8.1 What is applet startup?
This is a function that you can use to start from a client the Web applet
(Web administrative tool) of a device.
By using the Web applet, you can perform detailed settings of the
device. However, since SGIV Lite does not support Web applet, you
cannot start the applet from SGIV Lite.

8.8.2 Applet Startup procedure
Use the following procedure to start the applet:
@® From the main screen, display the device operation status list.
@ Select a desired device from the device operation status list. From the
"Setting" menu or the short-cut menu, select "Applet Startup".
Applet Startup

&) Consolidated Monitaring
I3 }‘ Fault Device

=) Analog Input State
(5 Digital Input State
{5 Digital Output State
- @ UPS List
- UPS
@ UPSONT)
~- @ UPS(Lite)
-4 Batch Control
g UPS
L4y Ervitanmmant Manitoring 1
53-8 Schedule Cantrol
- B UPS Stantuprstop
"8 UPS Battery Check
- ﬁ Erwviranment Monitoring
&-14 gystern Log
L11+ Device Fault History

Applet Startup

® A Web browser starts and displays the Web applet of the device.
@ For details on how to use the Web applet, refer to the user guide that
comes with each device.
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8.8.3 Functions that can only be performed from the Web applet (environment
monitoring device)
The following functions cannot be performed unless the Web applet is
running:

(1) Basic settings of a device
The basic settings include: network environment such as IP
address, SNMP operating environment (however, trap recipient
can be set from the "Parameter Setting" screen), as well as the
saving interval of the state/analog input value history kept by the
device.

(2) Clock setting of a device
The clock setting must be performed from the Web applet.
Furthermore, when SANUPS IT Monitor Manager adds a device
as a target for monitoring or every 24 hours after the server starts,
it automatically adjusts the time of the device to match the system
time of the server.

(3) Display of event log of a device
This is a function to display the event log kept by the device, which
is different from the system log kept by the server.

(4) Display of the state/analog input value history of a device
This is a function to display the state/analog input value history
kept by a device, which is different from the state/analog input
value history kept by the SANUPS IT Monitor Manager server
machine.

8.8.4 Functions that can only be performed from the Web applet (UPS)
On a LAN interface card and MT, network environment such as IP
address, SNMP operating environment, and other information settings
cannot be performed unless the Web applet is running.
Note: SG IV Lite does not have any Web applet function. For
information on how to start an SNMP agent and perform settings, refer
to the SG IV Lite manual.

8.8.5 Notes on changing the host name/IP address, and community names
When the host name, IP address, and community names of a device are
modified, the changes are not reflected automatically in the
management information of SANUPS IT Monitor Manager.
Therefore, when the host name is changed or its IP address is changed,
be sure to delete the device, and then add it back again.
An exception applies if the IP address of an added device is changed
when the host name has its name already resolved (in other words, the
host name of device in the operation status state list is not displayed in
the IP address format). In this case, the IP address is updated when
the state of the device is checked.
If settings kept by the device are different from the management
information, a communication error exists between the device and
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SANUPS IT Monitor Manager. In this case, because SANUPS IT
Monitor Manager can no longer manage and monitor the device, you
need to adjust it to the settings kept by the device.
8.9 Setting The Parameter Information Of A Device (Environment

Monitoring Device)

8.9.1 What is the parameter information of environment monitoring device?
The parameter information includes definitions of the analog input,
digital input, digital output, SNMP trap recipient, and e-mail recipient
kept by a device itself. To set up this information, you can start the

Web applet of the device, or select "Parameter Setting" from the
"Setting" menu.

8.9.2 Parameter information setting procedure (common part)

@

Using the main screen, select a device from the device operation
status list that you want to set the parameter information. (You can

select multiple devices). From the "Setting" menu or the short-cut
menu, select "Parameter Setting".

ﬂ SANUPS IT Monitor Manager Version 1.2.0

(5] Consolidated Monitoring

-k Fault Device

B85l Environment Manitoring Devil
) Analog Input State

£ Digital Input State

) Digital Output State

UPS List

&) Environment Monitoring Device List

# urs

- ] UPS(MT)

- UPSiLite) Parameter Seffing
=148 Batch Control

Ly urs

B % Environment Monitoring [

B Sehedule Control

H UPS Startup/Stap
- "§ UPS Battery Chack
B Environmert Manitoring §
1k System Log
! }!‘ Device Fault History

Parameter Setting
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The "Parameter Setting" screen appears.

® 0O

From the "Information type" drop-down list, select one of the following
items to set: "Analog input", "Digital input", "Digital output", "Trap

recipient", and "E-mail recipient".

arame g ] 73]
Information type.lAnalUg input vl Channel.|1 -
Ta.| Hostname | Lacation | coMment |En.| Signainame| unit [ inputra.|mormal | Deviatio. | Hysteresi..| inputtype
¥ lerwi23 botBuilding | |En...[Ervironment..| G |0.0-60.0[0.0- 350 Enable |Higher0.0., 4 - 20ma

Information type

4] (|
¥ Enabile
Signal namejEnvironmental ternperature Type:| M. vI
O Apottpedd - 20ma i
T — [+ Deviation manitatin
Unitf= 2
| Hysteresis(Higher): 0.0
Input range: 0.0 - 60.0 t elonen
[ HysteresisiLower: 0.0
Mormal range oo - 350
I Send E-mail I+ Send SMMP trap

Execute |
Exit |
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8.9.3 Analog input parameter setting procedure

Channel{1

P [ 3]

\Ta Host name Location Comment |En..| Signal name Unit Inputra_. | Mormal

Deviatio

Hysteresi. | Input type

¥ |erwi 23 Building En... Environment o3 00-600|00-350

Enahle

Higher:0.0..| 4 - 20mA

@ d [
T‘; e
Signal hameEnvironmental temperature TypelMJ vl
[ Ifipuityaedd - 20m#A ‘I
| ¥ Deviation manitaring
Unit:| =
|| HysteresisiHigher; |00
Input range; 0.0 - 60.0
H is{Lowar; 0.0
Mormal range: 0l - g | WIS GG !
[~ Send E-mail [ Send SMMP trap
\ \ Execute |

s Exit |

\
o

"Information type" drop-down list.

Select the "Enable" check box.

©O® ©0 O

apply the settings to, clear their "Target" check boxes.

Lo

Using the "Parameter Setting" screen, select "Analog input" from the

From the "Channel" drop-down list, select a channel to change.
If there are devices in the target device list that you do not want to

Specify the signal name, unit, analog input range, normal range, type,

whether deviation monitoring is used, whether to send an e-mail

when deviation occurs, and whether to send the SNMP trap when

deviation occurs. For detailed information on how to set each of these

items, refer to the environment monitoring device's user guide.

® Make sure that you have entered the information correctly and the

target devices are correct; then click the "Execute" button.

@ The target devices are updated with the changes.

<Note>

It has no meaning in the current version in particular.

The types (MJ, MN, and ST) are used for function expansion in the future.
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8.9.4 Digital input parameter setting procedure

EF‘&rameter Setting =[of x|
@ Information type (NEHERITT n Channel:{1
Jarget Host name Location Comment Enahle| Signal name Ok name OFF name Failure Stat.
17 envl23 Building Enable Air conditioner o... PowerQn PowerQFF 0OM side

@
\ L |
¥ Enable

Signal name:IAirconditioner operation state

oM name.IPuwerON OFF name.iPuwerOFF Type.IMN VI
Failure Status:lON side VI

[ Send E-mail

[V Send SNMP trap — |
HECUE
\ \ oo |

\_® NG

Using the "Parameter Setting" screen, select "Digital input” from the
"Information type" drop-down list.

From the "Channel" drop-down list, select a channel to change.

If there are devices in the target device list that you do not want to
apply the settings to, clear their "Target" check boxes.

Select the "Enable" check box.

Specify the signal name, ON name, OFF name, type, whether to send

©Oe® 00 O

an e-mail, whether to send the SNMP trap, whether to treat an alarm
as a warning, and whether to use the “ON side” or “OFF side”
or "None” signal as an indication of a warning. For detailed
information on how to set each of these items, refer to the
environment monitoring device's user guide.

® Make sure that you have entered the information correctly and the
target devices are correct; then click the "Execute" button.

@ The target devices are updated with the changes.

<Note>

It has no meaning in the current version in particular.

The types (MJ, MN, and ST) are used for function expansion in the future.
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8.9.5 Digital output parameter setting procedure

ﬂF‘arameter Setting - o) x|
Information type: EEhE Rl ﬂ Channel:|1
® Tar. Host name Location Comment Ena... ltern name Type Contral Fulse width(s...
v [enwl 23 Building Ena_ [Pulse contral-1 Fulse Execute 1
¥ Enatle
Itern name:{Pulse cantral-1
" Confinuous  OM name:lCLOSE OFF name:lOF'EN
* Pulse [ Pulse width{zec): II
) Execute |
\
\ 5 Exit |

©O® 00 6

©®

o —©

Using the "Parameter Setting" screen, select "Digital output" from the
"Information type" drop-down list.

From the "Channel" drop-down list, select a channel to change.

If there are devices in the target device list that you do not want to
apply the settings to, clear their "Target" check boxes.

Select the "Enable" check box.

Specify the item name, pulse or continuous (for continuous signal,
enter the ON name and OFF name for the signal). For detailed
information on how to set each of these items, refer to the
environment monitoring device's user guide.

Make sure that you have entered the information correctly and the
target devices are correct; then click the "Execute" button.

The target devices are updated with the changes.
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8.9.6 Environment monitoring device's trap recipient setting procedure
When the analog input value deviates from the specified normal range
and when the digital input signal changes, if you want the SNMP trap
to be sent to a specific machine, you need to pre-set the IP address of
the machine as the trap recipient.
Furthermore, to perform fault notification of the SANUPS IT Monitor
Manager system, you also need to pre-set the IP address of the
SANUPS IT Monitor Manager server machine as the trap recipient.
Use the following procedure to set the trap recipient:

@

ﬂ Parameter Setting

Trap

¥ |enw123 (34 Building 2F Rack Mo.1 172.30.35604

1723033084

®

Using the "Parameter Setting" screen, select "Trap transmission
address" from the "Information type" drop-down list.

If there are devices in the target device list that you do not want to
apply the settings to, clear their "Target" check boxes.

Enter the IP addresses of the trap recipients. You can register up to
five trap recipients.

Make sure that you have entered the information correctly and the
target devices are correct; then click the "Execute" button.

The target devices are updated with the changes.

© ® © O 6
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8.9.7 E-mail transmission address setting procedure
When the analog input value deviates from the specified normal range
and when the digital input signal changes to the state defined as fault
handling, if you want to have an e-mail sent to specific addresses, you
need to pre-set the e-mail addresses.
Use the following procedure to set the e-mail addresses:

@

ﬂ Parameter Setting

E-mail transmissio a...

envl23 (=34 Building 2F Fack Mo

®

® Using the "Parameter Setting" screen, select "E-mail transmission
address" from the "Information type" drop-down list.

@ If there are devices in the target device list that you do not want to
apply the settings to, clear their "Target" check boxes.

® Inthe "Transmission address" text boxes, enter the e-mail addresses
of the machines for sending an e-mail when a device fault occurs. You
can register up to five e-mail addresses.

@ Make sure that you have entered the information correctly and the
target devices are correct; then click the "Execute" button.

® The target devices are updated with the changes.

<Note>
To enable e-mail transmission, the e-mail address of the device
itself must also be set. For information on how to set the e-mail
address of a device, see the "Starting The Web Applet Of A Device"
section on page 58.
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8.10 Setting The Parameter Information Of A Device (UPS)

8.10.1 What is the UPS parameter information?
The UPS parameter information refers to the definition required to
perform UPS analog input value deviation monitoring. This
information is stored on the server.

8.10.2 Parameter information setting procedure
@® Using the main screen, select a device from the device operation
status list that you want to set the parameter information for. (You
can select multiple devices). From the "Setting" menu or the short-cut
menu, select "Parameter Setting".
@ The "UPS Parameter Setting" screen appears.

EUPS Parameter Setting

Inputvoltage 1 |7

UPSMT) a4 C 2F RACK IThonitoranager [SANUPS001 ASC Disable  |36- 115
LIPS

upsag IThonitorManager . |IB Cisahle [B5-114

Inputvoltage 1

Select a value for deviation monitoring.

Select the "Deviation monitoring" check box; then enter the normal
range.

If there are devices in the target device list you do not want to apply
the settings to, clear their "Target" check boxes.

Make sure that you have entered the information correctly and the
target devices are correct; then click the "Execute" button.

® O ©©

<Note>
The normal range of analog input value specified here is reflected in the
normal range of real-time display.
Even if the analog input value returns from the deviation state to the
normal range, this is not determined to be a recovery immediately, but as
a hysteresis with 10% of the normal range.
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8.11 Performing Remote Control Of A Device (Environment Monitoring

Device)

8.11.1 About remote control
Three methods are available for remote control: using the real-time
display screen to control the output of a single device, using batch
control to control the output of multiple devices, or using a schedule to
control the output of multiple devices.

8.11.2 Using the procedure to control the output of a single device

® Using the main screen, double-click on a desired device from the
device operation status list. Or, you can select "Realtime Display" from
the "View" menu or the short-cut menu to display the "Realtime
Display" screen.

ﬂ Realtime Display

W&ir conditioner operation state Fulse control-1 iMaone)

entilation fan operation state Fulse control-2 (Mone)

Fire alarm Frant door control Close

Front door state Rear door contral Cloge

Rear door state

Erviranrmental temperature

Inputvoltage

Input current

Click the control button of the channel that you want to control.
When the "Single Control Execution" screen appears, click the "OK"
button to execute the control.

© 0

Single Control Execution

Example: The "Open" button of CH3 of the "Realtime Display"
screen was clicked.

@ The result of the control execution is updated in the "State" column of
the "Realtime Display" screen.
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8.11.3 Batch control procedure
@

Using the main screen, select "Environment Monitoring Device" below
"Batch Control" on the "Consolidated Monitoring" tree.

ﬂ SANUPS IT Monitor Manaeger Version 1.2.0

Consolidated Monitaring
~f& FaultDevice
3@ Enviranment Monitoring Dev
5 Analog Input State
Digital Input State
igital Output State
P35 List
L@ uPs
i @ UPS(MT)
o @ UPS(Lite)
1% Batch Control

“ Environment Monitoring Device Batch Control

i
58 Schedule Control

“H UPs Battery Chack

1k systern Log
: :!‘ Device Fault History

From the environment monitoring device batch control panel, click the

"Add" button. The "Environment Monitoring Device Batch Control
Setting" screen appears.

ﬂEnvimnment Monitoring Device Batch Gontrol Setting
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® Ifthere is already batch control information saved on the server, click
the "Read" button and select a batch control name; then read the
contents of the selected control.

@ To perform a new control, click the "Add" button to display the "Add

Control" screen.
Add Gontrol

£ Confinuos

® Specify a device to control.

(a) In the "Host name" text box, enter the host name of the device. Or,
click the "Browse" button and then select a device from the list of
devices.

Furthermore, you can enter the IP address of the device
instead of the host name.

(b) Click the "Determine" button. (If you have entered the IP address
instead of the host name of a device, the IP address is converted to
the registered host name of the device when you click the
"Determine" button).

® Specify the control content.

(a) Select a channel.

(b) If the signal of the selected channel is "Continuous", select the
control content.

@ Click the "OK" button. The control content is added to the

"Environment Monitoring Device Batch Control Setting" screen.

If there are other controls that you want to perform, repeat steps ® to
to add the controls.

ﬂEnvirunmenl Monitoring Device Batch Gontrol Setting =10l x|

Fulse-cirl-1

[ Building 2F Rack Mo.1 Pulse contral-1
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®@ If there is a control in the list that is not needed, use the "Delete"
button to delete it. If there is a control with incorrect control content,
use the "Modify" button to modify the control content.

® When everything you want to set in batch control is ready, click the
"Execute" button.

@ The "Execution state confirmation" screen appears and displays the
control execution progress.

Execution state confirmation

Batch control starts.

Execute PULSE on Pulse control-1(CH1) of enwi23.
Succeeds

Executed i1 Succeeded :1 Failed :0

Batch control ends.

@ After the control execution is finished, the following information
appears: the number of executed devices, number of succeeded devices,
and number of failed devices.

If there are devices that failed in the control, check the control
content and try the control execution again.

@ If you want to save the content of the batch control, enter a name in
the "Batch control name" text box; then click the "OK" button.

ﬂEnvimnmanl Monitoring Device Batch Gontrol Setting =10

Fulse-ctrl-1

123 bBuilding R RackNo.d 1 Pulse contral-1 PULSE

The batch control content is saved on the server.
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8.11.4 Schedule control setting procedure

O]

Using the main screen, select "Environment Monitoring Device" from
the "Consolidated Monitoring" tree.

ﬂ SANUPS IT Monitor Manager \fersion 1.2.0

Consolidated Manitoring
Fault Device
=] Environment Manitoring Devi
& Analog Input State
£ Digital Input State
9 Digital Output State
@ uPs List
-@ ues
@ uPsiMT
L@ UPS(Lite)
o148 Batch Control
&y UPS
#y Environment Manitoring 1
chedule Contral
¥ UPS StartuprStap
“§ UPS Battery Check
% Environment Monitaring [J

sl Environment Monitoring Device Control Qutput Schedule

evice Fault History

lenv123 [ Building 2F  [Rack No.1

From the "Environment Monitoring Device Control Output Schedule"
panel, click the "Add" button. The "Environment Monitoring Device
Control Output Schedule Setting" screen appears.

EEnvimnment Monitoring Device Control Qutput Schedule Setting
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®  Set specific date schedules and weekly schedules.

(a)

(b)

To specify a weekly schedule, click the "Add" button of the "Week"
group.

When the following screen appears, specify what day of the
week as well as what time of the day to run the schedule.

Week Setting (Add)

O

[ I:|

5 5
ps &[0 [

To specify a specific date to run a schedule, click the "Add" button
of the "Specify date" group.

When the following screen appears, specify a date to set up a
schedule. Within the same schedule control, a specific date
schedule takes priority over a weekly schedule.

Within a weekly schedule that you have set up, if there is a
specific date that you want to exclude from the schedule, you
can select the "Withhold" radio button.

Specify Date {(Add)

oo 51| s 5]
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@  Specify contents of control.

(a) If there is already batch control information saved on the server,
click the "Batch ctrl read" button, select a batch control name, and
then read the contents of the selected control.

(b) To perform a new control, click the "Add" button to display the
"Add Control" screen. (The operation on the "Add Control" screen
is the same as that for batch control).

ﬂEnvirunment Monitoring Device Control Output Schedule Setting

odify

[IE(ETE

® After setting up schedules and control contents, enter a schedule
name and decide whether to enable this schedule. Finally, click the
"OK" button.

snment Monitoring Device Control Output Schedule Setting P ] Y

Fulse-ctrl-1

Gty feelicg

enyl23 #¥ Building 2F Rack No.1 1 Pulse control-1 FULSE
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® After you click the "OK" button, the "Environment Monitoring Device
Control Output Schedule" panel is updated with the contents of the

added schedule. Furthermore, the schedule information is saved on
the server.

ﬂ SANUPS IT Monitor Manager Version 1.2.0

(5 Consolidated Manitoring
A Fault Device
=) Enviranment Monitoring Devi
&) Analog Input State
(8 Digital Input State
=) Digital Output State
= § UPS List
i@l UPS
@ uPs(MT
@ UPSiLite)
348 Batch Control
L UPS
L& Envitontment Monitoring 1
=Y Schedule Conral
- UPS statupistop
-8 UPS Batiery Check
% Environment Maonitoring
ystermn Log
2+ Device Faull History

% Emvironment Monitoring Device Control Qutput Schedule

U\Idlng 2F Rack Mo 1 Fulse-ctrl-1 0170372004 20:00,F

/|

Schedule information is updated.
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8.12 Performing Remote Control Of A Device (UPS)

8.12.1 About remote control
Three methods are available for remote control: using the real-time

display screen to control the output of a single device, using batch

control to control the output of multiple devices, or using a schedule to

control the output of multiple devices.

8.12.2 Using the procedure to control the output of a single device

@® Using the main screen, double-click on a desired device from the

device operation status list. Or, you can select "Realtime Display" from

the "View" menu or the short-cut menu to display the "Realtime

Display" screen.

ELIF‘E; Realtime Dizplay _I_I— O ll
Final update time:07/08/2004 18:19:31 Location:
Host name:upsa Camment:
UPS name (Weri:IB(11) AgentP00O01 206T
UPS identifier name Connected device name
- Input voltage 1 COutput voltage 1 Load rate
Powersupplystatellnvener 125 125 150
Battery voltage: 115 . 115 120
Battery test result :ITest aborted
Analog input value information 108 108 80
Signal name Marmal range Yalue Unit
Inputvoltage 1 85-115 107 W =
i 2 ﬂ 95 45 B0
Input current 1 0.8 A
® Alarm ocourrence
85 a5 e}
Alarm name |
7h 75
[1074] [354] [0%]
Stop Start hattery check

@ Use the "Stop" and "Start battery check" buttons to perform the

control.

® The result of the control execution is updated in the "Realtime

Display" screen.
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8.12.3 Batch control procedure

Using the main screen, select "UPS" below "Batch Control" on the
"Consolidated Monitoring" tree.

Consolidated Manitaring
; }‘ Fault Device
=) Environment Monitaring Devi
() Analog Input State
+-¢5) Digital Input State
() Digital Output State
o @ UPS List
- @ UPS
L@ UPBNT

@ UPsiLite)

atch Control

P

\viranmeant Manitoring [
=8 Sched\le Gantrol

8 UPY StartuprStop

"9 uPS\pattery Check

evice Nault History

ﬁ SANUPS IT Monitor Manager Version 1.2.0

*4 UPS Batch Control

From the UPS batch control panel, click the "Add" button. The "UPS
Batch Control Setting" screen appears.

1|UPS Batch Gontrol Setting

e —

oo =

® If there is already batch control information saved on the server, click

@

the "Read" button, select a batch control name, and then read the
contents of the selected UPS control.

To perform a new UPS control, click the "Add" button; then select a
UPS control.
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UPS Selection X|

mtad C 2F RACK ITMonitordanager

Lupsas C2F ITMonitorkanager ...

® After specifying the targeted UPS control, select a control type from
the "Control type" drop-down list.
The "Control type" drop-down list contains four control types: start
UPS, stop UPS, start battery check, and stop battery check.

=1|UPS Batch Gontrol Setting

ups58 ITMonitorManager ET

om0

_ Bewte | meas | ok | came |
® When everything that you want to set in batch control is ready, click
the "Execute" button.
@ The "Execution state confirmation" screen appears and displays the
control execution progress.

Execution state confirmation

UFS batch control starts.

Set <UPS start? to upshS.

Succeed.

Executed i1 Succesded :1 Failed :0
IJPS batch control ends.

After the control execution is finished, the following information
appears: the number of executed devices, number of succeeded devices,
and number of failed devices.

If there are devices that failed in the control, check the control
content and try the control execution again.
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® If you want to save the content of the batch control, enter a name in
the "UPS batch control name" text box; then click the "OK" button.

4|UPS Batch Gontrol Setting

upsag k 2F ITMonitorManager ET

-0 006-©-©-—A—AnAnA - "-2, 0]

oo

The batch control content 1s saved on the server.
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8.12.4 Schedule control setting procedure

O]

Using the main screen, select "UPS Startup/Stop" or "UPS Battery
Check" located below "Schedule Control" on the "Consolidated
Monitoring" tree. "UPS Startup/Stop" is used as an example in the
explanation here.

ﬂ SANUPS IT Monitor Manager Version 1.2.0

onsolidated Monitoring % UPS Startup/Stop Schedule Control
ault Device
nment Monitoring Devil
alog Input State
Digital Input State
Digital Dutput State
UPS List
@ UPS
i~ @ UPS(M)
L@ uPs(Lite)
-8 Biatch Control
Ly UPS
48y Environrment Monitaring [
Schedule Contral

When you click "Add" on the UPS startup/stop schedule control panel,
the "UPS Startup/Stop Schedule Control Setting" screen appears.

ﬂUPS Startup/Stop Schedule Gontrol Setting

C

Set specific date schedules and weekly schedules.

(a) To specify a weekly schedule, click the "Week setting" button.
Here, specify the UPS start and stop times for a day of the
week.
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Select the "Start" and "Stop" check boxes for a desired day of
the week.

To change a start (or stop) time, select the "Start" (or "Stop")
check box. The time is ready for editing.

Week setting

Monday
Tuesday
Wednesday
Thursday
Friday

(b) To specify a specific date to run a schedule, click the "Add" button
of the "Specify date" group.
When the following screen appears, specify a date to set up a
schedule. Within the same schedule control, a specific date
schedule takes priority over a weekly schedule.
Within a weekly schedule that you have set up, if there is a
specific date that you want to exclude from the schedule, you
can select the "Start" check box (followed by the "Withhold"
radio button) or the "Stop" check box (followed by the
"Withhold" radio button).

Specify Date (Add)

January

£ ittt
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@

®

Set the targeted UPS control.

(a) If there is already batch control information saved on the server,
click the "Batch ctrl read" button, select a batch control name, and
then read the contents of the selected UPS control.

(b) To perform a new UPS control, click the "Add" button to display
the "UPS Selection" screen. (The operation on the "UPS Selection"
screen is the same as that for batch control).

After setting up schedules and target UPS control contents, enter a
schedule name and decide whether to enable this schedule. Finally,
click the "OK" button.

ﬂUPS Startup/Stop Schrdul=

T

<Note>
When performing the UPS startup/stop schedule, the target UPS
control cannot contain SG IV Lite. This is because SG IV Lite cannot
start.
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®

After you click the "OK" button, the "UPS Startup/Stop Schedule
Control" panel is updated with the contents of the added schedule
contents. Furthermore, the schedule information is saved on the
server.

E SANUPS IT Monitor Manager Version 120

(5 Consolidated honitoring S UPS Startup/Stop Schedule Control
¥ ﬁ Fault Device

=& Environment honitoring Devi
£ Analog Input State ; ;DWEVON ;
~-) Digital Input State

¢ Digital Output State

o @ UPS List
o @ UPS
o @ UPS(MT)
- @ UPS(Lite)
% Batch Contral
L8 UPS
L8 Environment Monitaring 0
=8 Schedule Control

- op)
"8 UPS Battery Check
- ﬁ Environment Monitaring [
E-H system Log

L1k Device Fault History

UPS{MT) mta4 C 2F RACK IThonitorManager ET[SANUPS001 ASC
UPS

ups58 C2F IThonitoranager ET|IB 01/01/2004 08:00 JAin1/2004 17:(

Schedule information is updated.
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8.13 Viewing The Device Operation Status

The operation status of a device appears in the device operation status list.
This section describes how to customize the display items.

8.13.1 Customizing content of the device operation status list display (environment
monitoring device)
You can create custom views under each view. Also, by modifying the
view filter criteria, you can customize items for display in the device
operation status list.

Customizing views allows the administrator to manage devices more
easily.

@

To create a custom view, right-click any existing view. From the
shortcut menu, select "Custom View". When its submenu appears,
select "Add View".

From the same submenu, you can select "Mod View" to change the
filter criteria of a view, or "Del View" to delete a view. If a view
cannot be deleted, the "Del View" menu does not appear.

2 SANUPS IT Monitor Manager Version 120

5 Consolidated Manitaring &l Analog Input State
I3 }‘ Fault Device
B¢ Environment Monitoring Devi

() Digital Inp
() Digital Qutput State
o @ UPS List
@ UPS
@ UPSONT)
~- @ UPS(Lite)
-4 Batch Control
g UPS
L4y Ervitanmmant Manitoring 1
53-8 Schedule Cantrol
- B UPS Stantuprstop
"8 UPS Battery Check
- ﬁ Erwviranment Monitoring
&-14 gystern Log
L11+ Device Fault History
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@ The "Environment Monitoring Device State List Display Setting"
appears.
(@) "View name" tab
Use this tab to specify a name for the custom view.

Environment Monitoring Device State List Display Setting (Add View}

(b) "Filter setting" tab
Use this tab to specify criteria to select and display
environment monitoring devices.

Environment Monitoring Device State List Display Setting (Add View} x|

Individual conditions are combined using the logical AND to
form the filter criteria.
For the host name, IP address, group, location, comment, and

remark, you can use the wildcard characters. Wildcard
characters available are * (any number of occurrences of any
characters), and ? (any single character). However, if a
character string containing ? is set, this is equivalent to
having * added to the end of the character string.
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() "Basic display setting" tab
Use this tab to specify the basic display items in the device
operation status list.

Environment Monitoring Device State List Display Setting (Add Yiew)

A0 R E

{0 1 B S B

To include an item in the device operation status list for
display, select its check box.

An item that appears dimmed is always included in the device
operation status list for display and cannot be modified.

(d) "Analog input display setting" tab

Environment Monitoring Device State List Display Setting (Add View)

=

=
i

X | K| | E
= =
= [
X K| K|

|| =

When you select the "Display"” check box of a signal CH, the

contents of this signal appear in a row in the device operation
status list. If you clear the selection, the contents of this signal
do not appear in the device operation status list.

When you select the "Display" check box of a signal CH, you
can then edit its signal name display, list title, and unit
display.

If the "Signal name display" check box is selected, "Signal
name:" is added in front of the analog input value.
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(e)

®

"Digital input display setting" tab

Use this tab in the same way as the "Analog input display
setting" tab.

If the "Signal name display" check box is selected, "Signal
name:" is added in front of the signal state.

Environment Monitoring Device State List Display Setting (Add View)

HEEEEEEE

o o e e

"Digital output display setting" tab

Use this tab in the same way as the "Analog input display
setting" tab.

If the "Signal name display" check box is selected, "Signal
name:" is added in front of the signal state.

Environment Monitoring Device State List Display Setting (Add View)

&R
o |
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8.13.2 Customizing content of the device operation status list display (UPS)
You can create custom views under each view. Also, by modifying the

view filter criteria, you can customize items for display in the device

operation status list.

Customizing views allows the administrator to manage devices more
easily.

@

To create a custom view, right-click any existing view. From the
shortcut menu, select "Custom View". When its submenu appears,
select "Add View". From the same submenu, you can select "Mod
View" to change the filter criteria of a view, or "Del View" to delete a
view. If a view cannot be deleted, the "Del View" menu does not

appear.

35| SANUPS IT Monitor Manager Version 1.2.0 =181

(5 Consolidated Waonitoring uPs [

& Fault Device

=-{&) Enwironment Monitaring Devl

=) Analog Input State
-0 Digital Input State mi54 UPSMMT) Startup (on) |Inverter TG 2F RACK [IThionitori... 01/02¢2004...[111Y 100v
C2F

L Digital Output State upsss UPS Startup (on) |Inverter [Thionitor... 01/0252004...|109v
3 @ UPS List

- @ UPSiLite)
-84 Batch Cortrol
- UPE
- % Environment Monitaring [
=) ﬁ Schedule Control

- UPS Startup/Stop

"B UPS Battery Check

g Environmment Monitaring 1
—-1d system Log

otk Device Fault History
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@ The "UPS State List Display Setting" appears.
(@) "View name" tab
Use this tab to specify a name for the custom view.

UFS State List Display Setting (Add View)

(b) "Filter setting" tab
Use this tab to specify criteria to select and display UPS
devices.

UFS State List Display Setting (Add View)

|
|
|
|
|
|

Individual conditions are combined using the logical AND to
form the filter criteria.

For the host name, IP address, group, location, comment, and
remark, you can use the wildcard characters. Wildcard
characters available are * (any number of occurrences of any
characters), and ? (any single character). However, if a
character string containing ? is set, this is equivalent to
having * added to the end of the character string.
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() "Basic display setting" tab

Use this tab to specify the basic display items in the device
operation status list.

UPS State List Display Setting (Add View)

o

1 S RIS BRI o S I BN N i S

To include an item in the device operation status list for

display, select its check box.
An item that appears dimmed is always included in the device

operation status list for display and cannot be modified.

(d) "Analog input display setting" tab

view name | Fifler setting | Basic display seting. Analog inputdis S‘.‘%"é‘ﬂ@!f.l

_Analog inputvalue name

Display

Inputvoltage 1

[

-

Input current 1

Input poswer 1

Input freguency

Bypass voltage 1

Bypass current 1

Bypass power 1

Bypass freguency

Cutput voltage 1

Outaut current 1

Output power 1

Output fraquency

Load rate

Battery voltage

Battery current

Battery temperature

Input error count

[mlimiislin el lisisiicdie sl iislislislis]

-l

Cancel

When you select the "Display" check box of an analog input

value name, this analog input value name appears in the

device operation status list.
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8.14 Viewing The System Log

When you select the "System Log" view on the "Consolidated Monitoring"

tree view, by default all logs kept by the SANUPS IT Monitor Manager
system appear in the system log list.

Also, if you select the "Device Fault History" view, by default all fault
occurrence and recovery logs (among the system logs) appear in the system
log list.

Furthermore, this system log contains information kept by the SANUPS IT
Monitor Manager system, and is different from the event log kept by a device.

8.14.1 Viewing details of the system log

® Using the main screen, double-click on a row in the system log list.
eI

File  Options
59 Consolidated Monitaring
o/ FautDevice b system Log Total p57 | Displaying [ 235 0| 287 | Pagelengh[s0 |- D &B @D @D
B¢ Environment Monitoring Devi| [ £2°
(=) Analog Input State Type Date time o | Eventname | Hostname | IF address | Devicetye | Location | Contact | Comment | Detailed
(5 Digital Input State info 01i02/2004 .. Digital outpu... envl 23 172303123 Enmw 4 Building ... (reference: -_. Rack No{r.. CH:1 Sigi&]
-5 Digital Output State info 014022004 ... Device para.. envli23 172.30.3123 Env ¥ Building ... Rack No.1 QID:1.3K
UPS List info 014022004 ... Device para.. envi23 172.30.3123 Env #{ Building ... Rack No.1 QD138
g urs Info 01022004 ... Device para... envl23 172303123 Enw A Building ... Rack Mo.1 QD13
@ UPSHT) Info 01022004 ... Device para... envl23 172303123 Enw A Building ... Rack Mo.1 QD13
@ UPSiLite) Info 01022004 .. Device para... envl23 172303123 Erw ¥ Building Rack Mo.1 Leljn3 BN
-4 Batch Control inf 01/022004 . Device para... envi23 172303123 Emw 4 Building RackNo.l  QID.1.3E
L %UPS Info 01/02/2004 . Device para.. env123 172303123 Enw ¥ Building Rack MNo.1 0ID:1.3.E
iy Er Monitoring 1 || [nfo 01i02/2004 . Device para... envl23 172303123 Emw o Building RackMNol  OID13F
=8 Schedule Gantrol (Clear 014022004 ... Digital input ... env123 172.30.3123 Env #{ Building ... Rack No.1 CH:3, Big
- @ UPS Startup/Stop Info 01m2/2004 ... Digital input ... env123 172303123 Enw ¥ Building ... (reference:-.. RackMNo(r.. CH:2 Sig
- UPE Battery Check [ERER : 1/027200¢ .. Digital input .. envi 23 172.30.3123 Emv 4 Building .. RackMo.l  CH.3,Sig
ﬁ Er Manitaring Info 01022004 .. Digital input .. envl 23 172303123 Erw o Building .. (reference: - RackMod{r.. CH:3, Sig
B o Info 01022004 ... Data cleanu... Server Server Schedule
1+ Device Fault History infio 01/02/2004 .. Data cleanu... Server Server Started u|
Info 0140172004 ... Data cleanu... Seqrer Server Schedule
info 0140172004 ... Data cleanu.. Ser\@r Server Started uj
info 1243172003 ... Data cleanu.. SEN&( Server Schedule;
Info 12i31/2003 ... Data cleanu.. SENE\ Server Started u|
Inio 12/30/200% ... Schedule co. Sewer\ Server UPS starl
Info 1243072003 ... Schedule co... Server \ Server UPS star
infio 123012003 .. Data cleanu... Server \ _ Server Schedulg
infio 1203072003 . Data eleanu.. Server \ _ Server Started uj
Info 12/29/2003 . UPS battery . ib58 \ 17230358 UPS TC 2F(refere.. (reference: - [TMonitorda... With no d
info 12/29/2003 .. UPS alarmr... ib98 \172 30358 UPS TC 2F (refere... (reference: -... ITMonitarda... With no d
Info 12i29/2003 ... UPS alarmr... ib98 \72 30388 UPS TC 2F(refere... (reference: -... [TMonitorda... With no d
Info 12i29/2003 ... UPS alarm ... ib98 1\2 30388 UPS TC ZF(refere... (reference: -... [TMonitorka... With no d
Info 12028/2003 .. UPS battery .. ib58 17\30 358 UPS TC 2F(refere... (reference: - [TMonitorka... With no d =
i i PP YT YRS pe— fE T e e T ,HJ

System log list
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@ The "System Log Details" screen appears so that you can look at the
detailed information of the event.

ﬂ System Loe Details

Digital input chanoe (fault occurrence) (EY0016)

017022004 17:23:16

CH:3, Signal Name:Fire alarm, StatusiOccurred
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18.4.2 Customizing the system log list
You can create custom views under each view. Also, by modifying the
view filter criteria, you can customize items for display in the system
log list.
Customizing views allows the administrator to manage system log
more easily.

® To create a custom view, right-click any existing view. From the
shortcut menu, select "Custom View". When its submenu appears,
select "Add View". From the same submenu, you can select "Mod
View" to change the filter criteria of a view, or "Del View" to delete a
view. If a view cannot be deleted, the "Del View" menu does not

appear.
SEI
File  Optiong
5 Consolidated Manitaring __System Log [-1=1]
D% EaU“DEWEE e 4 system Log Total IF Displaying [ 238 1o [ z87 | PageLength lﬂ o D
mironment
(5 Analog Input State Type | Datetime 4| Eventname | Hostname | IP address | Devicetws | Location |  Contact | Comment |Dstailed
() Digital Input State Info 01/02/2004 .. Digital outpu.. env! 23 172303123 Enw S Building .. (referance: - Rack Notir.. CH:1,Sig 2]
¢ Digital Qutput State info 01/022004 . Device para... envias 172303123 Emw 4 Building RackNo.l QD136
UPS List info 01i02/2004 . Device para... envl23 172303123 Emw 4 Building RackNo.l  OID.1.3E
# urs info 014022004 ... Device para.. envli23 172.30.3123 Env ¥ Building ... Rack No.1 QID:1.3K
- UPS(MT) info 014022004 ... Device para.. envi23 172.30.3123 Env #{ Building ... Rack No.1 QID:1.3K
@ UPSiLite) Info 01022004 ... Device para... envl23 172303123 Enw A Building ... Rack Mo.1 QD13
= %Eatch Contral Info 01022004 .. Device para... envl23 172303123 Enw 34 Building Rack Mo.1 QD1 3E
B %upa Info 01022004 .. Device para... envl23 172303123 Erw ¥ Building Rack Mo.1 Leljn3 BN
N Manitoring 1 || o 01/022004 . Device para... envi23 172303123 Emw 4 Building RackNo.l  QID.1.3E
3-8 Schedule Control Clear 01i022004 . Digital input .. env1 23 172303123 Emw o Building RackNol  CH:3, Sig
" UPS Startup/Stop info 01i02/2004 . Digital input ... env1 23 172303123 Emw W+ Building  (reference: - Rack Moy CH:3, Sig
IS @ UFS Battery Check 01/02/2004 ... Digital input ... env1 23 172.30.3123 Env ¥ Building ... Rack No.1 CH:2, Sig
B @ Er Monitaring Info 01M2/2004 ... Digital input ... env123 172303123 Enw o Building ... (reference:-.. RackMNo1(.. CH:2 Sig
& W linn 01/02/2004 ... Data cleanu... Server Server Schedule
Add View |D11I32f2004 Data cleanu... Server Server Started uf
ModView  [01/01/2004 . Data cleanu.. Server Server Schedule
infio 0140172004 .. Data cleant... Server Server Started u|
Info 12/31/2003 . Data cleanu... Server Server Schedule;
info 1243172003 ... Data cleanu... Server Server Started uj
info 12/30/2003 ... Schedule co... Server Server UPS starl
Inio 12f30/2003 ... Schedule co... Server Server UPS starl
inio 12f30/2003 ... Data cleanu... Server Server Schedule
Info 12030/2003 ... Data cleanu.. Server Server Started u|
Info 12028/2003 . UPS battary . ib58 17230358 UPS TC 2F(refere. . (referance: - [TMonitorka.. ith no o
Info 12029/2003 . UPS alarm r.. ib58 17230358 UPS TC 2F(refere. . (reference: - ITMonitorda... Wiith no o
Info 12/29/2003 . UPS alarmr... ib58 17230358 UPS TC 2F(refere.. (reference: - [TMonitorda... With no d
info 12/29/2003 .. UPS alarm ... b8 172.30.3.58  UPsS TC 2F (refere... (reference: -... ITMonitarda... With no d
Info 12i29/2003 ... UPS hattery ... ib98 17230388 UPS TC 2F(refere... (reference: -... [TMonitorka... With no d —~
B PEYET T TP E— PETFTE YRS S T — ﬂ_l
e |

@ The "System Log/Fault History List Display Setting" screen appears.
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® "View name" tab
Use this tab to specify a name for the custom view.

System Log/Fault History List Display Setting (Add View)

@ "Filter setting" tab
Use this tab to specify criteria to select and display some logs from
the system log list.

ElEL Ll
o | cmm |

Individual conditions are combined using the logical AND to form

the filter criteria.

For the host name, IP address, location, comment, and remark,
you can use the wildcard characters. Wildcard characters available
are * (any number of occurrences of any characters), and ? (any
single character). However, if a character string containing ? is set,
this is equivalent to having * added to the end of the character
string.
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® "Basic display setting" tab
Use this tab to specify the basic display items in the device
operation status list.

System LogfFault History List Display Setting (Add View)

To include an item in the device operation status list for display,
select its check box.

8.14.3 Data storage period of system log
When a new event occurs, or when the server restarts, system log data
older than 90 days is deleted automatically.
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8.15 Enabling The Real-time Display Of A Device

You can use this function to check the current state of the device specified by
the administrator.

This information is automatically updated every five seconds.

8.15.1 Enabling the real-time display of an environment monitoring device
® Using the main screen, select an environment monitoring device from
the device operation status list. From the "View" menu or the shortcut
menu, select "Realtime Display".
(You can also double-click the device from the list).

j SANUPS IT Monitor Manager Version 1.2.0

5 Consolidated Monitoring i@l Environment Monitoring Device List
L & FaultDevice

=] onment Monitoring Dewi

& Analog Input State - - -
9 Digital Input State [n . . 1 2 =Y
{59 Digital Output State

o @ UPS List
@ ups
@ UPs(MT)
Lo UPS(Lite)
78 Biatch Control
Ly UPS
-8y Environrment Monitaring [
-8 Schedule Contral
-8 UPS StarlupiSton
-8 UPS Battery Check
i ﬁ Environment Monitoring [
B2t System Log

b Device Fault Histary
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@ The "Realtime Display" screen appears.

ﬂ Realtime Display

Wwir conditioner operation state Fulse control-1 {Mone)

‘entilation fan operation state Fulse control-2 {Mone)

Fire alarm \ Front door contral Close

Front door state \ Rear door caontral Clase

Rear doar state

Environrmental temperature

Input valtage

Input current

(b)
(a) Digital input signal state

The current state of each digital input signal is displayed.

(b) Analog input signal state
The current state of each analog input signal is displayed. In
the graph, the blue area indicates the analog input value, the
green area the normal range, and the magenta area the
deviation range. (The signal which has alarm, displays a
background color of red. )

(¢) Digital output signal state
The signal state of each digital output, as well as the active
control button is displayed. (The signal which has alarm,
displays a background color of red. )
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8.15.2 Enabling the real-time display of UPS

(a)

O]

Using the main screen, select a UPS device from the device operation
status list. From the "View" menu or the shortcut menu, select
"Realtime Display". (You can also double-click the device from the list).

ﬂ SANUPS IT Monitor Manager Version 1.2.0

Consolidated Monitoring UPS List
ﬁ Fault Device
nvironment Monitoring Devi
nalog Input State
igital Input State
(590 Digital Outaut State

Startup (on) |Imverter

Startup {on)

PSMT)
- @ UPS(Lite)
=148 Biatch Conrol
L4 UPS
“-48s Environmment Monitaring 1
=8 Schedule Gontrol
"8 UPS Startup/Stop
"8 UPS Battery Check
B ﬁ Environment Monitaring [
E-1t System Log
Ltk Device Fault History

4|UPS Realtime Display

(b)

(@) Alarm name
The name of the UPS alarm (RFC1628 alarm) that occurs on
the device is displayed here.
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(b) Analog input value information
The information displayed is the current analog input value of
UPS device. Depending on the type of UPS device, the
displayed analog input varies; analog input that cannot be
obtained is not displayed.

() Graphs
The current input voltage, output voltage, and load rate of the
UPS device are displayed here.
For both the input voltage and output voltage, their first
phase values are displayed.
Depending on the UPS device, you may not be able to obtain
its analog input value; in this case, the analog input value
displayed becomes blank.

8.16 Displaying The State/Analog Input Value History Of A Device

You can use this function to display the state/analog input value history of
any device.

This is useful when you want to check the change in state of a device from
the past to the present.

Furthermore, this state/analog input value history is kept by the server and
is different from the state/analog input value history that is kept by a device.

8.16.1 Displaying the state/analog input value history of a device (environment
monitoring device)

@

Using the main screen, select a environment monitoring device from
the device operation status list. From the "View" menu or the shortcut
menu, select "State/Analog Input Value History Display".

ﬂ SANUPS IT Monitor Manager Version 1.2.0

@ Consolidated Monitoring @l Environment Monitoring Device List

," Fault Devi

9 Digital Input State EAZE i) - 7e
& Digital Output State
3 LIPS List
-~ @ UPs
— @ UPS(MT)
@ UPSLite)
% Batch Control
L8 UPS
L8y Erwironrment Monitoring 1
-H Schedule Contral
~“8 UPS startupiStop
-8 UPS Battery Gheck
? Environment Monitoring
E-$3 System Log
Ik Device Fault History

m

=

m
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@ The "State/Analog Input Value History Display" screen appears.
(C) ( e)

EState/Analog Input Value History Display

Host name:eny 23 Location= Building 2F CommentRack Mgl

Digital input signal display /

01/02i2004 01/02/2004 Scale selection: [CH1 = Data tatal:538Count
18:07:11 184741 Current pos 538 Graph display440 - 539

CH Signal name

(ir conditioner operation state PowerOFF PowerOFF

60

‘entilation fan operation state PowerOFF PowerOFF

Fire alarm Hone Mane

Fraont door state Close Close

Rear door state Close Close 45

@~ @ o e~

T

Analog input signal display

CH Signal name 01/02/2004 01i02/2004
i 18:07:11 18:17:11

0.8 o7

15

r

Input voltage )

w

Input current(&)

4 0
(a) b)— I BoE

 Pariod SR |V FENEE (VA EEENEE (S R (VN CER (NA E |

‘G‘ Size From latest | 1000 count

T ulp o | Rafrash q Exit

—
® ®

(a) "Size" radio button
During startup, 1000 counts of data, starting from the latest,
are displayed.
You can specify up to 10,000 counts of data.
After changing the setting, click the "Refresh" button. The
appropriate data is displayed.

(b) "Period" radio button
The range of the state/analog input value history for the
device saved on the server at the moment this screen appears
is displayed. After changing the range, click the "Refresh"
button. Only the appropriate data is displayed.

() '"Digital input signal display" list
This list displays the appropriate digital input signal state
history of the specified range. (The signal which has alarm,
displays a background color of red. )

(d) "Analog input signal display" list
This list displays the appropriate analog input signal state
history of the specified range. (The signal which has alarm,
displays a background color of red. )

(e) "Scale selection" drop-down list
Use this drop-down list to select a channel. The analog input
range of the selected channel is displayed as scale in a graph.

(® "File output" button
Use this button to output the state/analog input value history
of the current device to a file using the CSV format.

(g) "Refresh" button
Use this button to read the state/analog input value history
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from the server, and then display this information again.
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8.16.2 Displaying the state/analog input value history of a device (UPS)

Scale change Data total:547 Count
(d) —Mie anetog mput e | % ormar..| 01022004 [ 0110272004 #
_ " |Disp _ 18:05:38 18:15:40 Current pos. 947 Graph display:448 - 547
-
i 150

©)

(a) —\

O]

Using the main screen, select a UPS device from the device operation

status list. From the "View" menu or the shortcut menu, select
"State/Analog Input Value History Display".
laix

File Edit Wiew Setting Options

(5 Consolidated Monitoring
& Fault Device

=) Enviranment Monitoring Devi
@ Analog Input State
i Digital Input State
L& Dinital Output State

o @ UPS(MT)

i@ UPS(Litey
-8 Batch Control

iy UPS

% Environment Monitoring
=] ﬁ Schedule Control

LT UPS StartupiStap

- UPS Battery Check
B ﬁ Erwironrment Monitoring
=14t Systam Log
'+ Device Fault History

@ UPSList

Total |2 Displaying 1 o 2 Page Lengtl

Host name | Device tpe | State

|Power sup...| Location | comment [Fault content|Final updat..|Input voltag..| Outputvolt.. | Load rat

Startup (on)
Realtime Display
Statefénalog Inp
Status Update

Inverter

TG 2F RAGK [IThionitorhi.,

IThionitar.

Wanagement Infol

Parameter Setting

Applet Startup

Del Device

\annn Setting

State/Analog Input Value
History Display

@ The "State/Analog Input Value History Display" screen appears.

|UPS State/Analog Input Value History Display

Host name:upssg

LocationTC 2F

(e)

CommegtTMonitorManager ET

/Analng input infarmation

T

2 [nput current 1(A) [} [ik:] 0.8
3 |nputfrequency 1 [} B0 (1]
O | 85-115 108 108

5 [Bypass frequenc [m} B0 (1]

6 [Dutputvoltage 104 898-102 89 a9

7 [output current 1(8%| [ 00 00

8 [Outputfreguency. [m} B0 (1]
_ 0-100 0 0 =l
Alarm occurrence

- 01/02/2004 || 01/02/2004 || |

18:05:38 18:15:40

(b)

\
+ Size 1000/ count

& periog pec [&] 4 [&] 4 poos 5] - pan [l tf2 [Ff0[o0s 5 H

File outpug

Refresh

Exit

-

(®)
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(a) "Size" radio button
During startup, 1000 counts of data, starting from the latest,
are displayed.
You can specify up to 10,000 counts of data.
After changing the setting, click the "Refresh" button. The
appropriate data is displayed.

(b) "Period" radio button
The range of the state/analog input value history for the
device saved on the server at the moment this screen appears
is displayed. After changing the range, click the "Refresh"
button. Only the appropriate data is displayed.

() "Alarm occurrence" list
The alarm (RFC1628 alarm) that occurs at that moment is
displayed here.

(d) "Analog input information" list
This list displays the analog input history for the appropriate
range.

(e) "Scale change" button
Use this button if you want to change the display scale of the
graph.
When you click this button, the following screen appears so
that you can change the scale:

Scale setting =]
& automatic € wManual Min.:l T5.0 Max.:l 124.0 |
k. | Cancel

(® "File output" button
Use this button to output the state/analog input value history
of the current device to a file using the CSV format.

(g '"Refresh" button
Use this button to read the state/analog input value history
from the server and then display this information again.
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8.16.3 Notes on state/analog input value history display of a device

® The state/analog input value history display can display up to 10,000
counts of history. Also, a maximum of 65,535 counts of data can be
output to a file.

@ There is no restrictions on the number of counts of state/history
information to keep. To clear the information, use the database
cleanup function.

By default, 60 days of data is kept. If you do not use the database
cleanup function to change the setting, all information is kept.
As a general rule, 50,000 counts of data require about 30 Mbytes.

Example: If the number of devices targeted for monitoring is 100
and the state/analog input value save interval is 600
seconds, data kept in one day takes up about 8 Mbytes.

According to the free space available on the hard disk drive,
perform the database cleanup settings.
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8.17 Outputting The System Log To A File

You can output the system log kept on the server to a file in the CSV format.
Data output to a CSV file can be used by other applications for further
processing.

8.17.1 Using the procedure to output system log to a file
® Using the main screen, select "System Log File Output" from the
"File" menu. The "System Log File Output" screen appears.

System Log File Output x|

Period
Al

Ciperiod  [pec 7| i 7 [l sfoos[z] - pan [ sz [ o feood ]

Huslname.l

Outputﬂle:k:IDocuments and Settings\owhnen®.coy Browse

0128 | Cancel |

@ Specify a period to select data for file output.

(a) If you select the "All" radio button, all of the system log kept by the
server is output to a file.

() If you select the "Period" radio button, you can specify a period so
that, among the system log kept by the server, only data in the
specified period is output to a file. The default period displayed
when the "System Log File Output" screen appears indicates the
current period of data kept by the server. However, if there is no
data kept by the server, then the period becomes the current
system date.

® In the "Host name" text box, enter a host name.

If you enter a host name, only system log related to this host name

is output to a file. If no host name is specified, all system logs are

output to a file.

For the host name, you can use wildcard characters. Wildcard

characters available are * (any number of occurrences of any

characters) and ? (any single character). However, if a character
string containing ? is set, this is equivalent to having * added to
the end of the character string.

@  Specify the location and name of a file for output.
You can also use the "Browse" button on the right side of this text
box to specify a directory for outputting the file.

® Ifyou click the "OK" button, the system log is output to the specified
file.

® Ifyou click the "Cancel" button instead, you can cancel the operation
so that the system log is not output to a file.
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8.18 Outputting The State/Analog Input Value History To A File

You can output the state/analog input value history to a file in the CSV
format.

Data output to a CSV file can be used by other applications for further
processing.

8.18.1 Using the procedure to output state/analog input value history to a file
® Using the main screen, select "State/Analog Input Value History File
Output” from the "File" menu. The "State/Analog Input Value History
File Output" screen appears.

State/Analog Input Value History File Output ﬂ
i Size From Iatestl 1000 eoumnt Device: INotspeciﬂed LI

" Period IDec =l r|27 =l r|2003 = - lJan = f|02 =l :|2no4 =

Host name:l

Oulpulﬂle.lC.IDucumems and Sefings\Ownen®*.csy Browise |

Ok | Cancel |

@  Select the "Size" or "Period" radio button.

(a) If you select the "Size" radio button, you can output the specified
number of the counts of the latest state/analog input value history
of the device specified by the "Device" drop-down list.

Three choices are available from the "Device" drop-down list:
"Not specified", "Environment monitoring device", and "UPS".
If you select "Not specified", the specified number of the counts
of data for the environment monitoring device is output, and
then the specified number of the counts of data for UPS device
1s output.

(b) If you select the "Period" radio button, you can specify a period so
that, among the state/analog input value history kept by the
server, only data in the specified period is output to a file. The
default period displayed when the "State/Analog Input Value
History File Output" screen appears indicates the current period
of all data kept by the server. However, if there is no data kept by
the server, then the period becomes the current system date.

® In the "Host name" text box, enter a host name.

If you enter a host name, only state/analog input value history

related to this host name is output to a file. If no host name is

specified, state/analog input value history of all devices is output
to a file.

For the host name, you can use wildcard characters. Wildcard

characters available are * (any number of occurrences of any

characters), and ? (any single character). However, if a character
string containing ? is set, this is equivalent to having * added to
the end of the character string.
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@  Specify the location and name of a file for output.
You can also use the "Browse" button on the right side of this text
box to specify a directory for outputting the file.

® Ifyou click the "OK" button, the state/analog input value history is
output to the specified file.

® Ifyou click the "Cancel" button instead, you can cancel the operation
so that the state/analog input value history is not output to a file.
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8.19 About The Security

To restrict operation by other users, you can set up a mode to force

confirmation of a password to execute many functions.

Use the security setting to specify whether password confirmation is

required for the execution of functions on each client machine.

8.19.1 Performing security setting

O]
@

From the "Options" menu, select "Security Setting".

The "Confirm Password" screen appears.

Gonfirm Password x|
Password:l
i I__cemes—I Enter the current password.

The "Security Setting" screen appears.

Security Setting |

Disahle password check:

Explanation

If “Disable password check.” is selected, password check is not required
when the following functions are executed.

fdd Device. Del Device, Management Information Setting,

Parameter Setting, Realtime Display, Batch Control, Schedule Comtrol,
Fault Motification Setting, UPS Warning Settinz.

fdd Device Default Information Setting, Database Backup,

Databaze Cleanup, Cuztom Filter

0K | Cancel |

Specify whether to disable password check in execution of functions on

a client machine.

(a)

(b)

If you select the "Disable password check" check box

No password check is performed when the functions are
executed. However, the security setting and password setting
always require password confirmation.

If you clear the "Disable password check" check box

Password check is performed when the functions are executed.
However, for the parameter setting and real-time display,
information can be displayed in the data reference mode.

When you click the "OK" button, the setting becomes effective.
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8.19.2 Functions that can have password confirmation
The functions that can have password confirmation are: device addition
default information, adding device, deleting device, management
information setting, parameter setting®, real-time display®,
state/analog input value history display, batch control, schedule control,
fault notification setting, UPS warning setting, database backup,
database cleanup, custom filter (add, modify, delete).

* Indicates the function can be executed in the data reference mode.
When you execute a function in the data reference mode, password
input is not required and information can be read. However, the
information cannot be changed, and the device cannot be controlled.
If a function can be executed in the data reference mode, the
following screen appears. If you clear the "Data reference mode"
check box, then password input becomes necessary.

Gonfirm Password x|

OK | Cancel |
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8.20 About The Password

SANUPS IT Monitor Manager manages only one password that is used
across all clients.

This password is used when you log on to the server, and when you execute
the various functions.

By default, the password is "public". If necessary, change the password.

8.20.1 Changing the password

® Using the main screen, select "Password Setting" from the "Options"
menu.

Password Setting

Enter the current password.
® Enter the current password; then click the "OK" button. The

"Password Setting" screen appears and then you can enter a new
password.

ﬂPassword Setting

@  Click the "OK" button. The new password becomes effective.
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8.21 About Database Backup

This is a function that you can use to save all information kept by the server
to a backup file. In terms of the backup timing, two choices are available. You
can back up immediately or back up according to a schedule.

The backup file is stored in the "backup" folder below the server install folder.
The name of the backup file is backup_ YYYYMMDD_HHMMSS.ZIP. The
file name includes the date and time when the backup operation was
performed. This file is used during a restore operation.

8.21.1 Backup target data
The target data for backup is all information kept by the server. (In
other words, information of devices targeted for monitoring, view

setting information, system log information, and state/analog input
value history information are included).

8.21.2 Performing a database backup immediately

® Using the main screen, select "Database Backup" from the "Options"
menu; then select "Immediate Execution".

E SANUPS IT Monitor Manager ‘ersion 1.2.0
File Edit Yiew Setting eluiaild]

& Consolidated Monitoring. FaultNatifcation Seting (RN
t My Fault Device UPS Waming Setting Total |2_
D |§J Ernvironment Monitor Security Setting

) Analog Input Stat | Password Setting b Slale SOLE
-] Digital Input St ate YU 1 S SR c

: Database Backup Immediate E){ecutl
@) Digital Output Stz

Database Cleanup ] Schedule Semng
i@ uPs
@ UPSMT)
Lo @ UPSILite)
Immediate
® The "Backup Start" screen appears. Execution

@ Do you want to start backup 2

] |

® When you click the "Yes" button, the database backup operation
starts. Furthermore, the backup start and stop information can be
checked using the system log.
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8.21.3 Setting up a backup schedule

® Using the main screen, select "Database Backup" from the "Options"
menu; then select "Schedule Setting".

E SAMUPS IT Monitor Manaeer Version 1.2.0
File Edit “iew Setting gsladdits

(89 consoligated Monitoring| Fault Natifeation Setting |
ﬁ Fault Device UPS Warning Setting Tatal IQ_
E@ Environrment Monitor . Security Setting

8 Analog Input Stat | Password Seting type State Power sup...| Lo
; e Startin fnnt e rtar TC 21

(=) Digital Input State
(&) Digital Output Stz

Database Backup Immediate Execution
Datahase Cleanup 4 Schedule Setting \

@ UPS(MT)
“o ] UPS(Lite)

Schedule Setting

@ The "Backup Schedule Setting" screen appears.
By default, the backup schedule has not been enabled during the
install operation.

Backup Schedule Setting x|

= Everyday, ) Evenyweek IMonday vI

I 0 o'clock

Ok | Cancel |

® Specify whether to enable the backup schedule.
When you select the "Enable" check box, backup of the database is
performed according to the specified schedule.
If you do not require periodic backup, clear the "Enable" check box.
@  Specify the backup timing.
(a) Select the "Everyday" radio button if you want to back up the
database everyday.
(b) Select the "Everyweek" radio button and specify a day if you want
to back up the database once every week on a specified day.
(¢) In the text box, enter the time of day to back up the database.
® Click the "OK" button. The backup schedule becomes effective.

8.21.4 Note on backing up the database

Because the backup operation greatly increases the load of the server,
this may cause a delay in refreshing the display on the clients.
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8.22 About The Database Restore

The backup file created by the Database Backup function is stored in the
"backup" folder below the server install folder.

The name of the backup file is backup_ YYYYMMDD_HHMMSS.ZIP. The
file name includes the date and time when the backup operation was
performed.

Use the following procedure to perform a database restore, using the backup
file:

<Note>
Perform the following work as a user with administrator
privileges. In Windows Vista and later operating systems, start
Command prompt with "Run as administrator."
In the case of an operating system that includes User Account
Control (UAC), make sure you disable UAC before performing
the work. For details on how to set UAC, see "Appendix J: User
Account Control (UAC) Settings" on page 149.

@® Stop the SANUPS IT Monitor Manager server. For information on how
to stop the server, see the “Starting And Ending The Server” section on
page 19.

@ Open the MS-DOS command prompt; then change the current folder to
the "bin" folder below the server install folder.

® From the command prompt, run the following command:
Sy _Restore BackupFileName

<Note>
When specifying the backup file name, do not include the

drive name, folder name, and file extension. Enter just the
file name (in the form of backup_ YYYYMMDD_HHMMSS).

@ When the restore operation is finished, the "Restore Complete!" message
appears. After the restore operation, start the SANUPS IT Monitor
Manager server, and then continue to operate it as usual.
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8.23 About Database Cleanup
This function allows you to delete the state/analog input value history
information kept by the server.

In terms of the cleanup timing, two choices are available. You can clean up
immediately, or clean up according to a schedule.

8.23.1 Cleanup target data

The data that you can delete is the state/analog input value history
information only.

8.23.2 Performing a database cleanup immediately

® Using the main screen, select "Database Cleanup" from the "Options"
menu; then select "Immediate Execution".

E SAMUPS IT Monitor Manager Version 1.2.0
File Edit View Sefting g

(9 Consolidated Monitoring | Fauli Natitcaiion seiing |

ﬁ Fault Device UPS WWarning Setting Total |2

E@ Environrment Monitor . Security Sefting
-89 Analog Input sat | Passwore Seting tpe| St [Powersup.| Lo
(=) Digital Input State

B Startup (o) |Inverter

Database Backup ]

(= Digital Output St JSSR— Cleanup 4

Immediate Execution

LIPS Lis
Schedule Settin
uPs 5\
UPS(MT)
“o ] UPS(Lite)
Immediate
Execution

@ The "Cleanup Start" screen appears.
=
Do you wwant to start cleanup?
I hD days (* Delete data older than the number of days indicated.)

Ok | Cancel |

® When you click the "OK" button, the state/analog input value history
information older than the specified number of days (24H x specified

number of days) counted from the cleanup operation is performed is
deleted.

If you specify 0 days, then all data is deleted.
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8.23.3 Setting up a cleanup schedule

® Using the main screen, select "Database Cleanup" from the "Options"
menu; then select "Schedule Setting".

E SANUPS IT Monitor Manager Wersion 1.2.0
File Edit “iew Setting Eladais

€ Consoncates wonto g NGt Scine

Diatabase Backup ¥

A Fault Device UPS Warning Setting Tatal |2
B~ Environmeant Manitor | Security Setting
Iﬁj Analog Input Stat | Password Seting type State FPowersup...| Lo
@ Digital Input State E Startup {onm) |Inverter TC 2

@) Digital Output Stz Database Cleanup Immed&ate Execution

Schedue Setting

b @ UPS(MT)
Lo ) UPS(Lite)

Schedule Setting

@ The "Cleanup Schedule Setting" screen appears.
The default schedule set up during the install operation specifies
that everyday at 1 o'clock, data older than 60 days is deleted.

Gleamzp Schedule Setting |

Enahle

@r‘ Every week IMonday vl > @(a)
I 1 OTIOCK @(b)

I 60 days (* Delete data older than the number of days indicated.) —

Ok | Cancel |

®  Specify whether to enable the cleanup schedule.

(a) When you select the "Enable" check box, cleanup of the database is
performed according to the specified schedule.

() If you do not require periodic cleanup, clear the "Enable" check box.

@  Specify the cleanup timing.

(a) Select the "Everyday" radio button if you want to clean up the
database everyday, or select the "Everyweek" radio button if you
want to clean up the database once every week (on the specified
day of the week).

(b) Specify the time of day to clean up the database.

®  Specify the cleanup range.

Specify the number of days (24H x specified number of days)

counted from the cleanup operation is performed. The state/analog

input value history information older than the specified number of
days is deleted.

If you specify 0 days, then all data is deleted

® Click the "OK" button. The cleanup schedule becomes effective.
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Appendix A: Ports Used
The following shows the ports used by SANUPS IT Monitor Manager.

(1) Ports used by SNMP
The ports used by SNMP are fixed to 161 and 162.

(2) TCP/P ports used by SANUPS IT Monitor Manager software application
The following TCP/IP port numbers are used for communication between the
server and clients and server internal processing. If a firewall is set up
between the server and clients, do not block these ports.

Port number | Description

9090 Apache server port

1099 RMI server port

3306 DBMS server port

2000 Server port for I'T Monitor Manager framework

8009 Tomcat server port

Dynamic Information exchange between server and clients, and
server internal processing

* "Dynamic" refers to a port that is obtained as a result of a request for an

unused port number made to the operating system. Therefore, the port
number changes each time the server starts. For this reason, if a firewall
is set up, do not block ports 1025 and higher.

<Note>
If the above ports are used by other applications, I'T Monitor Manager
will not operate properly.
To check whether the above ports are used by other applications, start
Command Prompt and use "netstat —a /B" or "netstat —a /B /N." You
can check how to use netstat commands with "netstat?."

(3) Port used by SMTP server
The port is fixed at 25.
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Appendix B: Explanation Of Events

Event name

Description

Cold start [SNMP TRAP
reception] (EV0001)

The SNMP trap of cold start is received.

Linkup [SNMP TRAP
reception] (EV0002)

The SNMP trap of linkup is received.

Linkdown [SNMP TRAP
reception] (EV0003)

The SNMP trap of linkdown is received.

Analog input threshold
deviation occurrence [SNMP
TRAP reception] (EV0012)

The SNMP trap of the analog input threshold
deviation occurrence is received.
(environment monitoring device only)

Analog input threshold
deviation recovery [SNMP
TRAP reception] (EV0013)

The SNMP trap of the analog input threshold
deviation

recovery 1s received.

(environment monitoring device only)

Digital input change [SNMP
TRAP reception] (EV0014)

The SNMP trap of input change in the digital input
1s received.
(environment monitoring device only)

Digital output
implementation [SNMP
TRAP reception] (EV0015)

The digital output implementation SNMP trap is
received.
(environment monitoring device only)

Device parameter change

The device parameter change SNMP trap is received.

[SNMP TRAP reception] (environment monitoring device only)

(EV0041)

UPS alarm occurrence The SNMP trap of UPS alarm occurrence is received.
[SNMP TRAP reception]

(EV0022)

UPS alarm recovery [SNMP
TRAP reception] (EV0023)

The SNMP trap of UPS alarm recovery is received.

UPS error occurrence
(EV0024)/UPS error recovery
(EV0025)

A UPS fault occurrence or recovery is detected when
the state is checked as forced upon by reception of
the SNMP trap or as required in a regular interval.

UPS analog input threshold
deviation occurrence
(EV0026)/UPS analog input
threshold deviation recovery
(EV0027)

A UPS analog input threshold deviation occurrence
or recovery is detected when the state is checked as
forced upon by reception of the SNMP trap or as
required in a regular interval.

UPS warning occurrence

A warning occurrence or recovery is detected when

(EV0031)/UPS warning the state is checked as forced upon by reception of
recovery (EV0032) the SNMP trap or as required in a regular interval.
UPS battery operation The SNMP trap of UPS battery operation is received.
[SNMP TRAP reception]

(EV0034)

UPS battery check end The SNMP trap of UPS battery check end is received.
[SNMP TRAP reception]

(EV0033)
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Event name

Description

Authentication failure
[SNMP TRAP reception]
(EV0035)

The SNMP trap of authentication failure is received.

Communication error
occurrence
(EV0004)/Communication
error recovery (EV0005)

A communication error occurrence or recovery is
detected when the state is checked as forced upon by
reception of the SNMP trap or as required in a regular
interval.

Digital input change
(fault occurrence)
(EV0016)/Digital input
change (fault recovery)
(EV0017)

A digital input occurrence or recovery is detected when
the state is checked as forced upon by reception of the
SNMP trap or as required in a regular interval.
(environment monitoring device only)

Digital input change A digital input change (not treated as fault) is detected
(EV0030) when the state is checked as forced upon by reception of
the SNMP trap or as required in a regular interval.
(environment monitoring device only)
Analog input threshold An analog input threshold deviation occurrence or
deviation occurrence recovery of the environment monitoring device is
(EV0018)/Analog input detected when the state is checked as forced upon by
threshold deviation reception of the SNMP trap or as required in a regular
recovery (EV0019) interval.

(environment monitoring device only)

Device parameter change
detection (EV0011)

The data obtained by the device parameter is detected to
be different from that obtained when the state is checked
as forced upon by reception of the SNMP trap or as
required in a regular interval.

(environment monitoring device only)

Device parameter
setting/control failure
(CEV0021)

The client tries but fails to write to the MIB of the
device.

Schedule control start
(EV0037)/Schedule
control end (EV0040)

The schedule control operation has started or ended on
the server.

Schedule implementation
(success)
(EV0038)/Schedule
implementation (failure)

(EV0039)

Control of individual controls specified by schedule
control succeeds or fails.
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Event name

Description

Data backup start
(EV0006)/Data backup
end (EV0007)

The data backup operation has started or ended on the
server.

Data cleanup start
(EV0008)/Data cleanup
end (EV0009)

The data cleanup operation has started or ended on the
server.

Fault notification server
command
implementation (EV0010)

The fault occurrence or recovery notification command
has been executed on the server.
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Appendix C: Questions &Answers

Question

Answer

I want to change the
community name of a
device. What is a good
procedure to use?

® Run the Web applet, and then give the device a new
community name.

@ Use the management information setting of the
target device to change the community name.

I want to change the IP
address of the machine
where SANUPS IT
Monitor Manager is
installed. What are some
points I need to take note
of?

For all devices targeted for monitoring, on the machine
permitting SNMP access setting, the IP address of the
machine where SANUPS IT Monitor Manager is
installed must be changed.

Also, if the SANUPS IT Monitor Manager server is set
as the SNMP trap transmission destination of a device,
then its setting must also be changed.

How can I find out the
version of firmware of a
device?

From the "Consolidated Monitoring" tree view, select
"Consolidated Monitoring".

"Device Information" of the device operation status list
indicates the version of firmware of the device.

For an environment monitoring device, the version of
firmware is displayed in the format of “ROM:Rom
software version, WEB:WEB applet software version”.
Also, for UPS, the version of firmware is displayed in the
format of “UPS model name (control division version),
IF:Agent version”.

What is the hysteresis
percentage at deviation
monitoring of analog
input value?

In analog input deviation monitoring of UPS device, the
hysteresis is 10% of the normal range when the device
recovers from the deviation state.

What are the names of
the SANUPS IT Monitor
Manager executable files
on the server?

The executable files of SANUPS IT monitor Manager for
running on the server are listed below.

JavaService.exe 1s the main service module.

This main module starts the following modules:
mysqld.exe

apach.exe (two)
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Appendix D: Troubleshooting

Problem

Solution

A device cannot be added.

See the following possible problems and corresponding

solutions:

(1) The device to add may not exist at the IP address (or
the IP address of the device may be incorrect)

-->See the “Adding A Device By Searching For It
First” section on page 38 for solutions.

(2) The community names set to the device may be
different from the READ community name and
WRITE community name input when the device was
added.

-->Start the Web browser, specify the IP address of
the device, and then start the Web applet.
Alternatively, connect the terminal to the device
and then check the community names of the
device. If the names are found to be different,
perform the procedure described in the
"Modifying The Settings Of A Device Added"
section on page 42 and then add the device again.

(3) In the settings of the device, the SNMP agent
function may not be set to "Enable".

-->Start the Web browser, specify the IP address of
the device, and then start the Web applet. In the
SNMP setting of the basic settings, enable the
SNMP function.

(4) It may be that in the SNMP setting of the device,
access permission has not been granted to the
machine where the SANUPS IT Monitor Manager
software application is installed.

-->Start the Web browser, specify the IP address of
the device, and then start the Web applet. In the
SNMP setting of the basic settings, select “Permit
access from all terminals”. If you do not want to
give access permission to all machines, set
“Permit access only from terminals below” to the
machine where the SANUPS IT Monitor
Manager software application is installed.
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Problem

Solution

The device is in the
communication error
state.

(1) The community names set at the device may not
match the management information (READ
community name and WRITE community name) in
SANUPS IT Monitor Manager.

-->Start the Web browser, specify the IP address of
the device, and then start the Web applet.
Alternatively, set up a terminal connection with
the device and then check the community names
of the device. If the names do not match, change
the READ community name and WRITE
community name.

-->See the "Setting Management Information (Device

Management Information)" section on page 54 for more

information.

The SANUPS IT Monitor
Manager software
application cannot be
uninstalled.

Follow the procedure described in the “Uninstall
Procedure” section on page 18 and try to uninstall the
software application.

After the IP address of a
device is changed, a
communication error for
the device appears.

If you want to change the IP address of a device, you
need to use SANUPS IT Monitor Manager to delete the
device first, and then add it back. However, if the device
has been registered with a host name, then this
procedure is not required. (The new IP address is set
automatically).

After the computer
returns from the standby
or suspend state, its
connection to the server
is terminated by force.

If the computer is, for example, a notebook computer,
when you close its display unit, the computer enters the
suspend state to save power. Because communication
with the server is disconnected, the SANUPS IT Monitor
Manager server deletes the connection with the client by
force.

In this case, you can solve the problem by connecting to
the server again, or change the configuration of the
computer so that it does not enter the standby and
suspend states.

The server stops soon
after being started.

If the IT Monitor Manager service ends abnormally soon
after being started, check the settings of Data Execution
Prevention (DEP). For details on how to check DEP, see
"Appendix I: Data Execution Prevention (DEP) Settings"
on page 147.

The client cannot connect
to the server.

The reason why the client cannot connect to the server is
likely to be due to a problem on the server, client, or
network, so check the following.

(1) Isthe TCP port or UDP port used by the server
conflicting with another application? For details on
the ports used, see "Appendix A: Ports Used" on
page 116.

(2) Check whether the settings of Windows Firewall are
correct. For details, see "Appendix H: Windows
Firewall Settings" on page 132.

-122 -




Appendix D

A database restore failed.

When you use the database restore function in Windows
Vista or a later operating system, User Account Control
needs to be disabled. Check whether User Account
Control is enabled.

The fault notification
popup screen is not
displayed on the client.

The fault notification popup screen is not displayed if the
client is not running. If the fault notification popup
screen is not displayed even when the client is running,
check the settings of Windows Firewall on the client. For
details, see "Appendix H: Windows Firewall Settings" on
page 132,
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Appendix E: Glossary

Glossary Description
Device targeted for Refers to a device (environment monitoring device or
monitoring UPS device) specified for monitoring.

Device operation status
list

The device operation status list is a list of devices
displayed when the fault device view, environment
monitoring device list view, UPS list view or its following
custom view is selected.

System log list

It is a list of system log that is displayed when the
system log view, device fault history view or its following
custom view is selected.

Device addition default
information

This information is included by default when a device is
added, and contains the following items:

@® READ community name for accessing the device

@ WRITE community name for accessing the

device

® Polling interval

@ State saving interval
This information is used as the default value at the
device addition screen and device search screen. This
makes input of information when setting each device
much easier.
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Appendix F: Explanation Of Items Displayed On The Operation

Status List

Displayed item

Displayed content

Icon of host name

Icons indicate the state of each device, using different
colors.
(a) Environment monitoring device icon color
Orange: Communication error
Red: Fault (digital input state or analog
input value deviation state defined in the
parameter setting function and treated as
fault)
Green: Normal
() UPS device icon color

Orange: Communication error
Red: Fault (fault or analog input value
deviation state that is defined in the
parameter setting function. The
following faults are possible: abnormal
battery temperature, charger fault, fan
problem, blown fuse, serious fault, and
slight fault)
Yellow: Warning (alarm occurrence state
that is defined as warning in the UPS
warning setting function)
Gray: Power failure
White: Stop (output off)
Green: Startup (output on)

Device type

The following four types are available:
(a) For environment monitoring device: indicated
as Env
(b) For UPS LAN connection: indicated as UPS
(¢) For MT LAN connection: indicated as UPS (MT)
(d) For SGIV Lite: indicated as UPS (Lite)

Installation location

Indicates the content of sysLocation of RFC-1213MIB.
It can be changed using the management information
setting.

Contact Indicates the content of sysContact of RFC-1213MIB.
It can be changed using the management information
setting.

Comment Indicates the content of sysDescr of RFC-1213MIB.

Polling interval

Indicates the setting content (10 to 65535 seconds) at the
management information setting.
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Displayed item

Displayed content

State save interval

Indicates the setting content (0 to 65535 seconds) at the
management information setting.

0 has a special meaning; the information is saved only
when the state of the device changes. For an environment
monitoring device, the information is saved only when a
change in the state of digital input or in the state of analog
input value deviation is detected; for a UPS device, the
information is saved only when a change in the state of the
SNMP alarm or in the state of analog input value deviation
is detected.

Fault content

(a) For environment monitoring device
This information is displayed in the format of
“Signal name: Deviation” for analog input
value, or “Signal name: Status” for digital input.
Also, if multiple faults occur, the displayed
contents are delimited by a comma, and are
displayed in the CH ascending order, starting
from analog input, followed by digital input.

(b) For UPS device
This information is displayed in format of
“Signal name: Deviation” for analog input
value, or “Alarm name” for error or warning.
Also, if multiple faults occur, the displayed
contents are delimited by a comma; alarms are
displayed first, followed by analog input value
deviation. Furthermore, for a list of alarms, see
“Appendix G: UPS Alarm List” on page 130.

Group Indicates the contents of the setting at the management
information setting.
Remark Indicates the contents of the setting at the management

information setting.

Digital input state in
environment monitoring
device list

Indicates the name of the digital input state obtained
from the device.

However, if the appropriate CH is not valid, then it is
displayed as blank.

Digital output state in
environment monitoring
device list

Indicates the name of the digital output state obtained
from the device.

However, if the appropriate CH is not valid, then it is
displayed as blank; if the signal attribute is pulse,
"(None)" is always displayed.
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Displayed item

Displayed content

Device information

(a) For an environment monitoring device, this
information is displayed in the format of
“ROM:ROM software version, WEB:WEB applet
software version.”

(b) For UPS (LAN card connection), this
information is displayed in the format of “UPS
model name(control division version), IF:Agent
version”.

() For UPS (Lite:UPS serial connection or
MT:UPS serial connection), this information is
displayed in the format of “UPS model name
(control division version), IF:Agent version”.

(d) For UPS (Lite:UPS serial connection, no
MT:UPS connection, or digital input connection
with UPS), this information is displayed in the
format of “IF:Agent version”.

State

(a) For an environment monitoring device,
“Normal”, “Fault occurrence”, or
“Communication error” is displayed.

(b) For UPS device, “Startup (output on)”, “Stop
(output off)”, “Power failure”, “Warning”,
“Fault”, or “Communication error” is displayed.

Last update date time

Indicates the start time where the last polling was
conducted.

Analog input value
information in
environment monitoring
device list

Indicates the analog input value obtained from the
device.

However, if the appropriate CH is not valid, then it is
displayed as blank. If analog input is not possible, then
the value is displayed as "---". Analog input is not
possible when the analog input signal is actually not
connected.
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Displayed item

Displayed content

Power supply state in
UPS list

(a) For LAN card connection, Lite serial
connection, or MT serial connection, “Inverter”,
“Battery”, “Bypass”, or “Stop” is displayed.

(b) For Lite digital input connection or MT digital
input connection, “Normal”, “Battery”, or “Stop”
1s displayed.

() For stand-alone MT, “Normal” or “Stop” is
displayed.

UPS name in the UPS
list

Indicates the content of upsIdentModel of RFC-
1628MIB.

Control unit Ver in UPS
list

Indicates the content of upsldentUPSSoftwareVersion of
RFC-1628MIB.

Agent Ver in UPS list

Indicates the content of
upsldentAgentSoftwareVersionof RFC-1628MIB.

Battery operation time in
UPS list

Indicates the content of upsSecondsOnBattery of RFC-
1628MIB. The unit of measurement is seconds.
Furthermore, the display of the value is done when there
is polling. (There are two types of polling. Once is a
normal polling. The other is forced polling that is
performed when TRAP from an appropriate device is
received).
Furthermore, for MT or Lite, the value remains at 0 and
does not change when the following conditions are met:
(a) There is a digital input connection with UPS
and a battery test is in progress. (The value is
updated if power failure occurs).
(b) No connection with UPS.
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Displayed item

Displayed content

Battery check result for
list of UPS

(a)

(b)
(©
(d
(e)
(®

If upsTestResultsSummary of RFC-1628MIB is
outside the 1 to 5 range, "Unknown" is
displayed.

If upsTestResultsSummary of RFC-1628MIB is
1, “Ends with no error” is displayed.

If upsTestResultsSummary of RFC-1628MIB is
2, “Ends with error” is displayed.

If upsTestResultsSummary of RFC-1628MIB is
3, “Error” is displayed.

If upsTestResultsSummary of RFC-1628MIB is
4, “Test aborted” 1s displayed.

If upsTestResultsSummary of RFC-1628MIB is
5, “Test in progress” is displayed.

For cases from (b) to (e), only if the server
detects an alarm (upsAlarmTestInProgress)
indicating the battery check is in progress, it
includes the server time at that moment in a
message such as “Battery test start time:Test in
progress”. Furthermore, "the server detects an
alarm (upsAlarmTestInProgress) indicating the
battery check is in progress" means addition of
upsAlarmTestInProgress to upsAlarmTable is
detected.

If the LAN card, MT, and Lite have a cold start, the
(a) state stays temporarily for a while and,
therefore, the battery check start date time
information is lost.
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Appendix G: UPS Alarm List

Displayed content

Display condition (applicable alarm on upsAlarm of
RFC1628MIB)

Battery life (AL0001)

Displayed when upsAlarmBatteryBad exists.

Battery operation (AL0002)

Displayed when upsAlarmOnBattery exists.

Low battery voltage (AL0003)

Displayed when upsAlarmLowBattery exists.

upsAlarmDepletedBattery
(AL0019)

Displayed when upsAlarmDepletedBattery exists.
Currently, this alarm does not occur on SANYO
DENKI products.

Battery temperature trouble
(AL0004)

Displayed when upsAlarmTempBad exists.
This alarm is treated as a fault alarm.

Power failure (ALL0O005)

Displayed when upsAlarmInputBad exists.

upsAlarmOutputBad Displayed when upsAlarmOutputBad exists.

(AL0020) Currently, this alarm does not occur on SANYO
DENKI products.

Overload (AL0007) Displayed when upsAlarmOutputOverload exists.

Bypass operation (AL0008)

Displayed when upsAlarmOnBypass exists.

Bypass trouble (AL0006)

Displayed when upsAlarmBypassBad exists.

Waiting for UPS stop (AL0009)

Displayed when upsAlarmOutputOffAsRequested
exists.

upsAlarmUpsOffAsRequested
(AL0021)

Displayed when upsAlarmUpsOffAsRequested
exists.

Currently, this alarm does not occur on SANYO
DENKI products.

Battery charger breakdown
(AL0010)

Displayed when upsAlarmChargerFailed exists.
This alarm is treated as a fault alarm.

Output OFF (AL0011)

Displayed when upsAlarmUpsOutputOff exists.

UPS system OFF (AL0012)

Displayed when upsAlarmUpsSystemOff exists.

Fan temperature trouble
(AL0013)

Displayed when upsAlarmFanFailure exists.
This alarm is treated as a fault alarm.

Bypass breaker OFF (Fuse
Failure) (AL0014)

Displayed when upsAlarmFuseFailure exists.
This alarm is treated as a fault alarm.

General Fault (AL0015)
(alarms other than those
treated as faults)

Displayed when upsAlarmGeneralFault exists.
However, the display is withheld if alarms (other
than this alarm) treated as fault alarms (such as
abnormal battery temperature, charger fault, fan
problem bypass breaker OFF) occur.
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Displayed content

Display condition (applicable alarm on upsAlarm of
RFC1628MIB)

upsAlarmDiagnosticTestFailed
(AL0022)

Displayed when upsAlarmDiagnosticTestFailed
exists.

Currently, this alarm does not occur on SANYO
DENKI products.

Internal com. Trouble
(AL0017)

Displayed when upsAlarmCommunicationsLost
exists.

Battery test (Test in Progress)
(AL0016)

Displayed when upsAlarmTestInProgress exists.

upsAlarmAwaitingPower
(AL0023)

Displayed when upsAlarmAwaitingPower exists.
Currently, this alarm does not occur on SANYO
DENKI products.

Reception of UPS stop request
(AL0018)

Displayed when upsAlarmShutdownPending exists.

upsAlarmShutdownImminent
(AL0024)

Displayed when upsAlarmShutdownImminent
exists.

Currently, this alarm does not occur on SANYO
DENKI products.

Alarm Unknown (ALL9999)

Displayed when the content of the alarm cannot be
determined because the alarm number actually
obtained is smaller than the counter value, after
the counter of upsAlarm is looked up.
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Appendix H: Windows Firewall Settings

)

@)

Windows Firewall is a function that comes standard in the following
operating systems.

e Windows XP: SP2 or later

e Windows Server 2003: SP1 or later

e Windows Vista

¢ Windows Server 2008

e Windows 7

When using IT Monitor Manager in any of the above operating systems, you
need to change the settings of Windows Firewall for each of the server and
clients.

Settings on server

On the server, you need to ensure that the following five program files are
not blocked by Windows Firewall. %WinDir% is an environment variable
that indicates the location where the operating system is installed. Also,
replace "IT Monitor Manager installation folder' with the path that matches
your environment. This is usually

"e:\Program files\SANYODENKI\SANUPS IT Monitor Manager".

o %WinDir%\JavaService.exe

e [T Monitor Manager installation folder\apache\apache.exe

o [T Monitor Manager installation folder\MySql\bin\mysqld.exe
o [T Monitor Manager installation folder\jrel.3\bin\java.exe

o [T Monitor Manager installation folder\jrel.3\bin\javaw.exe

For details on how to ensure program files are not targets for blocking by
Windows Firewall, see "(3) How to ensure program files are not targets for
blocking by Windows Firewall."

Settings on client

On the client, you need to ensure that the following two program files are not
blocked by Windows Firewall. Also, replace "I7T Monitor Manager installation
folder" with the path that matches your environment. This is usually
"¢:\Program files\SANYODENKI\SANUPS IT Monitor Manager".

o [T Monitor Manager installation folder\jrel.3\bin\java.exe
o [T Monitor Manager installation folder\jrel.3\bin\javaw.exe

For details on how to ensure program files are not targets for blocking by

Windows Firewall, see "(3) How to ensure program files are not targets for
blocking by Windows Firewall."
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(3) How to ensure program files are not targets for blocking by Windows Firewall

There are two ways to ensure program files will not be blocked by Windows
Firewall.

Method 1: Disable Windows Firewall

Method 2: Leave Windows Firewall enabled and add the program files to the
Exceptions list

The following explains the operating procedure for each operating system. In

any of these cases, stop the client and server of I'T Monitor Manager
beforehand.

(A) Operation in Windows XP/Windows Server 2003
[Procedure for method 1]

® Start Windows Firewall from the Control Panel.

| Gereral | Euceptions | Advanced|

‘Windows Firewall helps pratect your computer by preventing unauthorized users
from gaining access bo your computer through the Intemet or a network.

@ © i fissommanied)
This selling blocks all outside sources from connecting to this
computer, with the exception of thase selected on the Exceptions tab.

[] Don't allow exceptions
Select this when you connect to public networks in less secure
Iocations. such as airports. You will not be notified when Windows

Firewall blacks programs. Selections on the Exceptions tab will be
ignored.

< @ ) Of [not recommended)

Turning off \Windows Firewal may make this
ie vulnerable to vinuses and intruders.

computer

what else should | knowbout \Windows Firewal?

@ Select "Off", and then select "OK'

% windows Firewall x|

General |Emaptinns| Advancedl

‘Windows Firewall helps pratect pour computer by preventing unauthorized users
fiom gaining access o your computer through the Intemet or a network

@ £ On [recommended)

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.
™| Don't allow exceptions
Select this when you connect ta public networks in less secure
locations, such as arports. You will not be notified when Windows

Firewall blocks progiams. Selections on the Exceptions tab will be
ighored.

@ & i ot recommendadi

Avoid uzing thiz etting. Turning off %Windows Firewal map make this
computer more vulherable to viruges and intruders.

What else should | know about \Windows Firswall?

Cancel

This completes the operation.
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[Procedure for method 2]
@® Start Windows Firewall from the Control Panel.

%= Windows © el

sceptions

General dvanced |

lacatian} such as aiports, You will not be noified when Wirkows
ocks pragrams, Selections on the Evceptions tab w\ be
ignared.

@ O Off (not rex

Awaid using thy setting, Tuming off Windaws Firewsll may make this
computer more Yulnerabls ta virusss and infruders

‘what else should | know abu‘l “windows Firewall?

\

@ Select "On", and then select "Exceptions".
®

Windows Firewall

General | Exceptions | Advanced|

Windows Firewallis blocking incoming network. connections, except for the
programs and services selected below. Adding exceptions allows some progiams
o works better but might inrease yaur securiy risk

Brograms and Services:

Remote Assistance
O Remate Desktop
[ UPnP Frameswark.

- —

Display a notficafiwhen Windows Firswall blocks a program

o~
N

® Select "Add Program".

To allow communications with a program by adding it ta the Exceptions list,
select the program, or click Browse ta search for one that is nat listed

Programs:
Fi
W Hears

i@ Internet Backgammon

@ Internet Checkers

2 Intemnet Explorer

P Intemnet Hearts

a Internet Reversi

‘ Intemet Spades aF
2 Minesweeper
R

iﬁl Outlook Express
=

12|

v

T ’
Fath: | CWINDOWS\system32ireecell exe (| Bowse. | )

/

@ Select "Browse".
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® Inthe Browse dialog box, select one of the program files specified previously in
"(1) Settings on server" or "(2) Settings on client," and then select "Open". (The
following screen shows an example of selecting JavaService.exe.
2|

Look i [ (53 WINDOWS = @ F = m-

| iMedia =35un twunk_lﬁ.exa
msagent |5 SxsCaPendDel twunk_32.exa

CZImsapps ) system &k wirhelp.exe

i ) systemaz c@ winhlp32.exe
prhealth 2 Temp

IPeeriet [ twain_32

Prefetch web

_)Provisioning L WinSxs

_)Reqiskration ' explorer.exe
repair @hh.exa

Resources %IsUrﬂnst.exe

) SoftwareDistribution Qreged\t‘exe
srchasst [Traskman. £x

| I
File name: IJavaSerwce B j < Open

Files of type: IAppIicatiﬂns [ exe:” com:” icd) j Cancel
F

® The file selection dialog closes and the Add a Program screen is redisplayed. (The

following screen shows an example of the JavaService.exe program added to the
Add a Program screen.)

Add a Program

To allow communications with 3 program by adding it o the Exceptions list,
select the program, or dlick Brawse 1o search for one that is rot listed
Programs

X Freelel ~ Th .
W Hearts € program 18

£ Intemet Backgammon

@ Intemet Checkers added to the hSt

& Intemet Explarer

P Intemet Hearts
G Intemet Reversi |
& Intemst Spades

Wt Minesweeper

WAMSN e
= )
Path, | CAWINDOWS\avaS ervies, exe | [ Browse..|

@ Select "OK". This operation adds the program file to the Exceptions list of

Windows Firewall.

=
General  Exosplions | Advanced |

Windows Firewall is tumed off. Your computer is at risk of attacks and intrusions

from outside sources such as the Intemet. We recommend that you click the
General tab and select On.

The program is

Programs and Services:

-l — added to the list.

o bpacte v _—]
Fim wret Porom rawy ]

P oo

¥ JavaService sxe

W e

[* Ty
P Famcne & wtarece
Fomure ey

B U g

Add Port.. Edit.. Delste

IV Display a notification when Windows Firewall blocks a progiam

‘wihat are the risks of sllowing exceptions?

aK Cancel
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Perform steps @ to @ for all of the program files specified previously in "(1)
Settings on server" or "(2) Settings on client."

%= Windows Firewall R x|

Genersl  Exceptions | Advanced |

‘windows Firewall is turned off. Your computer is at risk of attacks and intrugions
fram outzide sources such as the Internet. W recommend that vou click the
General tab and select On.

PFrograms and Services:

Mame |
Apache exe

O File and Frinter Sharing . . .
ljavacse Example of the five programs Apache.exe, java.exe, javaw.exe,

JavaService.exe

s mysqld.exe, and JavaService.exe added to the exceptions.
b mysgld.exe

Remote Assistance
[ Remote Deskiop
UPnP Frameveork.

{Edd Brogram.., & Add Part... Edi... Delete

¥ Display a notification when ‘windows Firewall blacks a program

Wwhat are the risks of alowing exceptions?

*( Ok ! Cancel

-

® Select "OK".

This completes the operation.
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(B) Operation in Windows Vista/Windows Server 2008
In Windows Vista/Windows Server 2008, the operation up until displaying the
Windows Firewall screen differs, but the operation in the Windows Firewall
screen is the same as that of Windows XP. Therefore, the following explains the
procedure up until displaying the Windows Firewall screen.

[Procedure]

® Start the Control Panel, and then select "Classic View".

v + Control Panel » /

- [ 4 || search

Tame ] Category

i5CSIInitiator ~ Keyboard Mouse

Control Panel Hor e

( = (lassic View

K.

/

! computer through the Internet or network.
ewal

How does a firewall help protect my computer?

Windows Firewall is on.

Display & notification when a program is blocked:
Network location:

What are network locations?

See also

Security Center

Metwork Center

@ Windows Firewall is helping to protect your computer

' Change settings

Inbound connections that do not have an exception are blocked.

Yes

Public network

® Select "Change settings".
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Network and  Offline Files Penand  People Mear
Sharing Ce... Input Devices Me
N = P w B R
Performance Personaliz.. Phone and Power Printers Problem Programs
Informatio... Modem ... Options Reports .. and Features
1 -..,,.-_-'j r W % 1 }
& (e 5
w7 -- T = .
Regional and Scannersand  Security Sound Speech Sync Center System
Language ..  Cameras Center Recogniti...
B o & ”m H =
Tablet PC  Taskbar and Text to User Welcome Windows Windows
Settings Start Menu Speech Accounts Center Anytim... CardSpace
] = 1 Aﬁ_ "
o ¢\E O g
Windows Windows Windows Windows Windows
Defen da Firewall Sidebar ... SideShow Update | 4
" 3 3 n
@ Select "Windows Firewall".
@
SR Windows Firewall
e heegh Windows Firewall can help prevent hackers or malicious software from gaining access to your



Appendix H

@ When the confirmation dialog box appears, select "Continue".

-

User Account Control (23]

G Windows needs your permission to continue

If you started this acticn, continue,
ﬂ Windows Firewall Settings
Microsoft Windows

(x) Details

e —
()
R

User Account Centrol helps stop unauthorized changes to your computer,

® The Windows Firewall screen appears.
® The subsequent operation is the same as that described in the procedure for
Windows XP above.
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(C) Operation in Windows 7/Windows Server 2008 R2

[Procedure for method 1]
@® Start the Control Panel, and then select "Small icons".

= BB =8

¥ Action Center
W Backup and Restore
[E Credential Manager
& Desktop Gadgets
& Display

A Fonts

& Indexing Options

[ Location and Other Sensors

otification Area lcons
B personalization

[E Programs and Features

@) Sync Center
[ Troubleshooting
B Windows CardSpace

%] Windows Update

smp—
(I [+ Control Panel » All Control Panelltems »

Adjust your computer’s settings

% RemoteApp and Desktop Connections % Sound

= | 4,\ \ Search Control Pogika r

3 AutoPlay
Bl Color Management.

7% Administrative Tools
B BitLocker Drive Encryption
Y Date and Time @ Default Programs
&5 Device Manager &5 Devices and Printers
@ Ease of Access Center Folder Options
@ HomeGroup

&2 Keyboard

4 Getting Started
€1 Internet Options
F Mouse 5% Network and Sharing Center
& Parental Controls M Performance Information and Tools
I Phone and Modem 3 Power Options
& Recovery # Region and Language
& Speech Recognition

[ Syctem

|l Taskbar and Start Menu

VhMware Tools

82, User Accounts
Bl Windows Defender

@ Select "Windows Firewall".

GuU

Control Panel Home

» Control Panel

Allow a program or feature
through Windows Firewall

! Change notification settings

' Turn Windows Firewall on or
off

Advanced seftings

TroUBTRNoat my network

Action Center
Network and Sharing Cenk

» All Control Panel tems » Windows Firewall

~ [+ s

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

Netwerks at home or work where you know and trust the people and devices on the network

| Home or work (private) networks Connected "

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on

the list of allowed programs

Active home or work (private) networks: i Network

Notification state: Notify me when Windows Firewall blocks a new

program

. @ Public networks

Not Connected ()

\
® Select "Advanced settings".
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@ The "Windows Firewall with Advanced Security" screen appears.

& Windows Firewall with Advanced Security EI@
File Action View Help
Ll d :
0 LU CTEVE T GEE L] Windows Firewall with Advanced Security on Local Computer Actions
E3 Inbound Rules + | Windows Firewall ...

&Y Outbound Rules

::i. Connection Security Rules ﬁ Windows Firewall with Advanced Security provides network security for Windc 5| Impart Policy...

> B Monitering <a| Export Policy...
Overview Restore Defaul...
Domain Profile Diagnose / Re...
@ Windows Firewallis on = View N
O Inbound connections that do not match a rule are blocked.
- |G Refresh
@ oOutbound connections that do not match a rule are allowed.
D Properties
Private Profile is Active Help

@ Windows Firewall is on

Q Inbound connections that do not match a rule are blocked. B

-@- Outbound connections that do not match a rule are allowed.

Public Profile

% Windows Firewallis on

G Inbound connections that do not match a rule are blocked.
'.Q" Outbound connections that do not match a rule are allowed

(:’ EI Windows Firewall Properties >
—

—
etting Started
| T . Lo s e P o L S e e il

« I ] ¥ £ [ ] v

7
® Select "Windows Firewall Properties".

W* a-Sacuit, | Computer Pro... [sam|

<\ Domain Profile | Private Profile | Public Profile | IPsec Settings |

domain.
State

Inbound connections: Block (default)

Outbound connections: Allow (defautt)

rotected network connections:
ify settings that control Windows
Fireall behavior. Customize...

Settings

pecily logging settings for
ooting.

ngs
\ oK —r Boply ~

® Select "Domain Profile", "Private Profile", or "Public Profile" in accordance]with
your environment, and then set the firewall state to "Off" and select "Apply".

This completes the operation.
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[Procedure for method 2]
® Start the Control Panel, and then select "Small icons".

[E=E[EER F52

Adjust your computer’s settings

¥ Action Center
W Backup and Restare
[E Credential Manager
&Y Desktop Gadgets
= Display

IA Fonts
&3 Indexing Options

[ Location and Other Sensors

otification Area Icons

B personalization

[E] Programs and Features

5 RemoteApp and Desktop Connections
@) Sync Center

[ Troubleshooting

B Windows CardSpace

Windows Update

QU [+ Control Panel » All Control Panelkems »

% Administrative Tools
B Bitl ocker Drive Encryption
7 Date and Time

4 Device Manager

@ Ease of Access Center
i Getting Started

€ Internet Options

F Mouse

&8 Parental Controls

{Z Phone and Modem
i Recovery

% Sound

18 System

B, User Accounts

B Windows Defender

r

3 AutoPlay
Kl Color Management.
@ Default Programs
5y Devices and Printers
Folder Options
& HomeGroup
@ Keyboard
L& Network and Sharing Center
M Performance Information and Tools
43 Power Options
# Region and Language
& Spesch Recognition
|uL Taskbar and Start Menu
(il Vware Tools

@

7
® Select "Windows Firewall".

@\./' @ » Control Panel » All Control Panel ltems » Windows Firewall

Control Panel Home

Allow a program or feature
through Windows Firewall

through the Internet or a network.
! Change notification settings

' Turn Windows Firewall on or What are network locations?

off
Restore defaults .
Advanced settings

Windows Firewall state:

Incoming connections:

Active home or work (private) networks:

Notification state:

% Public networks

See also

Action Center
Network and Sharing CeNter

J@' Home or work (private) networks

~[#2 ]| Search Ca

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

How does a firewall help protect my computer?

Connected '-

Networks at home or work where you know and trust the people and devices on the network

On

Block all connections to programs that are not on
the list of allowed programs

B Network

Notify me when Windows Firewall blocks a new
program

Not Connected V

\
®  Select "Advanced settings".
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@ The "Windows Firewall with Advanced Security" screen appears.
=

i Windows Firewall with Advanced Security
Eile

Action Niew Help

Windows Firewall with Advanced Security on Local Computer Actions
| Windows Firewall .. &
ﬂ Windows Firewall with Advanced Security provides network security for Winde | Import Policy...
» B Monitorin 43| Export Policy...
Overview Restore Defaul...
Domain Profile Diagnose / Re...
@ Windows Firewallis on = View N
{9 Inbound connections that do not match e are blocked
o @ Refresh
'@' Qutbound connections that do not match a rule are allowed
[=] Properties
Private Profile is Active
ﬂ Help
@ Windows Firewall is on.

& Inbound connections that do not match & e are blocked 4
@ Outbound connections that da not match a rule are allowed

Public Profile

@ Windows Firewallis on.

o Inbound connections that do not match a rule are blocked.
'ﬂ' Qutbound connections that do not match a rle are allowed.

Windows Firewall Properties

Getting Started

@ Core Netwarking - Destination Unreacha.

'@ Core Networking - Internet Group Mana...
) Core Netwarking - IPHTTPS (TCP-In)
@ Core Networking - IPvS (IPv6-In)

4 m

'@Cora Networking - Destination Unreacha...
'@Core Metworking - Dynamic Host Config..
1@ Core Networking - Dynamic Host Config...

'@Cora Networking - Multicast Listener Do...
@ Core Networking - Multicast Listener Qu...
'Q‘Cora Metworking - Multicast Listener Rep...
'@Core Networking - Multicast Listener Rep...
@ Core Networking - Neighbor Discovery A..

Core Netwarking
Core Networking
Core Networking
Core Netwarking
Core Networking
Core Netwarking
Core Networking
Core Networking
Core Netwarking
Core Metworking
Core Networking
Core Netwarking

4 m A EN n 2
" "
®  Select "Inbound Rules".
& Windows Firewall with Advanced Security =
File Action View Help
|5
W Windows Firewall with Advance B 0 Actions
&3 Inl | s
= M. Gi + || Inbound Rules -
Outbound Rules rals o0 b
‘l-“l Connection Security Rules 0 BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr. L 3 NewRule..
- % Monitoring 'Q‘BranchCachE Hosted Cache Server (HTT.. BranchCache - Hosted Cach... T Filterby Profile b
0 BranchCache Peer Discavery (W5D-In) BranchCache - Peer Discave... ;
= R ' Filterby State P
@ Connect to a Network Projector (TCP-In)  Connect to a Network Proje...
1 Connect to a Network Projector (TCP-In) ~ Connect to a Network Proje... 7 Filterby Group ¥
'Q‘Connecttoa Network Projector (WSD Ev...  Connect to a Network Proje... View »
) Connect to a Network Projector (WSD Ev...  Connect to a Network Proje... Refresh
- res|
& Connect to a Network Projector (WSD Ev... Connect to a Network Proje... )
) Connect to a Network Projector (WSD Ev... Connect to a Network Proje... i Export List..
| Connect to a Metwork Projector (WSD-In)  Connect to a Metwork Proje... ﬂ Help

- 142 -




Appendix H

® Select "New Rules" from the Action menu.

=3 =2
W Filter by Profile Actions.
B Filerby Stute v Hame Growp 5 Profle  Enabled  Adion 1 | Inbound Rules = |
g Filter by Group ¥ W BranchCache Content Rebriweal (HTTR-In)  BranchCache  Content Rets.. A1l Ne Bllow ||| g New Rule...
(3 Refrech BranchCache Hosted Cache Server (MTT.. BranchCache - Hosted Cach. ANl Mo Allow 1 T Filter by Profile N
BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove.. All Mo Allow I=
Branti S Connect ta a Netweek Projector (TCP.In)  Connectta a Network Proje_. Demain No. aiiow | || T ety State L
Help Connect to s Network Projector (TCP-In)  Connectto s Network Proje_  Private.. No. fllow | || T Filter by Group 4
anret | pectie | . Conneet o 3 Nebwork Paoje_ Briuate.. Mo Allow 1 View »
| Connect to » Network Projector (WSD Ev..  Connectto a Network Proje.  Domain Mo Allow I S Refreh
@ Connect to » Network Projector (W50 Ev., Connectio a Network Proje.  Private.,  No Allow I =y
nnect ta jectne .. Connectioa je.  Demain Mo allow | || 3 Epotlist
@ Connect to s Netwerk Projector (WSD-In)  Connectto a Network Proje.  All Ne aiew 1 ||| Help
10 Core Metworking - Destination Unreacha... Core Nebworking an Yes Allow 1
1 Core Networking - . Core Networking Al Wes Allow |
& Cove Ntuenrking - Cam Networking &l Wes Allow 1
10 Core Metworiing . Core Networking an ves alow 1
18 Core Networking - Core Netwarking an Ve Alew 1
10 Core Metworking - PHTTRS (TCP-In) Cone Nebwnrking an Yes Allew 1
1 Core Networking - [P {IPvE-In) Core Networking Al Wes Allow |
18 Core Networking - Multicast Lictenes De...  Core Networking Al Wes Allow I
10 Core Metworking - Multicast Listener Qu__. Core Networking an ves alow 1
18 Core Networking - Multicast Listener Rep.., Core Networking Al Vet Allow I
10 Core Metworking - Multicast Listenes Rep... Cere Nebworking an Yes Allow 1
18 Core Metworking - Meighbor Discovery & Core Metworking I Yes Miow 1
1 Cove Netwenrking - Bleighbes Dincovery 5. Cone Networking Al W Allow |
10 Core Metworking - Packet Toe Eig (JOMP_. Core Networking an ves alow 1
0 Core Networking - Pacsmeter Probiem (L. Core Networking Al Vet Allow I
10 Core Metworking - Routes Advertisement. Core Nebworking an Yes Allow 1
1 Core Networking - Routes Sclicitation (IC_. Core Networking an es allow 1
1 Core Netwnrking - Tereda (UDB-In) Lane Netwarking Al Ve Allow |
1 Core Metworking - Time Exceeded (ICMP_.. Core Networking Al Yes Hlow 1
0 Cistributed Trancaction Coordinator (RPC)  Distributed Transaction Coo... Domain Mo Allow I
@ Dezributed (RPC) Distributed o0.. Prvate.. No allow |
.Dﬂlibukd Trardaction Coordinator (RP_.  Distributed Transaction Coo...  Private.. No Allow I=
fl = Qg " ’

@ The New Inbound Rule Wizard appears.

F ropeerr ﬁﬁ’
Rule Typa
Select the typa of feewal e 15 ceste.

e Tioe ‘What type of rul would you e b createT

~
Select "Program", and then select "Next".

Progrmm

e
|

|[pets ][ el

I
®@ Select "This program path", and then select "Browse".
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®© In the file browse dialog box, select one of the program files specified previously
in "(1) Settings on server" or "(2) Settings on client," and then select "Open". (The
following screen shows an example of selecting JavaService.exe.

& Open
G/ « Locel Disk () » Windons + = [ 3 ][ Search Windes 2|
Organize ~ MNew folder =~ 0O @
ot Faviiiies “ Neme Date madified Type *
P Desktop [ bfsve Applic
18 Downloads i explorer Applic
% Recent Places =] freupdate Applic
@ HelpPane
i Libraries = Ehh
[ Documents W LsUninst
o Music |7 Javaservice
5] Pictures T notepad
£ Videos @ regedit
5 twunk 16

18 Computer Bl vounk 32
£, Local Disk (¢ El winhelp
T3 DVDRW Drive 0 ~ | < o

File name: JavaService 2

=

—_—
@ Select "Open".

o Mew Inbound fude Wizard ]

Progrom

A " o

Steps:

@ Fue Type axh x

& Pmgam

@ Acton NI progroms

- Proie Fuie apphes 1o o O

NI @ This program path:
% SymemPioot ¥ ava Service e (e |
Exarcle

- \path\prngram e
“WrogramFles ' \browser' browser exe

Ltam mave abod apeching progrmg

(e

/
@ Select "Next".

o Mew Inbound fude Wizard ]

Action
Spechy the acton to be taken when & connection matches the condtions specied In the e,

Stepy:

o that am protecerd wih [Puoe na veed s Shess aem not

M

ctican i # s wmciem
N h using IPssc Comactons
using the seongs in IMsec pmperties and nues in the Connection Securty

® Select "Allow the connection", and then select "Next".
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@ Select the check boxes for when to apply this rule in accordance with your

environment.

W New Inbound Rule Wizird (===
Profie
Spechy the profies for which this e spples.

When saes this nie ol ?

| Doemainn

a campuear
| Private
opbes when & compuber s cornected 19 8 private rstwork lcation

7] Pyblie
Hopkes when a computer is comnected be 2 publle netwodk: location.

Lo meoes about peofles

® Select "Next".

o Mew Inbound fude Wizard ]

Name
Speciy the name snd descrivtion of tha e

Stepy:
@ Fule Type
@ Pmgam
@ Acton
& Proile

o Mame

®@ Enter any name for the rule, and then select "Finish".

o Mew Inbound fude Wizard ]

Nama
‘Specty the name and descrotion of thia nie.

[Descrpnon inptoral
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@ The rule is added when step ® is performed.

& Windows Firewall with Advanced Security
Eile Action View Help
| x
ﬂ Windows Firewall with Advance

523 Inbound Rules|

Added rule

Inbound Rules

Inbound Rules -

N
&3 Outbound Rules e <
%% Connection Security Rules @TI' Menitor Manager - JavaService W3 NewRule..
» %4 Monitoring ‘@ BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr... Filter by Profile

0 BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach...
0 BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove..
) Connect to a Network Projector (TCP-In) ~ Connect to a Network Proje...
'(:)‘Corme:t to a Network Projector (TCP-In)  Connect to a Network Proje... View
% Connect to a Network Projector (WSD Ev... Connect to a Network Proje...

7
7 Filter by State
Y Filter by Group

* v v v

_ |G| Refresh
‘) Connect to a Network Projector (WSD Ev... Connect to a Network Proje...
'@ Connect to a Network Projector (WSD Ev... Connect to a Network Proje... 1= Export List..
€ Connect to a Network Projector (WSD Ev... Connect to a Network Proje... H Hep

0 Connect to a Network Projector (WSD-In)  Connect to a Network Proje...

'@Core Networking - Destination Unreacha... Core Networking ihMcnitopManxasss

(@ Core Netwarking - Destination Unreacha... Core Networking (#) Disable Rule
'@Cora Networking - Dynamic Host Config... Core Networking g Cut
'@Core Metworking - Dynamic Host Config.. Core Networking &y Co

1 Core Networking - Internet Group Mana... Core Networking 2 epy

@ Core Networking - IPHTTPS (TCP-In) Core Networking K Delete

'@ Core Networking - IPvé (IPvG-In) Core Networking D Properties
'@(ora Metworking - Multicast Listener Do...  Core Networking H Help

'@Cora Networking - Multicast Listener Qu...  Core Networking

(@ Core Networking - Multicast Listener Rep... Core Netwarking

'Q‘Cora Metworking - Multicast Listener Rep... Core Metworking -
] T (] m 3

® Perform steps ® to @ for all of the program files specified previously in "(1)
Settings on server" or "(2) Settings on client."

P Windows Fireviall mith Advanced Secunty [E=REER |
Ele Adion \w Hele
% 2[00 = HE
:m‘::j"ﬂl:“ Hame Greup : Prefile  fmabled  Acton = || Inbound Rules -
By Connection Securty Rules || ST Merstor Manages « e
Ly @7 Mersor Manager - jeve . . .
B i Example of the five programs Apache.exe, java.exe, javaw.exe,
IT Merstor Manages - &pache
T Menitor Manages - JavaSenice : :
o e of mysqgld.exe, and JavaService.exe added to the exceptions.
BranchCache Hosted Cache Server (HTT_. B
@ 5anchCache Pess Discomry (W30 —
@ Cennect 1o s Metwork Projecter (T Cennest to # Metwerk Prej Domain Mo % Eportlist.
Private. Mo | 7
@ Cennect 1o 2 Hetwork Projecten Prive. MNe
@ Ceonectic s Network Prejesten Demtin e JLMcsoT Ao P
Cennect 1o o Network Prajecteo Prevate.. Ne # Disable Rude
Cennect te » Nietwork Prajectss Connestto s Netwark Preje... Domasin  Ne K cw
@ Connect 1 o Net . Connect bo & Netwerk Pre He
& Cove Hetworking - Core Networking Ves 55 Copy
[ Tamry T - Core Metwerking 1 Ver K Deete
8 Core Networking - Core Netwerking an Yes 1 Properies
@ Ceen blotue = Dy Core Metageking an et
8 Cove Metwerking - Internet Growp Mana...  Core Netwerbing an Ves o
 Ceve Hetwerking - IPHTTPS (TCP-Jn Core Netwerking A Ves
8 Coor Mietwerking - 1P (Bv-In) Core Metaeriong an es
8 Core Networking - Multicast Listener Do, Core Netwarking A Yes
I Cone Met Multicest Lisberser Qu Cere Netwerkmng -1 Yes
8 Core Networking - Multicast Listener Rep_. Core Networking an Yes
[ Tammy T « Multicast Lisberser Blap_. Core Mebacekng an Ver
8 Cove Networking - Neighbor Discovery &... Core Networking an Yes
@ Ceen blotue = Naighbor Digcevery 5. Cors Metmerking an et
8 Cove Metwarking - Packet Too Big (IKMP... Core Netwerking an \C
@ Cere Netwarking - Parametes Preblem L. Core Netweeking A Ves
8 Cooe Metworking - Reater Advertipement... Core Netwerking an es
} - || BB biannsinn B cotcisinn 10 v octinn . o

This completes the operation.
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Appendix |. Data Execution Prevention (DEP) Settings

Data Execution Prevention is a function that comes standard in the following
operating systems.

Windows XP: SP2 or later

Windows Server 2003: SP1 or later (including R2)
Windows Vista

Windows Server 2008 (including R2)

Windows 7

When using I'T Monitor Manager in any of the above operating systems, you
need to change the settings of Data Execution Prevention for each of the

server and clients.

The following explanation uses Windows XP as an example. Perform the

equivalent operation in another operating system.

[Procedure]
@® Start "System" from the Control Panel, and then display the advanced settings.
System Properties @@
System Restare Automatic Updates Remate
General Computer Mame | Hardware | Advanced ‘z

You must be lagged on as an Administratar ko make maost of these changes.
Pertormance
Visual effects, processor scheduling, memorny usage, and wirtual memarny

Settings
User Profiles
Desktop settings related to your logon
Settings
Startup and Recavery
Sustem startup, system failure, and debugging information
Settings
[ Environment Variables l [ Error Reporting l
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@ Select "Settings" of Performance, and then display Data Execution Prevention.

Performance Options

.\.-'isual EFFects. Advanced | Data Execution Prevention

i Diata Execution Prevention (DEF) helps protect
Faks 5 against darnage from viruses and other security
threats,

(%) Turn an DEP For essential Windows programs and services
only

() Turn on DEP for all programs and services except those I
select:

‘our computer's processor does not support hardware-based
DEP. However, Windows can use DEF software to help prevent
some kvpes of attacks,

[ Ok ][ Caneel ]

® Select "Turn on DEP for essential Windows programs and services only", and
then select "OK".
This completes the operation.
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Appendix J: User Account Control (UAC) Settings

User Account Control is a function that comes standard in the following
operating systems.

o Windows Vista

e Windows Server 2008 (including R2)

e Windows 7

When using I'T Monitor Manager in any of the above operating systems and

performing a database restore, you need to change the settings of User
Account Control on the server.

[Procedure in Windows Vista or Windows Server 2008]
® Start the Control Panel, and then select "Classic View".

v |43 || Search Fel
- [b][sor \

6@- + Control Panel »
) Totegor B
Panel Home S

o Classic View -y T I b E. / a'

iSCSlInitiator ~ Keyboard Mouse Network and  Offline Files Pen and People Mear
Sharing Ce... Input Devices

N E g @ « 0 q
Perfermance Personaliz.. Phoneand Power Printers Problem Programs
Tnformatio... Modem ...  Options Reportsa.. and Features

Q = @ % i

¥ @ @ 0 L - !-

Wy T - .

Regional and Scannersand  Security Sound Speech  SyncCenter  System
Language.. Cameras Center Recogniti..

m

W

TabletPC  Taskbarond  Textto
Settings  StartMenu  Speg

4

Windows Wiglows
Defender

By ¥
il_. LA
Welcome ‘Windows Windows

Center  Anytim..  CardSpace

5 &

Windows Windows Windows
rewall Sidebar ... SideShow Update

7

® Select "User Accounts".

GO-'&; » Control Pamel » User Accounts = | by || search 2|

admin
Adeninittitee
Pasauend pretected

Make changes to your user account

Sex aba
¥ Parental Controls

® Select "Turn User Account Control on or off".
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@ When the confirmation dialog box appears, select "Continue".

B

User Account Control

-
GJ Windows needs your permission to continue

If you started this action, continue,
User Accounts Control Panel

g\?) Microsoft Windows

(%) Details

Continue ][ Cancel ]

User Account Control helps stop unauthorized changes to your computer,

® Clear the check mark from the "Use User Account Control (UAC) to help protect

(= )

2

your computer" check box, and then select "OK".

w [ 4p | secech

@k'_\a"'l"“'- w0 User Accounts » Tum User Account Centrel On or Off

rn on User Account Control (LAC) to make your computer more secure
sed changes to your computer. W recommend that

W1 Use User Account Contrel (UAC) 1o help protect your computer

Cance )

® Restart the operating system.

This completes the operation.
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[Procedure in Windows 7 or Windows Server 2008 R2]

® Start the Control Panel, and then select "Small icons".

(L) [F controlpanel

Adjust your computer's

¥ Action Center

b Backup and Restore
[B Credential Manager
@ Desktop Gadgets
B Display

1A Fonts

&5 Indexing Options

I Location and Other Sensors

B Notification AreaIcons
®l personalization

[ Programs and Features

@ Sync Center
[ Troubleshooting
& Windows CardSpace

Windows Update

¥ All Control Panel ltems »

settings

4 Administrative Tools

B BitLocker Drive Encryption
%7 Date and Time

84 Device Manager

@ Ease of Access Center

& Getting Started

€] Intemet Options

¥ Mouse

& Parental Controls

5] Phone and Modem

& Recovery

) RemoteApp and Desktop Connections & Sound

g AutoPlay
X Color Management
@ Default Programs
&5 Devices and Printers
Folder Options
¥, HomeGroup
2 Keyboard
%% Network and Sharing Center
B Performance Information and Tools
B Power Options
& Region and Language
& Speech Recognition
lL Taskbar and Start Menu
VMware Tools

WP Windows Firewall

@ Select "User Accounts".

@Qv\ﬂt » Control Panel

Control Panel Home

Manage your credentials
Create a password reset disk
Link online IDs

Manage your file encryption
certificates

Configure advanced user
profile properties

Change my environment
varizbles

Seealso

B Parental Controls

» All Contrel Panel kems » User Accounts

Make changes to your user account

Change your pa

your pa

Change your picture

hange your sccount name

Change your account type

Manage ancther account

Change User Account Contral settings

Admin-User
Administrator
Password protected

® Select "Change User Account Control settings".

-151 -




Appendix J

@ When the confirmation dialog box appears, select "Yes".

@J User Account Control @

Do you want to allow the following program to make

¥/ changes to this computer?

[ Program name:  UserfccountCentrolSettings
:!' Verified publisher: Microsoft Windows

'@’Z‘ Show details Yes

Change when these notifications appear

® Drag the bar to move it to the bottom, and then select "OK".

) User Account Control Settings E@

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,
Tell me more about User Account Control settings

Always notify

Never notify me when:

®  Programs try to install software or make changes to
my computer

*® Imsake changes to Windows settings

@ Mot recommended. Choose this only if you need to

use programs that are not certified for Windows 7
because they do not support User Account Centrol,

Mever notify

® Restart the operating system.

This completes the operation.
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