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Preface

Thank you very much for purchasing our LAN interface card, LAN interface card box, or LAN adaptor for
Uninterruptible Power Supply (hereinafter called UPS). This user guide describes how to configure and use the
LAN interface card, LAN interface card box, and LAN adaptor, and provides cautions. Be sure to read this user
guide before using the product. Refer to the respective manual for information on installing the LAN interface
card or LAN adaptor.

Also, refer to the UPS manual for information on using the UPS and its functions.

Trademarks

e Windows, Internet Explorer and Microsoft Edge are trademarks or registered trademarks of the Microsoft
Corporation in the United States and other countries.

e Screenshots are used in accordance with the Microsoft Corporation guidelines.

e Java and all Java-related trademarks and logos are registered trademarks of the Oracle Corporation and its
affiliates in the United States and other countries.

e Solaris is a registered trademark of the Oracle Corporation and its affiliates in the United States and other
countries.

e Linux is a registered trademark or a trademark of Linus Torvalds in the United States and other countries.
e UNIX is a registered trademark of The Open Group.
e Google Chrome is a trademark or a registered trademark of Google Inc.
o Firefox is a registered trademark or a trademark of Mozilla Foundation in the United States and other countries.
e Other product names and company names are registered trademarks or trademarks of their respective
companies.
Disclaimer

e lItis prohibited to reproduce or copy in part or in whole this software or documentation without permission.

e This product has been tested with the utmost care; however, if you have any comments on the product, contact
the following department.

e This product is subject to change without prior notice.

¢ Read this document carefully and understand the functions before using this product. We are not liable for any
consequences due to your use of this product.

Contact
Please contact the nearby distributor for any inquiries about the product.
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1. BEFORE USING THE PRODUCT

This chapter describes the procedure to use the LAN interface card and LAN adaptor. Be sure to follow the procedure to use the product

correctly and safely.

[ Checking the safety cautions —>P.1-2 ]

g

[ Checking cautions before configuration —P.1-2 ]

g

LAN Interface Card Manual
LAN Interface Card Box Manual
LAN Adaptor Manual

g

Installing to the UPS

Refer to the relevant
product manual.

[ Checking the operational environment —>P.1-2 ]
[ Checking the system configuration, operations, and functions — P. 2-5 to 2-30 ]
Configuring with the Web Management Tool Configuring with the Terminal Tool
[ Using the Web Management Tool — P. 4-1 ] [ Using the Terminal Tool — P. 7-1 ]
‘ You can only shut down devices using the basic configuration ‘
Basic configuration for shutting down devices Basic settings for shutting down devices
— P. 4-6 to 4-13 — P.7-4to 7-18
Use [Detail setting] for advanced configuration to suit the
‘ environment, purpose, and configuration of functions. ‘
[ Configuring detailed settings — P. 5-1 to 5-75 ] [ Configuring detailed settings — P. 8-1 to 8-74 ]
Models that cannot be Models that can be connected Models that can be connected
connected with a sensor with a sensor with a sensor
Using the sensor Using the sensor
— P. 5-76 to 5-83 — P. 8-21 to 8-27

[ Using the Display Tool — P. 6-1 to 6-17 ]

(_| About the contents of this User Guide 2 ~

e This User Guide is for the LAN interface card, LAN interface card box, and LAN adaptor; however, examples are described assuming the
LAN interface card.

e Functions of the LAN interface card and LAN interface card are the same. They are generally described as the LAN interface card in this
document.

e Therefore, some functions described in this User Guide may not be applicable to the LAN adaptor. See "2.2.2 Main functions of the LAN

adaptor" for details.

UPS in this guide indicates the UPS installed with the LAN interface card or LAN adaptor.

Windows in this guide indicates Windows NT, 2000, XP, Vista, 7, 8, 10, Server 2003, 2008, or 2012 unless otherwise stated.

Browser and Web browser in this guide indicate Internet Explorer.

UPS management software in this guide indicates SANUPS SOFTWARE or SANGUARD 1V Lite.

PC in this guide indicates Windows computers and WS indicates UNIX and Linux computers.

Computers are used to indicate both PC and WS.

Default in this guide indicates the initial status where no modification has been made after installing the LAN interface card or LAN adaptor.

e "x"marks in "Default value" columns in tables describing screens and menus of the Web Management Tool and Terminal Tool indicate the
factory setting.

e The end of the model name of the LAN interface card varies depending on the type. Therefore in this User Guide, the model names are
abbreviated to PRLANIF011B, 012B, 013B or 014B.

e Functions of the LAN interface card and LAN adaptor described in the User Guide may not be available if the installed UPS does not support
them.

- J
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1.1 Safety Precautions

Safety precautions for the LAN interface card are described in the included manual. Read the manual carefully before using the
product and be sure to understand how to use it safely.

1.2 Checklist before Configuration

Check if you have completed the following tasks before configuring the LAN interface card.

(1) Have you installed and connected the LAN interface card correctly in the UPS?
If you are using the sensor, have you correctly connected the sensor?
See the manual supplied with the LAN interface card for instructions on how to install the LAN interface card and how to connect
the sensor.

(2) Have you configured the UPS to use the LAN interface card?
You need to configure the UPS to use optional cards such as the LAN interface card. Check if the UPS has been configured. See
the UPS manual for details.

1.3 Operating Environment

The following environment is required to use UPS with the LAN interface card.

Required hardware Description

UPS that supports the LAN
interface card

RS-232C cable Connect to the "serial communication cable" | 00830882-01 | supplied with the LAN
(D-sub 9-pin cross) interface card when configuring.
You can also connect to the serial port on WS to shut it down using terminal login.

1 LAN interface card can be installed in the UPS.

The communication cable is supplied with the UPS, or can be purchased separately.

Communication cable You can shut down PCs by contact connection.

You can use the following software to configure the UPS (LAN interface card).

Required software Description

It is used when managing the LAN interface card from the web browser. When managing
Java* the LAN interface card, used Java Web Start function or Java applet function. Java 7 or
later is required.

Web browsers are used when managing the LAN interface card.

If you use Internet Explorer, use Internet Explorer 8 or later.

Web browser* When using Java Web Start function, You can also use Web browsers other than Internet
Explorer.(For example: Google Chrome, Firefox and Microsoft Edge )

When using Java applets function, Internet Explorer is required.

Use this software when configuring with the Terminal Tool by connecting the "serial
interface connector" on the LAN interface card and computer with an RS-232C cable
(D-sub 9-pin cross).

Use HyperTerminal or other free terminal software if you are using a PC.

Terminal software

Telnet client software Use this software when configuring the UPS with the Terminal Tool via a Telnet connection.

Use this software when configuring the UPS with the Terminal Tool via an SSH connection.

SSH client software Supported SSH version: SSH 2.0
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/_‘ *Notes on using web browsers and Java >

- )

e When using web browsers

If you want to manage the LAN interface card on a web browser, you need to install Java on your computer.

You can download Java from the following URL.

https://www.java.com/

When using Windows, you download a Java of 32-bit version and install it.
e When using the Java applets

Enable the Java plug-in in the Web browser.
e When using the Java Web Start

The Java Web Start feature allows you to launch a program for Java applet as an application.

The Java Web Start feature is available when you installed Oracle's java.

Java 7 or later is required.

When you use the Java Web Start feature, Web management tool is displayed on a separate screen from the Web browser.

Java Web Start and Java applets have no difference in functionality.

- J
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1.

4 Computers You Can Shut Down

You can shut down the following devices.
You can shut down any other devices if they allow you to log in using Telnet or SSH, or via a serial connection and shut them down.

hutdown method | SANUPS UPS service® | Telnet login™ SSH Terminal login
SOFTWARE login™® via a serial
Support OS 2.8 connection”’
Windows Server 2016 v (See note)™®
Windows 10 v (See note)™®
Windows Server 2012 v v (See note)®
Windows 8 v v (See note)®
Windows 7 v v (See note)®
Windows Server 2008 v v (See note)™®
Windows Vista v v (See note)™®
Windows Server 2003 v v v (See note)™®
Windows XP v v v (See note)™®
Windows 2000 v v (See note)™®
Windows NT 4.0 4
UNIX v v v v
Linux 4 v v v
*1 SANUPS SOFTWARE is optional software that allows you to shut down devices.
Use SANUPS SOFTWARE Version 3.0.0 or later.
If you use the software combined with an older version, operations will be restricted. For older versions, contact your distributor for supported
versions.

*2 You can shut down devices via a network or via a contact connection to the "serial interface connector" on the LAN interface card. You need
the optional communication cable when making a contact connection between the "serial interface connector" and the serial port on your
computer.

*3 "UPS service" indicates the Windows standard UPS service. Only 1 computer can be connected since it uses the "serial interface connector"
on the LAN interface card.

*4 Telnet login must be enabled on your computer.

Log in to the computer from the UPS using Telnet and run the shutdown command.

*5 SSH (protocol version 2) login must be enabled on your computer. Log in to the computer from the UPS using SSH and run the shutdown

command.

You may need to change settings for SSH server on your computers. See “Configuring SSH authentication”.

For devices that cannot change settings for the SSH server, you may not be able to perform an SSH login from a LAN interface card.
Login operations to any SSH servers are not guaranteed when performing an SSH login from a LAN interface card.

*6 You can shut it down with a functional restriction (password authentication only) if the computer is installed with commercial SSH (with support
for protocol version 2).

*7 You need to enable login to a UNIX/Linux computer via the serial port from other computers.

Log in to the computer via the "serial interface connector” on the LAN interface card and run the shutdown command.
The LAN adaptor is not supported.
*8 When using an IPv6 address, make sure you specify a fixed address for the LAN interface card, and register the device.

Although you can use a link local address, you need to re-register the SANUPS SOFTWARE when changing the link local address due to LAN
interface card replacement.
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2. FUNCTIONS

2.1 Functions of the LAN Interface Card

2.1.1 Part names

Front view

™\

Bottom view

RS-232C Reset

]

T
EXT

UPS

VAN

5/

The bottom view shown above is PRLANIFO13B.

No. Label Name Description
A LAN interface modular jack.
LAN interface Use this to connect a network cable.
1 |LAN connector (RJ45) You can automatically detect the transfer speed (100 Mbps/10 Mbps).
The transfer method (full duplex/half duplex) is set to auto. Set the port setting
for the connected network cable (on the network device) to auto.
. An LED to display the network connection status.
2 |LNK Connection status LED The LED is lit in green when connected to the network.
An LED to display the data transmission and receipt status.
3 |AcT Data LED The LED is lit in green when data is being transmitted or received.
A connector for RS-232C signals. Connect the "serial communication cable"
4 |rs2320 Serial interface connector (RJ45) 00830882-01 | supplied with the LAN interface card.
(1) Use this when configuring the LAN interface card from a serial terminal.
(2) Use this when shutting down the computer from the serial port.
5 |ups UPS communication connector A connector to communicate with the UPS.
(RJ11) Connect the UPS connection cable supplied with this product.
Sensor communication connector A connector to communicate with the sensor.
6 |EXT (Mini-USB) Connect the sensor connection cable supplied with this product.
* This connector is not present on PRLANIF011B and PRLANIF012B.
Restarts the program of the LAN interface card.
7 |[Reset Hard reset button Restarting the program does not affect UPS output.
Press the button for at least one second to initiate a reset.
DIP switches to configure functions and operations of the LAN interface card.
8 |— DIP switches DIP switches 1 to 4 are all set to OFF as the factory setting.
Refer to "7.2 Checking DIP Switch Settings" in the Instruction manual for
details.
9 [— Product label A label indicating the model and serial number.
10 |— MAC address Alabel indicating the MAC address.
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2.1.2 Main functions of the LAN interface card

You can use the UPS via a network by installing the LAN interface card into our UPS.

This allows you to shut down computers connected to the same network as the UPS in the event of power supply failure. Also, you

can manage the UPS remotely using

a web browser and display information collected by the LAN interface card using the display

function.
No. Function Description
You can manage and configure the UPS and check the status from your computer connected to
) the network using the web browser or Telnet/SSH terminal. Network access to a UPS is
1 |Remote management function

authenticated using the User name and Password. You can prevent illegal access by using SSH
to encrypt data transmitted on the network.

You can automatically shut down computers safely via the network while they are running on the
UPS before the UPS's power output stops.

2 |Automatic computer shutdown function Up to 50 devices can be registered to be shut down.
You can also shut down computers via the serial port. (Only One)
You can use the shutdown function in an environment where Windows, UNIX, and Linux
3 |Mixed OS support computers co-exist. Shut down WS using a Telnet/SSH connection.
pp Use the UPS management software to shut down PCs.
(You can also use the UPS management software for UNIX and Linux.)
. . You can automatically start up and shut down computers by setting a schedule.
4 |Scheduled operation function The schedule information is stored on the UPS.
5 Computer automatic start-up support [You can turn on a computer when the UPS output becomes available after a shutdown if the
(Wake-on-LAN support) computer supports the Wake-on-LAN function.
6 |Remote control function You can turn on and off the UPS power output from a remote computer when you need to restart a
computer due to an OS malfunction, when you need to make an emergency shutdown, etc.
You can notify the administrator via e-mails of power failures, UPS errors, and setting changes.
7 |E-mail function You can also make e-mail queries from your computer or mobile terminal to obtain the UPS states,
measurement information, UPS information, and event log.
! Support for SNMP agent functions (UPS standard MIB: RFC1628, JEMA, and private MIB
8 |SNMP agent function support [exUpsMib]) is provided. This allows you to monitor and control the UPS from an SNMP manager.
. . Status events such as power failures and malfunctions, and access to the UPS are logged. You
9 |UPS operation history log P !
can check this information from a remote computer.
10 |Syslog notification You can send an event log to the syslog server when an event occurs.
1 UPS configuration download and You can download the configuration as a file. This allows you to reuse the same configuration on a
upload new UPS as the previous one when you are replacing it.
12 ;'rrggsglr;(:h using NTP (Network Time You can automatically adjust the time on the UPS using an NTP server.
13 Q:ttg&itrl,c transmission speed You can automatically detect the transmission speed (100 Mbps/10 Mbps).
You can run battery checks automatically if the UPS is equipped with the automatic battery check
. ) function. Even if the UPS is not equipped with this function, you can still run periodical battery
14 |Automatic battery check function checks from the LAN interface card in the UPS as long as the battery check is possible on the
UPS.
15 |Shutdown test function f\g?ILLJ”cean test a shutdown on a specific device registered on the UPS without causing a power
You can monitor the values measured by the UPS (load factor, UPS temperature, and input
16 Measured value deviation monitoring|voltage) and the sensor* (temperature and humidity) and shut down the device when the value
function deviates from the normal range.
* This function is available only on PRLANIF013B and PRLANIF014B.
17 |Display function You can display the data recorded by the UPS as a graph.
18 |UPS linkage function By grouping m_ultlple UPSs (up to five), you can start/stop the QPSS, schedule operations, and
perform operations when errors occur. It also supports systems with power redundancy systems.
19 |IPv6 support Currently, it also supports IPv6 as well as the widely supported IPv4. You can use a network

environment that uses IPv4 and IPv6 at the same time.
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2.2 Functions of the LAN Adaptor

2.2.1 Part names

External view

v

Rear view

4

ACT LK

(]

LAN

The rear view shown above is PRLANADP012B.

A
T

No. Label Name Description
An LAN interface modular jack.
LAN interface Use this to connect a network cable.
1 |LAN connector (RJ45) You can automatically detect the transfer speed (100 Mbps/10 Mbps).
The transfer method (full duplex/half duplex) is set to auto. Set the port setting
for the connected network cable (on the network device) to auto.
. An LED to display the network connection status.
2 |- Connection status LED The LED is lit in green when connected to the network.
3 |— Data LED An LED to display the data transmission and receipt status.
The LED is lit in green when data is being transmitted or received.
A connector for RS-232C signals. Connect the "serial communication cable"
s 00830882-01 | supplied with the LAN adaptor.
4 |RS-232C Serial interface connector (1) Use this when configuring the LAN adaptor from a serial terminal.
(2) Use this when shutting down the computer from the serial port.
(Terminal login via a serial connection is not supported.)
5 |UPS UPS communication connector | A connector to communicate with the UPS.
An LED to display the power supply status of the LAN adaptor.
6 [POWER Power LED The LED is lit when the AC power is supplied.
100-240V Connector for the AC power supply. Connect the power cable supplied with
7 AC 50/60Hz 1A Power connector this prod_uct. Refer to the LAN adaptor manual for information on how to
connect it.
Sensor communication A connector to communicate with the sensor.
8 |EXT connector Connect the sensor connection cable supplied with this product.
(mini-USB) * This connector is not present on PRLANADP011B.
Restarts the program of the LAN interface card.
9 |Reset Hard reset button Restarting the program does not affect UPS output.
Press the button for at least one second to initiate a reset.
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2.2.2 Main functions of the LAN adaptor

You can use the UPS via a network by connecting the LAN adaptor to the UPS.
This allows you to shut down computers connected to the same network as the UPS in the event of power supply failure. You can
also manage the UPS remotely using a web browser.

No. Function Description

You can manage and configure the UPS and check the status from your computer connected to the
network using the web browser or Telnet/SSH terminal. Network access to a UPS is authenticated
using the User name and Password. You can prevent illegal access by using SSH to encrypt data
transmitted on the network.

1 |Remote management function

You can automatically shut down computers safely via the network while they are running on the
UPS before the UPS's power output stops.

Up to 50 devices can be registered to be shut down.

You can also shut down computers via the serial port. (Only One)

2 |Automatic computer shutdown function

You can use the shutdown function in an environment where Windows, UNIX, and Linux computers
co-exist. Shut down WS using a Telnet/SSH connection.

Use the UPS management software to shut down PCs.

(You can also use the UPS management software for UNIX and Linux.)

3 |[Mixed OS support

You can notify the administrator via e-mails of power failures and setting changes. You can also
4 |E-mail function make e-mail queries from your computer or mobile terminal to obtain the UPS states, UPS
information, and event logs.

Support for SNMP agent functions (UPS standard MIB: RFC1628, JEMA, and private MIB

5 |SNMP agent function support [exUpsMib]) is provided. This allows you to monitor and control the UPS from an SNMP manager.

Status events such as power failures and setting changes to the UPS are logged.

6 |UPS operation history log You can check this information from a remote computer.

7 |Syslog notification You can send an event log to the syslog server when an event occurs.
8 UPS configuration download and You can download the configuration as a file. This allows you to reuse the same configuration on a
upload new UPS as the previous one when you are replacing it.

Time synch using NTP (Network Time

You can automatically adjust the time on the UPS using an NTP server.
Protocol)

Automatic transmission speed

10 detection

You can automatically detect the transmission speed (100 Mbps/10 Mbps).

You can test a shutdown on a specific device registered on the UPS without causing a power
failure.
By connecting a sensor*, you can monitor values (temperature and humidity) measured by the

sensor and shut down devices when any of the values deviate from the normal range.
*. This function is available only on PRLANADPO012B.

By grouping multiple UPSs (up to five), you can start/stop the UPSs, schedule operations, and
perform operations when errors occur. It also supports systems with power redundancy systems.

11 [Shutdown test function

Measured value deviation monitoring

12 function

13 |UPS linkage function

Currently, it also supports the new IPv6 as well as the widely supported IPv4. You can use a

14 |IPv6 support network environment that uses IPv4 and IPv6 at the same time.

Caution

This User Guide describes how to operate and configure the LAN interface card; however you can operate and configure in the same
way for the LAN adaptor.
However, some functions are not available for LAN adaptors. See the above table to check the available functions.
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2.3 System Configuration and Operation Sequence

2.3.1 UPS operations and configurations

UPS operations from the time of a power failure until the UPS stops the power output by remote control follow the values configured on
the UPS. The following describes the main setting values. The default values in the table are factory settings.

Name Description Default value
The duration to wait for recovery after a power failure.
Power failure confirmation The UPS determines that "the power has not been restored" after this 60 sec
time duration and starts to prepare for a power shutdown. (Enters the "Shutdown '

delaying time")

The preparation time before the actual power shutdown. The UPS carries
out tasks that should be done before starting to shut down. The shutdown

Shutdown delaying time process commences after this duration. (Enters the "UPS automatic 30 sec.
stopping time")
The UPS starts shutting down computers.
The UPS power output will stop after this duration if you have set

UPS automatic stopping time "Automatically stop the UPS at power failure" to Enable. 120 sec

pping It will start counting the UPS automatic stopping time after completing the ’

shutdown script if you have WS (LAN interface card login connection, Telnet
connection, or SSH connection) devices registered.

When power failure occurred, | You can specify whether or not to stop UPS power output after the "UPS Do not stop

automatically stop the UPS automatic stopping time" elapses.

When power failure You can specify whether or not to start up the UPS output automatically
recovered, automatically start | when the power is restored if you have enabled "Automatically stop the UPS | Do not start
the UPS at power failure".

You can specify the ON delay time for each power outlet if the UPS is

ON delay time capable of power distribution control. 0 sec.

OFF delay time You can specify th_e OFF delay time for each power outlet if the UPS is 0 sec.
capable of power distribution control.

Start scheduled stop warning You can specify when to display the warning message for a scheduled 600 sec.

shutdown.

Caution
——{canon > <

The UPS operates based on the default values in the above table as soon as it is installed with the LAN interface card even if you
have not configured it including the IP addresses.
Configure the UPS as soon as possible after connecting a computer to the UPS.

The following table describes the default values for main setting items.
PRLANIFO011B, 012B, 013B, and 014B
(this product)

Power failure confirmation time 60 sec. 60 sec.

Item PRLANIF001 and 002 (old product)*

30 sec. 30 sec.

Shutdown delaying time Time is counted even without registered devices | Time is not counted if no device is registered

UPS automatic stopping time 120 sec. 120 sec.
When power failure

occurred, automatically stop Do not stop Stop
the UPS

When power failure

recovered, automatically Do not start Start

start the UPS

*Some default values for this product are different from those for the PRLANIFO01 and 002. Check carefully if you have been
using the PRLANIF001 and 002.
The default values mentioned above are the same for the PRLANIF003, 004, 005, 006, 011, 012, 013, 014 and for this product.
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2.3.2 System configuration with a single UPS

This section describes an example of system configurations with 1 UPS.

(1) Power supply to networked devices

Hub | )
Power supply connection

{ —— .. B )

WS 1 WS 2 PC3
(Telnet/SSH) (Telnet/SSH) (UPS management software)

UPS + LAN interface card

Power supply connection

Explanation for the above illustration

e The UPS and computers 1 to 4 are connected to the same network.
e The UPS supplies the power to the hub and computers 1 to 3.

e The UPS shuts down WS 1 and 2 by directly logging in via a Telnet/SSH connection without using shutdown software.
(The optional UPS management software can also be used to shut them down.*)

e PC 3isinstalled with the UPS management software.*
Therefore PC 3 can be shut down via the network using the UPS management software.

e PC 4is used as the UPS management console and it controls the UPS from the web browser or Telnet/SSH terminal.
This PC is not subject to shutdown.

e Up to 50 devices can be connected to and managed from the UPS.

* Communication errors may be detected on GUI tools when running multiple instances of the GUI tool included in the UPS management
software; however, they cause no operational issues such as shutdown control.

Network environmental conditions, etc.

e Network devices such as routers and hubs should be covered by the UPS. Computers cannot be properly shut down in an
environment where network devices are unavailable in power failures.

e Assign a dedicated IP address for the UPS.
e You should be able to log in to WS using a Telnet/SSH terminal to shut it down.
(When logging in using SSH, you may need to change the configuration file (sshd_config etc.) via the SSH server.)
e Configure the default gateway (router address) appropriately since redirections using ICMP redirect are not supported.
e You cannot use the UPS in an environment where the port numbers are converted by NAT or IP masquerade.
¢ Network names must be able to be converted to IP addresses by a DNS or other means if you are using network names.

IPv4 address environment:

e The network name must be able to be converted to an IP address as follows if you are assigning an IP address to the UPS using
DHCP.
Register an IP address corresponding to the MAC address of the UPS to the DHCP server, and register the network name
corresponding to the IP address to the DNS server, WINS server, or Host file.
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(2) Mixed environment with a computer connected via the serial port

Hub .
Power supply connection

(- —— G - 0 UPS + LAN interface card

Serial
connection

—
PC/WS 4

WS 1 WS 2 PC3
(Telnet/SSH) (Telnet/SSH) (UPS management software)

Power supply connection

Explanation for the above illustration

e The UPS and computers 1 to 3 are connected to the same network.
The UPS supplies the power to the hub and all computers.

e The UPS shuts down WS 1 and 2 by directly logging in via a Telnet/SSH connection without using shutdown software.
(The optional UPS management software can also be used to shut them down.*)

e PC 3isinstalled with the UPS management software.*

Therefore PC 3 can be shut down via the network using the UPS management software.

e Computer 4, which cannot be connected to the same network as the UPS, or which cannot be connected to any network, can still
be shut down by connecting the "serial interface connector" of the UPS and the serial port of the computer. Only 1 computer can
be connected to the "serial interface connector".

When computer 4 is a PC: Use the Windows standard UPS service or the UPS management software.
Use the optional communication cable in this case.
When computer 4 is WS: Configure the serial port of the WS to allow terminal login to shut down, or connect the optional
communication cable and use the UPS management software.
e Up to 50 devices can be connected to and managed from the UPS.

* Communication errors may be detected on GUI tools when running multiple instances of the GUI tool included in the UPS management
software; however, they cause no operational issues such as shutdown control.

Network environmental conditions, etc.

¢ Network devices such as routers and hubs should be covered by the UPS. Computers cannot be properly shut down in an
environment where network devices are unavailable in power failures.

e Assign a dedicated IP address for the UPS.
e You should be able to log in to WS using a Telnet/SSH terminal to shut it down.
(When logging in using SSH, you may need to change the configuration file (sshd_config etc.) via the SSH server.)
e You need to configure the serial port of the WS to allow terminal login if you are connecting the WS to the serial port of the UPS.
e Configure the default gateway (router address) appropriately since redirections using ICMP redirect are not supported.
e You cannot use the UPS in an environment where the port numbers are converted by NAT or IP masquerade.
¢ Network names must be able to be converted to IP addresses by a DNS or other means if you are using network names.

IPv4 address environment:

e The network name must be able to be converted to an IP address as follows if you are assigning an IP address to the UPS using
DHCP.
Register an IP address corresponding to the MAC address of the UPS to the DHCP server, and register the network name
corresponding to the IP address to the DNS server, WINS server, or Host file.
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2.3.3 Operation sequence with a single UPS

This section describes the outline of the operation sequence.

(1) Sequence at a power failure

The following figure indicates the operation sequence when you have enabled "Automatically stop the UPS at power failure".

| Power restored within the confirmation time
Commercial Power failure IZ Power failure

power supply
status
Power failure Shutdown UPS automatic
confirmation time delaying time stopping time
UPS output
#1
f_)ﬁ_
= =||lo 1
Events* Si1e23 |3]1218[5|8F Q1
sl |s|lgzs A E-ENE-] 22 =t
o o O =
[} = @ @ 9] Q@ - Q.
SIS ES] |2 5]5]]2ll5s 5
) 2|5 & 2 2 & 3 2
2. 3 o = 3 3 S|=® 3
c 5 S c 5 5 @ %) ©
3| |@ ol @] |@ 2 X
= @
g g
;Y_J s g
= =1
1

Stop warning event repeated *1.You can also specify not to restore even if a power failure
in the "Indication cycle" is detected. In this situation, a stop warning is not
generated and shutdown is not performed.

* About events...

"Events" are phenomena such as a power failure, restoration, UPS malfunction, etc.
You can specify to send an e-mail, run the registered script, or record into the event log each time an "event" occurs.

Basic operations

(a) When a power failure occurs, the UPS waits for the restoration for the duration specified in "Power failure confirmation time".
The following processes do not take place if the power is restored within the "Power failure confirmation time".

(b) After the duration specified in "Power failure confirmation time", the UPS determines that the power is not restored, and initiates the
pre-shutdown process.
The pre-shutdown process executes processes specified by the user before the shutdown starts.

(c) The shutdown starts when the "Shutdown delaying time" elapses.
The UPS shuts down after the duration specified in "UPS automatic stopping time" if you have specified to automatically stop the
UPS.

See "2.3.1 UPS operations and configurations" for information on time settings for UPS operations in the event of a power
failure.

Caution

The shutdown process proceeds even if the power is restored within the "Shutdown delaying time" or "UPS automatic stopping
time". Also, the UPS is shut down if you have enabled "Automatically stop the UPS at power failure".

Shutdown operation of stopped devices>

"Exec. pre-shutdown operation" and "Shutdown execution" events are not executed when recovery cannot be performed (for
some reason or other).
Set terminal command "stopdevsdcond" when you want to execute these events to stopped devices.
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(2) Sequence at low battery voltage

Low battery detection

UPS automatic
stopping time

Shutdown delaying time

UPS output

Events

uoielado
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*1 You can also specify not to restore even if battery voltage
is low. In this situation, shutdown is not performed.
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Basic operations
(a) The following processes are automatically executed when the UPS detects "Low battery voltage".
(b) The pre-shutdown process is executed. The pre-shutdown process executes processes specified by the user before the shutdown
starts.

(c) The shutdown starts when the "Shutdown delaying time" elapses.
The UPS shuts down after the duration specified in "UPS automatic stopping time" if you have specified to automatically stop the

UPS.

Caution

"Low battery voltage" signals occur only in a power failure. They do not occur at normal times. They occur in one of the following

conditions.
- When battery voltage is low
- When the backup-time is below the specified value (supported UPS only)

(3) Scheduled shutdown sequence

Scheduled
Operation shutdown time

schedule 1

Scheduled shutdown | Waiting time x | Shutdown delaying | ups automatic
warning time Maximum number of| time stopping time
delay

UPS output

*1 This option is useful when you have specified to delay a
shutdown.
You can delay the pre-shutdown and shutdown processes
and display messages to users to log out from PCs.
If you have not specified to delay a shutdown, irreversible
and pre-shutdown processes are successively executed.

Events
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Logout prompt event repeated in
the "Indication cycle"

Stop warning event repeated in
he "Indication cycle"

Basic operations
(a) If you have specified to delay the UPS shutdown, the delay process is executed at the scheduled shutdown time.
(b) Computers are shut down after the "Shutdown delaying time" and the UPS is shut down after the "UPS automatic stopping time".
(c) The UPS starts up at the scheduled start-up time. (Computers are turned on when the UPS is started up.)

See "5.4 Configuring Scheduled Operations" for how to schedule UPS operations.

Caution

Connect computers to the UPS if you are using the "scheduled operation" function for automatically starting up or shutting down
computers.
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(4) Remote shutdown sequence

Shutdown request from the web
management tool or SNMP manager .

Scheduled
shutdown time ~ *2
Delay time Shutdown delaying |shutdown delaying tim¢ UPS automatic
specified at the time x Maximum stopping time
shutdown number of delay
UPS output
Events
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Stop warning event repeated J
in the "Indication cycle"

Logout prompt event repeated
in the "Indication cycle"

*1 The stop warning event does not occur when you are shutting down by the remote switch
on the UPS since it causes an immediate irreversible status.

*2 This option is useful when you have specified to delay a shutdown.
You can delay the pre-shutdown and shutdown processes and display messages to users
to log out from PCs.
If you have not specified to delay a shutdown, irreversible and pre-shutdown processes
are successively executed.

Basic operations

(a) When shutting down the UPS from the web management tool or SNMP manager, you can delay the process by specifying the delay
time ("Time before starting the operation”).

(b) The delay process is executed if the UPS is configured to delay the shutdown.
(c) Computers are shut down after the "Shutdown delaying time" and the UPS is shut down after the "UPS automatic stopping time".
(d) After the UPS is shut down, you can start it up from the web management tool or SNMP manager.

(5) Shutdown sequence when no computer is connected

Power restored within the confirmation time

. Power failure Power failure

Commercial

power supply

status
Power failure > ) .= UPS automatic
confirmation time [Shutdown delaying ime o 55in g fime

UPS output

Events

uonelolsal
a|qISIanall|

aln|ie) 1amod
aln|ie} Jamod

Basic operations
(a) When a power failure occurs, the UPS waits for the restoration for the duration specified in "Power failure confirmation time".
(b) After the duration specified in "Power failure confirmation time", the UPS determines that the power is not restored.

(c) When the "Shutdown delaying time" elapses, the UPS shuts down after the duration specified in "UPS automatic stopping time" if you
have specified to automatically stop the UPS.
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(6) Shutdown sequence for a major breakdown

When you configure to shut down in the event of a major breakdown.

Major breakdown Confirmation time | Shutdown delaying time

UPS output ON

Events
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You can also configure not to shut down
in the event of a major breakdown.
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Stop warning event repeated /

in the "Indication cycle"

Basic operations

(a) When a major breakdown occurs, the UPS waits to recover from the breakdown for the duration specified in "Confirmation time" if
you have specified to shut down in the event of a major breakdown.The following processes do not take place if the major breakdown
is resolved within the "Confirmation time".

(b) After the duration specified in "Confirmation time", the UPS determines that the breakdown cannot be resolved, and initiates the
pre-shutdown process. The pre-shutdown process executes processes specified by the user before the shutdown starts.

(c) The shutdown starts when the "Shutdown delaying time" elapses. The UPS does not shut down even after the "UPS automatic
stopping time" elapses.

See "4.3.1 Configuring UPS operations" for information on time settings for UPS operations in the event of a major
breakdown.

Caution

The shutdown process proceeds even if the breakdown is resolved within the "Shutdown delaying time". ]

(7) Shutdown sequence for an overload

When you configure to shut down in the event of an overload.

4

Overload |—/ Confirmation Shutdown delaying time

time
UPS output ON
— You can also configure not to shut down

Events o212 |5]e D 4] in the event of an overload.
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Stop warning event repeated in|
the "Indication cycle"

Basic operations
(a) When an overload occurs, the UPS waits to recover from the overload for the duration specified in "Confirmation time" if you have
specified to shut down in the event of an overload. The following processes do not take place if the overload is resolved within the
"Confirmation time".

(b) After the duration specified in "Confirmation time", the UPS determines that the overload cannot be resolved, and initiates the
pre-shutdown process. The pre-shutdown process executes processes specified by the user before the shutdown starts.

(c) The shutdown starts when the "Shutdown delaying time" elapses. The UPS does not shut down even after the "UPS automatic
stopping time" elapses.

See "4.3.1 Configuring UPS operations" for information on time settings for UPS operations in the event of an overload.

Caution

The shutdown process proceeds even if the overload is resolved within the "Shutdown delaying time".

When "Overload Recovery Operation” is set in the UPS, if the overload continues to occur and is set to recover automatically
from bypass operations after a fixed time, shutdown is not performed after the confirmation time has elapsed for overload
generation/recovery. When shutting down due to an overload, set so that it does not automatically recover from bypass
operation after a specified amount of time.
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(8) Shutdown sequence for a measured value deviation

When you configure to shut down in the event of a measured value deviation.

The following diagram indicates the operation sequence for a value deviation when the maximum temperature of the UPS is
specified at 40°C in "Monitor Warning Level Deviation".

Temperature 40°C out of the N\ 30 sec. (changeable)
normal range | >

Confirmation time | spytdown delaying time UPS automatic
stopping time

UPS output
{_)% | I
Events g % g g g 50 2
ol sl B [2]188 S
[ |- Q
=0 s s b = o
o o | al|la8 s
=}
> g s3] [Z]]=® 3
> S5 (@ ) @ )
o} g Q| (@ g > You can also configure not to shut down
AX|— 2 = in the event of a measured value
_é/ g 5 deviation.
=}

IStop warning event repeated
in the "Indication cycle"

Basic operations

(a) The UPS waits to recover for the specified "Confirmation time" when the measured value deviates from the specified normal range if
you have selected "Shutdown upon deviation" under "Monitor Warning Level Deviation" described in "5.7 Configuring Measured
Value Administration Information”. The following processes do not take place if the deviation is resolved within the "Confirmation
time".

(b) After the duration specified in "Confirmation time", the UPS determines that the deviation cannot be resolved, and initiates the
pre-shutdown process. The pre-shutdown process executes processes specified by the user before the shutdown starts.

(c) The shutdown starts when the "Shutdown delaying time" elapses. The UPS shuts down after the "UPS automatic stopping time"
elapses.

Caution

The shutdown process continues to the end even if the measured value recovers to the normal range during [Shutdown
delaying time] and [UPS automatic stopping time].

After the [UPS automatic stopping time] has expired, the UPS auto stop and deviation recovery for UPS automatic
operation settings are made according to the "UPS automatic stop / start operation" settings in "5.7.2 Configuring
measurement value deviation monitoring”.
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2.3.4 UPS with output distribution control

UPS that are capable of power output distribution control have "OUTPUTO0", "OUTPUT1", and "OUTPUT2" outlets. These outlets
operate differently as shown below.

Outlet name Description
Depending on the UPS model, you can set "Always ON". When the setting value is "Always ON", you cannot
OUTPUTO turn off the output at normal times. OUTPUTO continues to supply the power even when OUTPUT1 and
OUTPUT2 are turned off due to an input error. Therefore, this outlet is suitable for network devices such as
hubs.
OUTPUT1 This outlet operates according to the UPS operation settings.
Connect computers or other devices that require shutdown at a power failure or automatic start-up by the
scheduled operation. OUTPUT1 and OUTPUT2 operate independently; therefore, you can configure them with
OUTPUT2 different timings to turn ON and OFF to start up and shut down respective devices.

See "5.2.4 Configuring delay time on UPS power outlets" for information on how to configure the output ON delay time and output OFF
delay time for OUTPUT1 and OUTPUT2.
The following indicates the operation sequence when OUTPUT1 and OUTPUT2 are specified with output ON delay time and output OFF

delay time.
Power failure  ['UPS automatic stopping time" Power restoration
elapsed
Commercial I
power supply |
status . 1 1 1 i
\OFF delay, 1 ' ON delay; ,
‘time | H rtime ' '
h ] H D E— i
OUTPUT1 ! .—!—
E OFF deliay time E i ON delay time E
—
OUTPUT2 | ' S—

' ]
Ll
Output off Output on :

Caution

When ON delay time is set in "5.2.4 Configuring delay time on UPS power outlets" and control for
Outputl or Output2 is turned on individually, the ON delay time is not counted.
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2.3.5 Power redundancy system configuration with multiple UPS

This section describes an example of the power redundancy system where multiple UPS are configured to be linked as a "UPS
group™.

* About UPS groups... »

A UPS group indicates multiple UPS on the same network configured to operate as a single system. Each UPS is registered as a member of

the UPS group and used as part of the power redundancy system. These UPS coordinate functions such as starting up, shutting down, and
scheduled operations.

The following figure indicates a configuration where UPS 1 to 3 form a UPS group. Up to 5 UPS can be configured as a UPS group.

Computer 1 Computer 2 Computer 3 Computer 4
connected to UPS 1 connectedto UPS1and UPS2  connected to UPS 1and UPS 3 connected to UPS 1, UPS 2, and UPS 3

LAN
LAN LAN ) LAN
interface card interface card interface card
Qoffecccccccccccccccccp
‘offeeccccccccccccnnaas cocflesecccccccccp
Communication
% between the UPS
UPS1 UPS 2 UPS 3 | Ponerspny
Power supply
Power supply I

[Explanation for the above illustration|

e UPS 1to 3 and computers 1 to 4 are connected to the same network.
e UPS 1 to 3 communicate via LAN interface cards.

e UPS 1 supplies the power to computer 1.

e UPS 1 and UPS 2 supply the power to computer 2.

e UPS 1 and UPS 3 supply the power to computer 3.

e UPS 1, UPS 2, and UPS 3 supply the power to computer 4.

Network environmental conditions, etc.

¢ Network devices such as routers and hubs should be covered by the UPS. The UPS linkage function does not operate correctly in
an environment where network devices are unavailable in power failures.

e Other network environmental conditions are the same as "Network environmental conditions, etc." from "2.3.2 System
configuration with a single UPS".
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UPS will not provide the backup power supply to a computer if the computer's device information is not registered to the UPS even if the
computer is connected to multiple UPS in a power redundancy system. Register the device information to all UPS to which the computer is

connected.

The shutdown sequence at a power failure varies depending on the "UPS count" in power redundancy systems using UPS groups. See

"2.3.6 Operation sequence of power redundancy systems".

Devices may not be shut down in a power failure depending on the value of "UPS count" in power redundancy systems. However, the

message (as the default) to notify of a shutdown is sent from the UPS where the power failure occurred to the devices.
See "5.10 Configuring UPS Linkage" or "8.11.2 Configuring UPS count for UPS linkage" for details.

You cannot form a power-supply redundancy system configuration with a UPS that does not support IPv6 addresses.
You cannot use in combination with older products (PRLANIF003/004/005/006, PRLANADP001/002, PRLANBOX001/002).
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2.3.6 Operation sequence of power redundancy systems

This section describes the outline of the operation sequence in power redundancy systems.
The following figure indicates a power failure at UPS 1 in a system where 3 UPS are grouped.

* About "UPS count"... >

~
"UPS count" indicates the required number of normally operating UPS to supply the power to computers in the event of a power failure.
Computers are shut down when the number of normally operating UPS is less than the specified number.

Configure "UPS count" on each UPS where computers are registered. You can specify either the same value or a different value on each UPS.
The UPS is not counted as in the normal operation if one of the following applies.

- In the irreversible error status - In the bypass operation - End of the battery life

- Output off or output system off - In the overloaded status - In the major breakdown status

- In the internal com. trouble status - In the low battery voltage status

Computer 1 Computer 2 Computer 3 Computer 4
UPS 1 UPS1+UPS2 UPS1+UPS3 UPS1+UPS2+UPS3
*UPS count: 1 *UPS count: 1 *UPS count: 2 *UPS count: 2

A
LAN | Shutdown request 4 Shutdown request l

Qo QQeccccccccccces cofleseccccccced
Communication
between the UPS

UPS 1 UPS 2 UPS 3
Power supply

Power supply

Power supply
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Operation sequence of computer 1

Computer 1

"UPS count : 1”
Computer 1 is shut down by UPS 1.
UPS 2 and UPS 3 do not supply backup power since they are not connected.

Commercial circuit 1  ——————

Power failure

UPS 1 output

Events

Commercial circuit 2

UPS 2 output

Commercial circuit 3

UPS 3 output

Operation sequence of computer 2
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Although UPS 1 shuts down, computer 2 continues to operate using the
power supplied by UPS 2.

Computer 2

_/—| Power failure

Commerecial circuit 1

Power failure
confirmation time

Shutdown
delaying time

UPS automatic
stopping time

UPS 1 output

Events

Commercial circuit 2

UPS 2 output

ain|rey Jamod
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Operation sequence of computer 3

"UPS count : 2"

Although computer 3 can operate using the power supplied by UPS 3, computer
3 will be shut down because "UPS count” is set to “2” thus the number of
available UPS is less than the specified value.

Computer 3 I
OFF
Power failure
Commercial circuit 1
Power failure Shutdown UPS automatic
confirmation time delaying time stopping time
UPS 1 output
o (%] 0] S| m (%)) : OFF
18l 18] «2 |33 2
Events @ c =2 |a|? g
MR ] S0 |glo IS
Z15||15| €2 |c|s 5
S| |55 -5 |[®|a @
“1e]el 88| |8 8
c Q Q
® T 5] c
g)’ Q = =
2 E S
o o
A 3 Shutting down because
® |[&— |available UPS (1) < UPS count (2)
S
Commercial circuit 2 | e
UPS 2 output ON
3TSLD
22282
g 2292
g &
~ @
Commercial circuit 3
UPS 3 output - ON
227
Eheg=
223
g< =
@
Operation sequence of computer 4 "UPS count : 2°

Operations at a power failure |

Although UPS 1 shuts down, computer 4 continues to operate using the power
supplied by UPS 2 and UPS 3. Computer 4 is not shut down since it has 2
available UPS and the "UPS count" is “2”.

Power failure

Commercial circuit 1 m———

UPS 1 output

Events

Commercial circuit 2

UPS 2 output

Commercial circuit 3

Power failure Shutdown UPS automatic
confirmation time delaying time stopping time
ol || |w = I
3 |g||2 0§ 3 OFF
= S| | S 2 | <
5} So |ao
= s s <3 |5
FARE 2 35 |2
= E E] 239 [T
s S| 3 S8 |®
@ «Q «Q Qo
% Not shutting down because
I% available UPS (2) > UPS count (2)
» » | ON
227
238 =
282
o
ON

UPS 3 output

a|qejrene
Alddns
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Operations at start-up

The start-up sequence varies depending on the "UPS count" if you have configured computers to start when the UPS start .

"UPS count : 2"
Computer 4 starts when UPS 1 and UPS 2 have started to make 2
available UPS and a "mqgic packet" is sent because the "UPS count" is
set to “2" for computer 4.

ON

Computer 4 w_| Starting the computer when it becomes
available UPS (2) > UPS count (2)

ON

UPS 1 0UtpUt  p——

ON

UPS 2 output

ON

UPS 3 output

Caution

*1 See "5.1.4 Configuring the Wake On LAN function".
*2 The above figure indicates an example where devices automatically start as UPS 1 to 3 start in succession. Some devices may
not automatically start depending on the start or shutdown status of the linked UPS.

After power failure recovery, to be synchronized start-up timing of UPS group members.
If UPS automatic start-up is setting after power failure recovery, UPS group members may not start at one time such as causing

time difference at power failure/recovery in each commercial circuits.
If the setting of Terminal tool command "acsyncstart" is ON (default value: OFF), the power is restored, at the time the UPS
group members all of the UPS is ready for start-up, do the start-up operation to simultaneously start each UPS.

All UPS start-up with

¢—| Power failure recovery| ,l this timing.

Commercial ON
circuit 1 I

ON
UPS 1 Output

l/—|Power failure recovery|

Commercial ! ON
circuit 2

ON
UPS 2 Output
Commercial ON
circuit 3
UPS 3 Output ON

Computer

Caution

After power failure recovery, each UPS confirm start-up time depending from the operation status of UPS group members.
After power failure recovery, in the case of network communication with the other group members' UPS is not established after a lapse of
confirmation time (120 seconds), own UPS will start-up without synchronization-start.
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2.3.7 UPS linkage operation sequence by "Synchronization setting by causes”

In "Synchronization setting by causes" between UPS group members, you can set the linkage operations for the UPS group when a

primary cause occurs.

/‘ About “Synchronization setting by causes‘>

)

When the following primary events occur in UPSs for UPS group members, you can set start/stop** operations for all UPSs in the U

group.
» UPS control request from the remote  + Scheduled operation « Irreversible by power failure
* Irreversible by low battery voltage « Irreversible by major breakdown occurs*? « Irreversible by overload occurs*
« Irreversible by load factor deviation « Irreversible by UPS temp. deviation « Irreversible by input voltage deviation

*1. From "Synchronization setting by causes", for settings that startup the UPSs when a primary event recovery occurs, and when
each of the above mentioned primary events occurs, the UPSs are not started until the primary events have been recovered.
However, if the network communication cannot be performed between other UPS group member even when the confirmation-time
(120 seconds) has elapsed, the devices start.

\ *2. The UPS does not shut down during a major breakdown or an overload. J

Network environmental conditions, etc.

¢ Network devices such as routers and hubs should be covered by the UPS. The UPS linkage function does not operate correctly in
an environment where network devices are unavailable in power failures.

e Other network environmental conditions are the same as "Network environmental conditions, etc." from "2.3.2 System
configuration with a single UPS".
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2.3.7.1 Linkage operations for UPS management requirements

You can receive management requirements from web management tools/SNMP managers, and perform startup/shutdown for all
UPSs in a UPS group. The following is an example of system configuration.

System configuration

Computer 1 Computer 2 Computer 3

LAN | A Shutdown request | f Shutdown request

aEEEEEEESEEEEEEEEEEEEEEEEEEEEEEEEEEsEEEseeenemeenmnnl
.

Control request(Stop / Start) from Web

ETTTTTLTY

v / SNMP manager
Qo Poooccccece I 2
Communication
between the UPS
UPS 1 UPS 2

Power Power
supply supply

[Explanation for the above illustration|
e UPS 1to 2 and computers 1 to 3 are connected to the same network.
e UPS 1 supplies the power to computer 1.
e UPS 2 supplies the power to computer 2.
e UPS 1 and UPS 2 are members of a UPS group.
e Computer 1 is set as the shutdown device in UPS 1.
e Computer 2 is set as the shutdown device in UPS 2.
¢ "Run in sync at UPS management requirements" is set for "Synchronization setting by causes" in UPS 1 and UPS 2.
¢ Using the Web or SNMP manager from computer 3, run management requirements for UPS 2.
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Starting up and shutting down according to UPS management requirements

For "Synchronization setting by causes”, when UPS management requirements are set, control requests can be sent from web
management tools/SNMP managers etc. to one UPS, which can in turn perform startup/shutdown for all UPSs in a UPS group.

Start request from the Web

Stop request from the Web
Management tool.

Management tool.

Computer 3 ON
Stop control to UPS 2 Start control to UPS 2
; UPS automatic "
Shutdown delayin Py
Y ime ying stopping time V
UPS 2 output [ ON
OFF
5180 29
22 35
Events 529 cg
alae =
g|5e S3
of &
c
g
Q
H
> Shutdown by UPS 2
Computer 2 ON
| OFF
The stopping request The siooi q
Shutdown delaying | UPS automatic "
time stopping time
UPS 1 output I ON
— 20
e 22 OFF
el oF
Events o (8P 52
al5T
&Se =3
o &
c
§
H
> Shutdown by UPS 1
Computer 1 ON
OFF

Basic operation
(a) Shutdown is performed in UPS 2 from the web management tool/SNMP Manager.

(b) A shutdown request is issued to UPS 1 from UPS 2.
Power is not restored for UPS 1 and UPS 2, and the pre-shutdown process is executed.
The pre-shutdown process executes processes specified by the user before the shutdown starts.

(c) For UPS 1 and UPS 2, the shutdown starts when the "Shutdown delaying time" elapses.
(d) UPS 1 and UPS 2 shutdown after the "UPS automatic stopping time" elapses.
(e) Startup control is performed in UPS 2 from the web management tool/SNMP Manager.

(f) A startup request is issued to UPS 1 from UPS 2.
Operations start for UPS 1 and UPS 2.
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2.3.7.2 Linkage operations by schedule management

When scheduling information is set for a UPS within a UPS group, you can startup and shut down all UPS within that group according
to the schedule. The following is an example of system configuration.

System configuration

Computer 1 Computer 2

Shutdown request
LAN anuat
IR TXEIRT e ISR 2
Communication
between the UPS
UPS 1 UPS 2
Power
supply
Power
supply

[Explanation for the above illustration|
e UPS 1to 2, and computers 1 to 2 are connected to the same network.
e UPS 1 and UPS 2 supply the power to computer 1.
e UPS 2 and UPS 1 supply the power to computer 2.
e UPS 1 to 2 are members of a UPS group.
e Computer 1 as well as computer 2 are set as the shutdown device in UPS 1 and UPS 2.
¢ "Run in sync at schedule management" is set for "Synchronization setting by causes" in UPS 1 to UPS 2.
e Schedule information for schedule management is set in UPS 1.
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Operating startup and shutdown by schedule management

When set so that UPS linkage is performed during schedule management in "Synchronization setting by causes", schedule
management is performed for the UPSs for all UPS group members using the scheduling information set in the UPS.

Schedule information ON
of UPS 1
OFF
Shutdown delaying [ UPS automatic "
time stopping time
UPS 1 Output | —— ON
f_)ﬁ
slem 29 OFF
@ |D® @ =
Events H e gg_’
2153 gg
ol 5
c
g
]
S z_|Shutdown by UPS 1 or UPS2
Computer 1 ON
| OFF
Stop request
from UPS 1 to UPS2 Start request
from UPS 1 to UPS2
Shutdown delaying | UPS automatic "
time stopping time
UPS 2 output I ON
— 20
—lom 22 OFF
AR eg
Events <lgo =%
e 58
al5T
&Se =3
ol &
=1
joll
2
> ¢ _|Shutdown by UPS 1 or UPS2
Computer 2 Y ON
OFF

Basic operation

(a) Schedule operation information is set in UPS 1.

(b) A stop request is issued to UPS 2 using the stop schedule in UPS 1.
Power is not restored for UPS 1 and UPS 2, and the pre-shutdown process is executed.
The pre-shutdown process executes processes specified by the user before the shutdown starts.

(c) For UPS 1 and UPS 2, the shutdown starts when the "Shutdown delaying time" elapses.
(d) UPS 1 and UPS 2 shut down after the "UPS automatic stopping time" elapses.
(e) UPS 1 starts up using the start schedule in UPS 1.

(f) A startup request is issued to UPS 2 from UPS 1.
Operations start for UPS 1 and UPS 2.
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2.3.7.3 Linkage operations due to error events

When the error events occur in UPSs for UPS group members, such as power failures, malfunctions, deviations in measurement values,
and so on, you can shut down all UPSs in the UPS group. You can restart the UPSs by clearing the error event. The following is an
example of system configuration.

System configuration

Computer 1 Computer 2 Computer 3

-
=

Shutdown request ‘ |

Shutdown request

Shutdown request ‘

LAN

ETTTTTLTY
TTTTTTTTY

Communication
between the UP!

UPS 2
Power
supply
Power
supply

[Explanation for the above illustration|
e UPS 1to 2, and computers 1 to 3 are connected to the same network.
e UPS 1 and UPS 2 supply the power to computer 1.
e UPS 2 and UPS 1 supply the power to computer 2.
UPS 2 supplies the power to computer 3.
e UPS 1 to 2 are members of a UPS group.
Computer 1 as well as computer 2 are set as the shutdown device in UPS 1 and UPS 2.
"Synchronization setting by causes" - "Run in sync at a power failure or low battery voltage" is set to "Enable" in UPS 1 to 2.
"Synchronization setting by causes" - "Power failure occurs, Shutdown execution" is set to "Enable" in UPS 1 to 2.
"Synchronization setting by causes" - "UPS automatic stop / start operation" is set to "Stop / Start" in UPS 1 to 2.
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Starting up and shutting down due to power failure

For "Synchronization setting by causes", when linkage is set if a power failure or low battery voltage occurs, recovery from the
power failure cannot be performed for UPSs in the UPS group, and all UPSs in the group are shut down.
When the UPS starts up due to power recovery, all UPS group members startup.

Commercial circuit Power failure ON
recovered

OFF
Power failure Shutdown delaying  [UPS automatic "
Confirmation time time stopping time
UPS 1 output ON
=loml o0 OFF
355 a2
Events 589 c g_’
% |8a =
g|Ss 83
ol g
g_' Shutdown by UPS 1 or UPS2
=
=
Computer 1 ON
OFF
Stop request Start request
from UPS 1 to UPS2 from UPS 1 to UP$2

Shutdown delaying " uPs automatic

v time stopping time \ %

UPS 2 output

g 2w OFF
=S| em| =
3|85 g8
Event 3| g? 3]
vents % §% Sg
o o
c
g Shutdown by UPS 1 or UPS 2
=
=
Computer 2 ON
OFF
I ,_|Shutdown by UPS 2
Computer 3 ON
OFF

Basic operation
(@) When a power failure occurs, UPS 1 waits for the restoration for the duration specified in "Power failure confirmation time". The
following processes do not take place if the power is restored within the "Power failure confirmation time".
(b) After the duration specified in "Power failure confirmation time", UPS 1 determines that the power is not restored, and initiates the

pre-shutdown process.
The pre-shutdown process executes processes specified by the user before the shutdown starts.

(c) When power is not restored to UPS 1, it issues a shutdown to UPS 2. Power is not restored for UPS 2, and the pre-shutdown process
is executed.

(d) For UPS 1 and UPS 2, the computer shutdown starts when the "Shutdown delaying time" elapses.
(e) UPS 1 and UPS 2 shut down after the "UPS automatic stopping time" elapses.

(f) When UPS 1 recovers from the power failure, it performs startup control.

(g) A startup request is issued to UPS 2 from UPS 1. Operations start for UPS 2.
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2.3.8 System configuration and operation sequence when connecting a sensor

You can connect a sensor if the LAN

This section describes examples of system configurations and the operation sequence :
interface card supports sensors.

when a temperature sensor and humidity sensor are connected.

2.3.8.1 Configuration with a single UPS

System configuration

Rack 1 Rack 2

UPS 1
WS1 WS 2 PC 3

(Telnet/SSH) (Telnet/SSH) (UPS Management Software)

LAN Interface
LAN Card

— ‘T

I Power-supply l

Temperature sensor 1 Temperature sensor 2

[Explanation for the above illustration|

e UPS 1 and Computers 1 to 3 are connected to the same network.

e UPS 1 supplies the power to Computers 1 to 3.

e Temperature sensors 1 and 2 are connected to the LAN Interface Card of UPS 1.

o Temperature sensor 1 measures the temperature inside rack 1.

e WS 1 is configured to shut down if the measured values of temperature sensor 1 deviate from the warning level. **
When a warning level deviation occurs, WS 1 shuts down.

o Temperature sensor 2 measures the temperature inside rack 2.

e WS 2 and PC 3 are configured to shut down if the measured values of temperature sensor 2 deviate from the warning level. **
When a warning level deviation occurs, WS 2 and PC 3 shut down.

i’ Operation settings when a deviation occurs|
When you perform sensor deviation monitoring, select "Shutdown upon deviation" from the measured value administration
function, and then select the device in "Devices to be shut down" that you want to shutdown when a deviation occurs. If you do not
select a device in which a deviation in measurement values occurs, shutdown is not performed.
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‘ (1) Operation sequence in the event of temperature sensor 1 measurement value deviation

Rack 1 l/_| Measured value deviation occurs |
Temperature sensor 1 %
WS 1
A OFF
Rack 2 > - -
Confirmation time | Shutdown delaying UPS automatic
time stopping time
UPS 1 output ON
.
olfel[@][F]e=D
e||S||5||a|2ea
s || © ©° < [|[g 2
Events 21 = = [ _
g' ] o % 58 Do not stop while
S S||®]| s WS 2 and PC 3
Q|| @ are in operation.
Temperature sensor 2 Measured value normal
WS 2 ON
PC 3 ON

Basic operations
(a) If the measurement value of temperature sensor 1 deviates from the warning level, the UPS waits for the recovery for the designated

Confirmation time|.

(b) When the [Confirmation time| elapses, the UPS determines that the power is not restored, and initiates the pre-shutdown process. The
pre-shutdown process executes processes specified by the user before the shutdown starts.

(c) Shutdown of WS 1 starts when the [Shutdown delaying time] elapses.
(d) UPS 1 continues its operations and supplies the power to WS 2 and PC 3.

‘ (2) Operation sequence in the event of temperature sensor 2 measurement value deviation

Rack 1 Measured value normal
Temperature sensor 1

WS 1 ON
Rack 2 Measured value deviation occurs
Temperature sensor 2
WS 2
OFF
PC 3
OFF

A

Confirmation time | Shutdown delaying UPS automatic
time stopping time

UPS 1 Output ON
ol ol @|[=les=wm 20
s|| S|l £||3[E3s 8g
sl sl =||2lg28 28
Event 2l = =1|&|52 g2
S 5] ) g 58 S35 Do not stop
> > = . .
2 2|5 g yvhlle WS 1is
«Q «Q in operation.

Basic operations
(a) If the measurement value of temperature sensor 2 deviates from the warning level, the UPS waits for the recovery for the designated
Confirmation time|.

(b) When the [Confirmation time| elapses, the UPS determines that the power is not restored, and initiates the pre-shutdown process. The
pre-shutdown process executes processes specified by the user before the shutdown starts.

(c) Shutdown of WS 2 and PC 3 starts when the [Shutdown delaying time] elapses.
(d) WS 1 continues its operations by the power supply from UPS 1.
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2.3.8.2 Configuration with multiple UPSs

System configuration

Rack 1
Temperature sensor 1 Temperature sensor 2 Rack 2
Computer 1 | | Computer 3
P o | LAN =]
Connect to UPS 1 i Connect to.UPS land2
UPS count: 1 - UPS count: 1
=Sl * —— p—
~ —2
‘—‘_-‘I—/“w “*‘—|__/
Computer 2
ml e Connect to UPS 2
Connect to UPS 1 1 ‘ Uggncegun?- 1
UPS count: 1 = ‘ '
i —9—1_‘7 —
‘—\—__/.__
e R e .
yUPS 1 1
i i
' 1
' 1
1 1
i I 1
i Communication between the UPS i i
i oerercccscccccccscccccccccccccccccccc '
H LAN interface card LAN interface card i
: UPS group !
! [

[Explanation for the above illustration|

e UPSs 1 and 2, and Computers 1 to 4 are connected to the same network.

e UPS 1 supplies the power to Computers 1 to 3.

e UPS 2 supplies the power to Computers 3 and 4.

e Temperature sensors 1 and 2 are connected to the LAN Interface Card of UPS 1.

e Temperature sensor 1 measures the temperature inside rack 1.

e Computers 1 and 2 are configured to shut down if the measured values of temperature sensor 1 deviate from the warning level.
*! When a warning level deviation occurs, computers 1 and 2 shut down.

e Temperature sensor 2 measures the temperature inside rack 2.

e Computers 3 and UPS 2 are configured to shut down if the measured values of temperature sensor 2 deviates from the warning
level. *! When a warning level deviation occurs, computers 3 and 4(shutdown by UPS 2) and UPS 2 shut down.

e UPSs 1 and 2 are registered as the UPS group members.

e The necessary number of UPS is set to 1 on Computers 1 to 4.

e UPSs 1 and 2 are configured to "Stop/Start" in the event of a deviation.

i Operation settings when a deviation occurs]
When you perform sensor deviation monitoring, select "Shutdown upon deviation" from the measured value administration
function, and then select the device in "Devices to be shut down" that you want to shutdown when a deviation occurs. (When you
select UPS, all devices connected to the UPS are shut down.)
If a device that is not selected generates a deviation in measurement values, shutdown is not performed.
Also, "UPS automatic stop / start operation" can be set for each sensor. (This configuration is operation settings for UPS 1.)

INetwork environmental conditions, etc)

e Network devices such as routers and hubs should be covered by the UPS. The UPS linkage function does not operate correctly in
an environment where network devices are unavailable in power failures.

e Other network environmental conditions are the same as "Network environmental conditions, etc." from "2.3.2 System
configuration with a single UPS".
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Operation sequence in the event of temperature sensor 2 measurement value deviation

Rack 1

Temperature sensor 1

Computer 1

Computer 2

UPS 1 output

Measured value normal

ON

ON
Confirmation time  |Shutdown delaying time| UPS automatic
stopping time

ON

—
gl 2] 2|5 s3r
= S| 32528
< 251
Ed =| =%z
g 5} 5} @, Sg

S| 3|20 g
=) S @ E
« «

uonnoaxXa UMOPINYS

\\ Do not stop while

Computer 1 and 2
are in operation.

Rack 2

Temperature sensor 2

UPS 2 output

Computer 3

Computer 4

Measured value deviation occurs }—Xb

&

Stop request from
UPS 1 to UPS 2

T

Shutdown delaying time

UPS automatic
stopping time

— w
= o >
Bl Y s
oo o
<lze e
[of R=0 =
=[133T E
o> ©
=2 ) 5
@ = o
s 2
g =
<) o
2 E
El

—— OFF

—{Shutdown by UPS 1 or UPS 2 |

¢ Shutdown by UPS 2

OFF

OFF

Basic operations

(a) If the measurement value of temperature sensor 2 deviates from the warning level, UPS 1 waits for the recovery for the designated

Confirmation time|.

(b) When the elapses, UPS 1 determines that the power is not restored, initiates the pre-shutdown process, and sends
a stop request to UPS 2.

The pre-shutdown process executes processes specified by the user before the shutdown starts.

(c) Shutdown of Computers 3 and 4 starts when the [Shutdown delaying time] elapses.

(d) UPS 2 shuts down after the [UPS automatic stopping time] elapses.

(e) Computers 1 and 2 continue their operations.

(f) UPS 1 executes the shutdown processes after the [UPS automatic stopping time] elapses; however, it continues operations without

stopping because Computers 1 and 2 are still running.

Caution

When measured value deviation recovers, if startup request cannot be issued to UPS 1 from UPS 2, UPS 2 remains stopped.
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3. PREPARATION

3.1 Checking the UPS

Check and perform the following items.
(1) Have you installed and connected the LAN interface card correctly in the UPS?
Refer to the manual supplied with the LAN interface card for information on how to install the LAN interface card.
(2) Have you configured the interface setting of the UPS to use the LAN interface card?
Configure the interface setting to "W/S mode" when using the LAN interface card. Refer to the UPS manual for details.

g

Start up the UPS. Refer to the UPS manual for information on how to start up.

3.2 Connecting the Network Cable

Connect the network cable to the UPS.

(1) Insert the network cable into the "LAN" connector on the LAN interface card in the UPS.
(2) Check that the connection status LED "LNK" is lit in green.

LAN  RS-232C Reset UPS

o
(2) Check that "LNK" is lit in Hﬂﬂ}ﬂﬂﬂ \_Mﬂﬂ_ﬂm?ﬂ]
green.

|
(LNK ACT

OPTION CARD

(1) Insert the network cable into the "LAN"
connector until it clicks.

Caution

e Do not force the network cable or the connector, or push them hard when connecting.

e Take care not to catch the cable in the front panel or the front door if you have installed the LAN interface card on the front
panel or inside the front door of the UPS.
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3.3 Configuring Network Addresses

These tasks are not required if you have already configured IP addresses following the manual supplied with the LAN interface card.

Configure the network addresses to make the UPS one of your networked devices.**

Specify an IPv4 address or IPv6 address, or both of them, and enable or disable the IP address(es) using the web management tool or
terminal tool.

The IP addresses are set as follows when shipped from the factory.
Modify it to an IP address according to your environment. It is recommended to record the IP address in the following table.

IPv4 address: | 192.168.1.1 |

Fixed IP address Assigned by DHCP **

IP address Assigned IP address

Subnet mask

Default gateway

DNS server address

IPv6 address:

IP Address **

IP address

Prefix length

Default gateway

DNS server address

Link local address **

You can modify IP addresses by one of the following methods. Modify using a method suitable to your environment. *°

1. Use terminal software and modify by connecting to the "LAN interface connector" on the UPS.

I:> See "12. Configuring Network Addresses" in the instruction
manual included in the LAN Interface Card.

2. Use Telnet or a web browser, and modify via the network.

I:> [Go to "3.3.1 Configuring via the network". ]

Caution
— Caution > N

*1. If you have a device whose address is the same as the UPS's default address in your network, configure the address using the "serial
interface connector” or connecting the UPS and computer directly with a crossover LAN cable.

*2. If you have specified the IP address to be assigned by DHCP, be sure to check if the IP address has been correctly assigned by the
DHCP server after restarting the LAN interface card. You cannot shut down the UPS properly in the event of a power failure if the IP
address is not correctly assigned.

*3. IP address assignment from a DHCP server is not supported when using an IPv6 address.

*4, This is assigned automatically based on the MAC address. This cannot be configured by the user.

*5. If you cannot communicate with the UPS via the network, use the "serial interface connector" to configure the address.
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3.3.1 Configuring via the network

(1) Check if your PC can communicate with the UPS over TCP/IP to use Telnet or a web browser.

Example) Test if you can communicate with the UPS using a ping command.
C:¥>Windows>ping 192.168.1.1

[ If you cannot ] [ If you can ]
Go to Step (2) and modify the network environment Go to Step (4) and modify the IP address of the UPS.

to enable communication.

Caution

(2) Run the following command from the Command Prompt on the PC. ) ' )
This example assumes a Windows environment.

Replace the network commands to respective

route add 192.168.1.1 MASK 255.255.255.255 <IPv4 address of the PC> : !
ones for UNIX/Linux environments.

Example) Assuming the computer's IP address is 172.30.1.10

C:¥>Windows>route add 192.168.1.1 MASK 255.255.255.255 172.30.1.10
C:¥>Windows>

This enables communications with the UPS. Undo the change in Step (5) after modifying the IP address.

(3) Test if you can communicate with the UPS using a ping command.
(4) Modify the IP address of the UPS.
Refer to "12. Configuring Network Addresses" in the manual supplied with the LAN interface card if you are

modifying the IP addresses by logging in to the UPS from a Telnet terminal.
See "5.2.1 Configuring the network" if you are modifying using a web browser.

(5) Revert the changes you made in the network environment in Step (2).

Run the following command from the Command Prompt on the PC.

route delete 192.168.1.1

The above changes make the UPS available in your network environment. Configure functions and operations for the UPS using the
web management tool or terminal tool.
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4. BASIC SETTINGS WITH THE WEB MANAGEMENT TOOL

You can configure various functions using the web management tool.
You can configure how to shut down devices connected to the UPS in basic settings. See "5. DETAILED SETTINGS WITH THE WEB

MANAGEMENT TOOL" for information on how to configure other functions.

4.1 Starting the Web Management Tool from a Web Browser

(1) Start the web browser.

e@ (= http://192.168.1.1

Enter the IP address of the UPS that you set in
"3.3 Configuring Network Addresses".

You can enter the address bar in the form of the following table.

The following table provides an example input address.

(2) Enter the IP address of the UPS in the
"address bar" of the web browser and
press "Enter".

If you use the IPv6 address,
Enter “http://[IPv6 address]”

Example of a UPS address

About display of Web management tool

http://UPS address

Starting the Java Web Start. Display in a separate screen from the Web browser,*" #2 %5

http://UPS address/index.html

Starting the Java applet in Web browser. ** %*

http://UPS address/index.htm

Starting the Java applet in Web browser. **

x4

,_| *1About starting the Web Management tool with Java Web start> N

N

If you enter the UPS address in the address bar, "Do you want to open or save SyWebTool.jnlp?" message appears.
Select the [Open]. The Web Management tool is started.
(The messages that are displayed depend on your Web browser.)

,_| Start a program using "SyWebTool.jnlp" file >

\\

The message appears "Do you want to open or save SyWebTool.jnlp?", and you can save the SyWebTool.jnlp file on your
computer. You can also use the SyWebTool.jnlp file on your computer to start the Web Management tool. (By using Explorer etc.)
You can use the SyWebTool.jnlp file by renaming the file.(File extension:jnlp cannot be changed)

N

When the Web Management tool is started, the screen below is displayed.

UPS account inpt

Account

w Enter the account.

|UpsAdmi n

Password

Y

Enter the password.
Characters are displayed as

|w*wwm

<

asterisks (*) as you type.

You can log in either as the administrator or as a user.

The following table describes the default values for account information.

(3) Check the characters to be entered in the
following table and enter the account and
password in single-byte characters using
the keyboard.

(4) Click the [OK] button.

Administrator User
Account UpsAdmin User
Password UpsAdmin (case sensitive) User (case sensitive)
. . . Allowed to browse UPS information, event logs,
Privileges Allowed to configure and browse all information. and part of the setting information.
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Caution

Use the user account when disclosing UPS information to users other than administrators.
You can modify the account information. See "5.2.2 Modifying login accounts on the UPS".

The web management tool "main screen" is displayed if account authentication is successful.
See "4.2 Main Screen and Menu Functions" for details on functions on the "main screen."

Basic semngs Schedule semngs Clock sefting | Ewtnd Somings View Caontrod | UPS information |
Connecting device information Cutiet 10GM) Ottt H0H]
Hamb{F 3d0ress) Type Condman Licatan Commant =
Shuidown test UPS inkage | Registration Change Deleie

/—l *2\When using Internet Explorer, displays message of "Unable to download>

~

If you are using an older version than Internet Explorer 11, the following message may be displayed on Web browser.
Please do the following.

Unable to download / from 172.30.3.124,

Click [OK] button, close this
message.

Unable to open this Internet site. The requested site is either unavailable or cannot be found.
Please try again later,

Next, don't close the Web browser, enter the IP address of the UPS in the "address bar" and press "Enter".

*0n startup, displays message of “Application Blocked by Security Settings”  ___———=~

Start the [Configure Java] from the Start menu, the following [Java Control Panel] is displayed \
Register the UPS address in “Exception Site List” in "Security" tab.

[ Qz fiova Contol e

General | Update | Java  Security | advanced

Enable Java contentin the browser

Security Level

The figure on the left is an example of Java 7's [Java Control
Panel]-[Security] screen.
The "Exception Site List" registers the UPS address
(172.30.3.124).

() Very High (Most secure setting)

Only Java applications identified by a non-expired certificate from a trusted authority will be
allowed to run.

®

) High (Minimum recommende)

Java applications identified by a certificate from a trusted authority wil be alowed to run.

(Note)
Depending on the version of Java, there are differences in the
contents of the screen of the Java Control Panel.

() Medum (Least secure setting)

All Java applications wil be allowed to run after presenting a security prompt.

/Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

rup:/fnz 30.3.124/




*% 0n startup, displays message of “An add-on for this website failed to run.” ==

Open "Internet Options" on the web browser.

Select “Trusted sites” from “Select a zone to view or change security settings.” on the “Security” tab.

Register theUPS address in "Trusted sites".

Internet Options ?

-
4 Select a zone to view or change securitysettings.

General Security Privacy Content Connections Programs Advanced

. 7 P
‘ ’ AN
@ 1 \
Internet  Local inh'anel\ IRl ! Restricted
sites

Trusted sites e
4" This zone contains websites that you
v trust not to damage your computer or
your files.
\ You have websites in this zone.

Security level for this zone
Allowed levels for this zone: Al
Medium
- Prompts before downloading potentially unsafe
content
| - Unsigned ActiveX controls will not be downloaded

[C]Enable Protected Mode (requires restarting Internet Explorer)

Custom level...

Reset all zones to default level

Cancel Apply

o

Click

Trusted sites X

# ‘fou can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zane:

’
Websites:

http:/{*.windowsupdate. microsoft.com A
http:/fgo.microsoft.com
http:/fmsdn.microsoft.com

Remove

[
1
1
1
1
I
I
\

[IRequire server verification (https:) for all sites in this zone

Close

Register theUPS address.

/—| *5 When you startup from Java Web Start, displayed a security message on your Web browm\

When you start the Web Management Tool by using Java Web Start, the following messages may be displayed.

» Windows cannot access the specified device, path, or file. You may not have the appropriate permission to access the item.
* Your current security settings do not allow this file to be downloaded.

In this case, please refer to the above the *4 " On startup, displays message of “An add-on for this website failed to run.” and

register the address of the UPS.
\§




4.2 Main Screen and Menu Functions

Main screen of the web management tool (assuming a UPS with power distribution control.)

Displays the location of the UPS, time*, and
program version information.

a

* The displayed time is for the computer
where the web browser is running, not
the time on the UPS.

A. Main menu buttons

Location:
Comment

Dite: 12/01/2012(Sat)
Time: 15:30
—

ROM Ver. P
WEB Ver. P*
-

Use these buttons to configure each item
and display menus such as status

Basicselings || Schedule seings |

Clock seling Event softings View Control

UPS information

display.

C ting device

Dutled 10N}

Name(P address)

Type Condiion Locafion Comment

B. Displays the output status of the UPS.
e The status of each outlet is displayed if
the UPS has power distribution control.

e The status is displayed as follows if the
UPS does not have power distribution
control.

UF3 condition: Start

AN C. Displays information on the registered
devices.

Stutcgwntest |

UPS linkage | [ Registration Change

You can register devices connected to the

Delets |K

UPS, modify and delete the information,

You can test shutting down the
registered device.

A. Functions of the main menu

The following table describes functions of the main menu.

and configure UPS linkage.

The item in pink is available when the LAN
interface card supports sensors and a sensor

is connected.

Menu/button Function name

Description

Basic settings Basic settings

You can configure network information for the UPS.

UPS settings

You can configure time settings for operations such as shutdown, and
configure operations at a power failure.

Output power distribution information

You can specify the delay for turning ON and OFF the power distribution
output. This function is available if the UPS is equipped with power
distribution control.

Service settings

You can configure service settings such as SNMP, Telnet, or SSH.

Account settings

You can modify accounts to log in to the UPS.

E-mail settings

You can configure the e-mail server.

Syslog notification

You can configure the conditions to notify the event log to the Syslog server.

Meas. manage

You can configure the values to be measured by the UPS.

Schedule settings | Operation schedule settings

You can enable or disable scheduled operations.

Schedule settings for a specified date

You can configure the schedule for a specific date.

Weekly schedule settings

You can configure weekly schedule settings.

Scheduled confirmation

You can display the time chart of the configured schedule.

Clock setting Clock setting

You can set the clock on the UPS.

Event settings Event-log settings

You can configure event log recording.

Condition of WS script execution

You can enable or disable WS script execution.

Edit of WS script

You can edit WS scripts.

WS script send confirmation

You can confirm that the WS script has been executed.

SSH authentication settings

You can configure SSH authentication for devices on SSH connection.

Condition of E-mail sending

You can configure the conditions to send e-mails.

E-mail address settings

You can configure recipients' addresses.

E-mail send confirmation

You can confirm transmission of e-mails.

View UPS real-time view You can display the UPS status and measurement values
Event-log view You can display the event log recorded in the UPS.
Sensor meas. value You can display the sensor status and measurement values.
Control UPS start up You can turn the UPS ON.
UPS stop You can turn the UPS OFF.
Start battery check You can start a battery check.

Stop battery check

You can stop the battery check.

UPS information | UPS information

You can display information for the UPS.
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B. UPS output status display

The following information is displayed depending on the type of UPS.
The UPS status is displayed if the UPS is not equipped with power distribution control.

Status display Description
Start The UPS output is ON.
Stop The UPS output is OFF.
Power failure A power failure is taking place.
Breakdown The UPS has a fault.
Overload The UPS has overload.

The status of outlet 1 (OUTPUT1) and outlet 2 (OUTPUT2) is displayed if the UPS has power distribution control.

Status display Description
Outlet 1 (ON) Output of outlet 1 (OUTPUT1) is ON

Outlet 2 (ON) Output of outlet 2 (OUTPUT2) is ON

Outlet 1 (OFF) Output of outlet 1 (OUTPUT1) is OFF

Outlet 2 (OFF) Output of outlet 2 (OUTPUT2) is OFF

C. Connecting device information

The following table describes the "types" of registered devices that are displayed in connecting device information.

Type Device type Remark
PC PC (network connection) UPS management software operating PC
PC (S) PC (LAN I/F card contact connection) «
WS WS (network connection) UPS management software operating WS
WS (S) WS (LAN I/F card Log-in connection) «
WS (T) WS (Telnet)
WS (SSH) WS (SSH)
ETC Other devices «

The following table describes the [Condition] of registered devices that are displayed in [Connecting device information].

Operational status Description
Operating The device is started.
The device is started. In case of normal communication of between UPS and UPS
Error i i i
management program is not established, or UPS management program is stopped.
Stop The device is stopped.
Shutting down The device is being shut down.

,—| Caution > .

e See "5.1.5 Performing a shutdown test for the registered devices" for the displayed status of devices which are being
shut down.

e The start and stop status displayed in [Condition] varies depending on the device types.

*1 PC(S) devices, WS(S) devices and ETC devices
e The UPS output is ON : Start
e The UPS output is OFF: Stop
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4.3 Basic Settings for Shutting Down Devices

This section describes basic settings for shutting down devices connected to the UPS. Devices can be shut down once these settings are
completed.

4.3.1 Configuring UPS operations

Configure as follows.

Main screen
Basic semngs Sehedule setings | Clock setting | Event settings View | Contrel UPS Information |
c device oultiEN)  owle2on, (1) Click the [Basic settings] button on the
MamellF address) Type Conation Lecation Comment = main screen
Shuldowntest | | UPE linkage | Registration Change Dulele

The [Basic settings] screen is displayed.

Basic settings

¥ IPv4 settings ¥ IPv6 settings

" Dynamic address from DHCP ¥ Static address IP address
P saoss. ILWMWWW (2) Click the [UPS settings] button on the
Subiet mask basic settings screen.

266.265.266.0 Default gateway

Default gateway (Set up only effective for static address)
[ DNS server
DNS server (Set up only effective for static address) |
[ Link local address

|faE[I: :2el:deff: felliafde

Location

Comment

Senvice settings Account settings E-mail seftings syslog notiication | Meas. manage |

OK Back

The [Control time information] screen is displayed.
The following screenshot is for UPS with power distribution control.

Configure the UPS operations from this screen.
Basic settings

Control time information

@ Shulderwn Irigges Shuldown delaging lime A sec
¥ Power Failure accuss: confirm Iian“ Tt ser

see | UPS autamatic slopping time 120

(3) Select or enter values into each item.

See the table of setting items on the next

= o r I~ Waiting for Ingeut

page for details.

¥ Low battery voltage ocours
I

®

C P

[+ Indicate siop waming message @
A sec)

™ Overload pocurs Indication cycle.

(F Wiaming li il s
@ I~ When power failure ocoumed, sutomatically stop the UPS, stilhobln ':
r Wisning for ballery repkacement F months betare @

-

I Majer sreakdown accurs

1171

]

(4) Click the [OK] button.



Setting items for [Control time information]

No. Displayed item Description Default value
1 |Shutdown trigger Specify the condition of a shutdown and the confirmation time. *’
Power failure occurs Select to shut down in the event of a power failure. ** Selected
Confirmation time: Settable range from 10 to 65535 (seconds) 60 sec.
Low battery voltage occurs Select to shut down in the event of low battery detection. ** Selected
Backup-time is under the specified |Specify the condition to determine low battery. Not selected
value, it is assumed the low battery | Confirmation time: Settable range from 2 to 999 (minutes) 0 min.
voltage *? Zero minutes when low battery voltage occurs.
Com. trouble with UPS occurs Not supported —
Major breakdown occurs Select to shut down in the event of a major breakdown. *° Not selected
Confirmation time: Settable range from 10 to 65535 (seconds) 60 sec.
Overload occurs Select to shut down in the event of an overload. *° Not selected
Confirmation time: Settable range from 10 to 65535 (seconds) 60 sec.
2 |When power failure occurred, Specify whether or not to shut down the UPS in the event of a power failure. *™ *” Not selected
automatically stop the UPS.
When power failure recovered, Specify whether or not to restart UPS output (start up the UPS) when the power is | Not selected
automatically start the UPS. restored. *'* *7
Starting condition (the rate of The UPS output is turned ON when the battery is charged to the specified value if 0%
battery charge). you have specified to "Start" the UPS after the power is restored. (You cannot set

this value if the UPS does not support this function) The UPS output is turned ON
immediately after the power restoration if you specify 0%.

Settable range: 0 to 100 (%)

3 |Shutdown delaying time Specify the duration between entering an irreversible status due to a certain 30 sec.
shutdown trigger and starting to shut down.

This duration is for the pre-shutdown process. *'
Settable range: 0 to 65535 (seconds)

UPS automatic stopping time Specify the delay time after the shutdown delay time has elapsed and started to 120 sec.
shut down before shutting down the UPS. Specify enough time to shut down all
registered devices. *'

Settable range: 0 to 65535 (seconds)

4 |Waiting for logout Specify whether or not to delay the shutdown process while the users are logging None
out in the event of a scheduled shutdown or remotely controlled shutdown.
This setting value is applied on PCs and WS where the UPS management
software is running.

(Refer to the User Guide of the UPS management software for details.)

Waiting time Specify the shutdown delay time if you have enabled the delay.
Maximum number of delay The shutdown process commences after the duration of (Waiting time x Maximum
number of delay).
5 |Indicate stop warning message Specify whether or not to display the shutdown warning message in the event a Display
power failure occurs or a scheduled shutdown.
Indication cycle Specify the interval to display the shutdown warning message. 300 sec.
Settable range: 20 to 65535 (seconds)
Waiting time Specify when to display the warning message for a scheduled shutdown. 600 sec.
Settable range: 20 to 65535 (seconds)
6 |Warning for battery replacement Specify when to display a warning message indicating the number of months 6 months

before the battery replacement time.**
Settable range: 1 to 12 (months)
Auto Battery Check(UPS) Specify whether or not to perform automatic battery checks, and the interval. 180 days
Specify the interval if the UPS supports automatic battery check.
Settable values: Select from 30 days, 90 days, and 180 days
Auto Battery Check(LAN I/F Card) |Select if your UPS supports battery check but does not support automatic battery | Not selected
check, and then specify the interval.
Settable values: Select from 30 days, 90 days, and 180 days
*1 See "2.3.3. Operation sequence with a single UPS" for UPS operations.
*2 This item may not function correctly since the value of the backup time is not accurate if the load factor is low. Do not select this item if
the load factor becomes lower than 30%.
*3 The message is displayed on the computer where the UPS management software is running.
The battery replacement notification is a rough indication. The replacement time may come earlier depending on the operating
environment.

/—| About setting transmission when using the UPS linkage function/ ~N

*4, When "Run in sync at a power failure or low battery voltage" is selected in "Synchronization setting by causes" from "5.10.1 Configuring
UPS groups", settings are sent to all grouped UPSs, and the settings are replaced. The setting for confirmation time is not sent to the other
UPSs. Operates at the value set for each UPS.

*5, When "Run in sync at a major breakdown" is selected in "Synchronization setting by causes" from "5.10.1 Configuring UPS groups",
settings are sent to all grouped UPSs, and the settings are replaced. The setting for confirmation time is not sent to the other UPSs.
Operates at the value set for each UPS.

*6. When "Run in sync at an overload" is selected in "Synchronization setting by causes" from "5.10.1 Configuring UPS groups", settings are
sent to all grouped UPSs, and the settings are replaced. The setting for confirmation time is not sent to the other UPSs. Operates at the
value set for each UPS.

*7. When "Run in sync at a power failure or low battery voltage" is selected in "Synchronization setting by causes" from "5.10.1 Configuring
UPS groups", settings are sent to all grouped UPSs, and the settings are replaced.

*8. If you change the above *4 to *7, corresponding setting values on "Synchronization setting by causes" screen will also be changed.

\ y
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/—| The outlet number to shut down in the event of a power failure. >

~
e You can specify whether or not to shut down OUTPUT1, OUTPUT2, and Constant output in the event of a power failure

separately if your UPS is capable of power distribution control. You can only specify OUTPUT1 if your UPS does not
support power distribution control.

(You cannot specify OUTPUT2 and Constant output.)

If you have selected [Power Failure occurs] in [Shutdown trigger], selected outlets wait for the power to be restored for
[Power failure confirmation time] in the event of a power failure. If the power is not restored, they will assume the power
cannot be recovered and commence the shutdown process. Outlets that are not selected do not determine the power
cannot be recovered until the UPS outputs low battery voltage signals. (They do not determine whether the power can be
restored based on "Power failure confirmation time".)

If you want to run the computers as long as possible after a power failure, you can delay the shutdown process by
configuring as above.

Y
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4.3.2 Registering devices to shut down to the UPS

You can register the information of devices connected to the UPS.
This section assumes WS to which the UPS logs in via Telnet and shuts down.
See "5.1.1 Registering devices on the UPS" for information on how to register devices other than WS.

Main screen
[ Basicsemngs || Schedule setings Clogk seting | Event settings View | Control UPS information_ |
o, S oution)  owezow (1) Click the [Registration] button on the
Conalian Location Comment = main screen.

Mame(F address) Type

Shuldgwn test | | UPS linkage | @ Change | Dulete

This screenshot is the initial screen before registering any devices.

The [Connecting device registration] screen is displayed.

Ci device

(2) Click [Device type ¥].

Device type:  The others cevice =
e r Click ]

Comment

0K Back

A list of devices that can be registered is displayed.
(3) Select [WS(Telnet)].

DCevice type: | The others device w
PC (LAM I/F card contact connection)

Device name WS(Telnet)
WS(SSH) Caution
WS (LAM IF card Log-in connection -
, g ) Select the device that you want to register.

The others device
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The screen to register WS (Telnet) is displayed.

Device type:  WS{Telngt) -

I address / Network name

Cutlet Mo,

(4) Enter the WS information

1 -

[

|19z, 188.0.2
LocaSion
|2 sarver rom

Comment

Select outlet No.
This selection is available if the UPS is equipped with
power distribution control. Select the outlet number
on the UPS to which the device is connected.
(Required)

Ed

Telnet Setings

Charader code. EUC

Wake On LAM sefings

IP address / Network name
Enter the IP address or the network name of the WS
you are registering. (Required)

Location
Enter the location of the WS. (Optional)

Comment
Enter a comment about the WS. (Optional)

Character code
Select the character code available on the WS.

The device is registered and the main screen is displayed again.

Basicsefings || Schedule selings Clack selting | Event seltings | View

Caonlral

(5) Click the [OK] button.

| UPS information |

Ci ting device i

Mame{lF address} Type
19216012 W3(T)

Condition Location

Uperating 2F Seried ream

Outiet 110N}

Comment

an

Outiet 2(0N)

/

The registered device appears on the main screen.
The screenshot shows the following WS.

IP address: 192.168.1.2

Location : 2F Server room

Comment : 201

displayed in

If it is shutdown, [Stop] is di
(IP address) is displayed as

If the registered device is running, [Condition]
displays [Operating] and the name (IP address) is

spla%ed and the name

Shutdown best UPE linkage

Registalion

Change

Delete

(6) Check the registered details.

This completes registering a device.

Go to "4.3.3" to configure the Telnet login procedure and shutdown procedure for the registered WS.
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4.3.3 Configuring the shutdown procedure for the registered devices

You can configure the shutdown procedure for the registered device to allow the UPS to shut down the device.

Main screen

‘| Echedule sellings Clock selting View Caonlral | UPS information |
[—— (1) Click the [Event settings] button on the
MName(F address} Tyee Comment * main screen.
Shutdown best UPE linkage Registation Change Delete

The [Event settings] screen is displayed.

Event Settings & EventLo

Condition of Event-Log operation
No. Event Setting val
0101 Power failure Enable

E-mail
(2) Click [WS Script].

@ Standard settings
¢ Advanced settings

0102 Power failure recovered Enable Impossible (UPS condition)

0141 Major breakdown Enable Impossiole (" Advanced settings
(UPS contral system)

0142 Major breakdown recovered Enable Impossible |-

0143 Minor breakdown Enable Impossible

0144 Minor breakdown recovered Enable Impossible

0503 Start scheduled stop warning Disable Possible L

0505 Irreversible: Scheduled stop Enable Impossible

0506 Ireversible: Rema. Stop Enable Impossible
0507 Imeversible: Power failure Enable Impossiole
0508 Imeversible: Low batt. Vot Enable Impossible
0510 Exec. pre-shutdown operation Disable Possible g Restore defaults

Event notification interval OK Back

The [WS script] screen for event settings is displayed.

All WS that require WS script settings are listed on this screen.
The following screenshot shows that the WS (IP address: 192.168.1.2) is selected to be set with the WS script.

Event Settings € Event-log @i Script ¢ E-mail i . i
e e e (3) Click the line where for the WS for which
Name(IP address) Type Character code  Location Comment m you Want to Set the ShutdOWn procedure

The line of the selected WS is highlighted in
reverse video.

Once a WS is selected, the [Select WS Script]
button at the bottom of the screen is enabled.

m

(4) Click the [Select WS Script] button to
configure the shutdown procedure for the
selected WS.

m Select WS Script_| Back



The [Condition of WS script execution] screen is displayed.

Evant Sattings

Condition of WS script execution

c [ T

Device name:192.168.1.2

e — ERR— (5) Click [Shutdown execution] in the event
0505 wreversible: Scheduled stop Enable Possinle IISt.
0506 Mreversible: Rema, Stop Enable Possinle
0507 wreversible: Power fallure Enable Possinle
0500 e Ermbty Pessiole The line of the selected event is highlighted in
0510 Exec. pre-shutdown operation Disable, Pogsible reverse video.
[tk o - -
0512 Dan-replace warning time Enabilg Possinle
0510 wreversible: Serial ermor Enabi, Possinle

0552 Output carcult on
0562 Wreversible: Major breakdown

0563 Wreversitle: Overload

Event noScation inbenad

Click the [Enable] button if the [Setting value] of the
selected event is set to [Disable].

The [Edit of WS Script] screen is displayed.

Test

Pagsible Enabile

Fagsiole

Fagsiole

(6) Click the [Edit of WS Script] button.

The following screenshot shows default settings for the "Shutdown execution" event.

Event Settings
Edit of WS Script

WS Log-in procedure(Common)

v Execute WS Script

ol « (o]

Event |Bhuwuwn execution

(7) Configure the shutdown procedure.

[ <) fssodchutdorn “h now g See "5.5.3 Writing and editing WS
{eolt=s scripts" for details.
ser_v?f(USER NeME)
Son- CPASSIORD
wait=f
(8) Click the [OK] button when you have
A finished.

@ =

"WS script" procedure area
Describe the commands to be executed in the "shutdown execution" event.
The UPS logs in remotely to the WS as described in [WS Log-in procedure
(Common)] and executes the commands specified for the event.
These settings are event specific.

Event notificalion itenal

"WS Log-in procedure (Common)" area
Describe items required to log in to the WS remotely such as the login name and
password. The UPS logs in to the WS remotely following this procedure. These
settings are common among all events for the same WS.
You do not need to specify them for each event.

The [Condition of WS script execution] screen is displayed.

Event Settings o
Conditlon of WS script axecution

& ©

Device name. 192.168.1.2

(9) Click the [OK] button.

Mo, Event Sefling value Change
0504 Stog waming Enble Possitle  *

0505 Wreversible: Scheduled stop Enable Possible

USDG Wrevarsible: Remo. Stop Enable Fossible

D507 Mravarsible: Powar taillura Fhanle

0508 kreweesible: Law ball Vol Enatle The settings are not applied to the UPS
0510 Exgc. pre-shutdown operation Disable Possible unless you click the [OK] button.

v owemsosn owe puse

U512 Hall-replace waming time Enable Fossible

0518 Mreversable Sedal error Enatile Test

0557 Culput circuit an Disabile =

0562 Wreversible: Major breakoown Enable Possible Disable ThiS Completes the COnﬁgul‘atiOn_

0563 Mmevarsiole: Cvarload Enable Fosainle E WS SaiH

The WS will be shut down in the event of a power failure.



4.3.4 Checking shutdown operations for the registered devices

You can check whether the settings registered in "4.3.3 Configuring the shutdown procedure for the registered devices" operate

properly.

You can check the operations of the WS shutdown procedure using the WS script test function without actually causing a power failure.
You can also check the operation using the shutdown test function. See "5.1.5 Performing a shutdown test for the registered devices"

for the shutdown test function.

[Condition of WS script execution] screen

Event Settings o

Conditlon of WS script execution Device name: 192.168.1.2
Mo Ewent Sefting value  Change
0504 Slop wasning Enable Possible
0505 Mreversinle: Scheduled stop Enadle Possible
U506 Mreversitle: Rema. Stop Enable Possible
D507 Mravarsible: Powar taillura Fhanle Possibla
D508 kreversible: Law batl Volt Enatile
0510 Exec. pre-shutdown operation Disabie Possible

(i " - -

U512 Bal-replace waming time Enable Possible
0518 Mreversable Sedal error Enatile
0552 Culput circuit an Disable
0562 Wreversible: Major breakoown Enable Possible
0563 Imeversinle: Cverload Enasle Poazible

Event notificalion itenal

The confirmation screen is displayed.

Script send confirmation
The test send of the WS Script will start.

When ready, click OK.

Cancel

Disable
a Edit of WS Soript

The status is displayed at the bottom of the screen while testing.
The result is displayed when the test is complete.

Event Settings I

Conditlon of WS script axecution Device name 192 166.1.2
Mo Ewenl Sefingwalie Change
0504 Stop warning Enatili Possible
0505 Irreversidle: Scheduled stop Enabdle Possible
0506 Irreversidle: Remo. Stop Enabdle Possible
0507 Irreversidle: Power failure Enadle Possible
0508 Irreversiole. Low ball Vall Enanle
0510 Exee pre-shiddawn operatian Diisiaablie
0512 Batt-replace warning ime Enabdle Possible
0518 Irreversidle: Serial emor Enable Possible
0552 Output circuit on Dusatle Possible
0562 Irneve Majos breakdown Enatile Possible
0563 Irreversivle: Overload Enabdle Possible

How tesing(0511)

Enasle
Disable
¥ Edit of WS Script

/

Caution

x|

An error message and detailed information are displayed

if the shutdown test fails.

See "5.5.5 Testing WS script operations" for details.
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(1) Follow Steps (1) to (4) in "4.3.3
Configuring the shutdown procedure for
the registered devices" to display the
[Condition of WS script execution]
screen.

(2) Click [Shutdown execution] in the event
list.

The line of the selected event is highlighted in
reverse video.

(3) Click the [Test] button.

(4) Click the [OK] button.

The shutdown test starts.

Caution

You cannot test a WS script while testing e-mail
transmission, another WS script, or a shutdown.

<Message example>
o While testing

Mow testing(0511)

o Test complete (successful)

Finished sending Script(0511})

The WS is shut down at the same time.

o Test complete (failure)

Failed to send Script{0511) Details:E=0511,L= 8T

The error message and detailed information are
displayed.



4.4 Setting the Time on the UPS

The clock on the LAN interface card is set at the time of shipping. Reset it to suit your environment.
Scheduled operations may not be reliable if the time is not synchronized. Devices may not function at the scheduled time.

You can adjust the time in one of the following methods.
- Set the time on the computer where the web browser is running to the UPS.
- Obtain the time from the NTP server.

Caution

You can set the clock on the UPS as follows. The time displayed on the web management tool is

the time on the computer where the web browser is

. running. It is not the time on the UPS.
Main screen

| Basic setings | Sehedule settings Event semings View Cantrol UPS information
onnecting device information Outlat 1(0K) it 2(ON)
MName(iF adoress) Type ‘Condition Location Cemment (1 ) Clle the [CIOCk Setting] button on the
12 WS Cperating 2F Serverroom 201
main screen.
.
shutdowntest | UPS linkage | Registration | Change Detete

The [Clock setting] screen is displayed.

Click [execution] to apply the time of the computer

The clock of UPS is fitted to the clock of this computer _— B’Lé"hmh you are running the web browser to the
When ready, click OK .
I NTP is used Server name/IP address: |
NTP is used
S TPV EE hour. < Enter the items in the following table if you
Timeout: sec. have an NTP server in your network.

Time zone: +9:00

(2) Select how to adjust the clock.
Click oK Cancel

(3) Click the [OK] button.

Screen item Description

The clock of UPS s fitted to the clock of this
computer. When ready, click [execution].

NTP is used Server name/ Specify the address of the NTP server in your network.
Server address

The time of the computer on which you are running the web browser is applied to the UPS.

Clock setting interval | Specify the interval for obtaining the time from the NTP server.
The clock is adjusted at the specified intervals. *'
Enter the time in hours.

Timeout Specify the waiting time for the response from the NTP server when obtaining the time.
If no response is received within this duration, an error is recorded in the event log. *2
Specify a larger value if the error occurs frequently.

Time zone Specify the time zone.

Result of time adjustment using NTP >

*1 Check the result of time adjustment using an NTP server from the main screen - [View] - [Event-Log view].
The "Clock setting change" event is recorded when the time is adjusted.
However, the logs are not recorded if you have not enabled the event log condition for "Clock setting change".
*2 The "Clock Setting failure" event is recorded if the time is not adjusted.
However, the logs are not recorded if you have not enabled the event log condition for "Clock setting failure".

This completes basic settings to shut down connected devices. See "5. DETAILED SETTINGS WITH THE WEB MANAGEMENT
TOOL" for the detailed settings.
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5. DETAILED SETTINGS WITH THE WEB
MANAGEMENT TOOL

You can configure various functions using the web management tool.

This chapter describes details of items configured in "4.3 Basic Settings for Shutting Down Devices" and how to configure other items
and functions.

See "4. BASIC SETTINGS WITH THE WEB MANAGEMENT TOOL" for information on how to start the web management tool and
information on the main screen.

5.1 Registering, Modifying, and Deleting Devices on the UPS

5.1.1 Registering devices on the UPS

Register computers to the UPS to allow the UPS to shut down the connected computers.
You can register up to 50 computers.

Caution

You cannot register, modify, or delete PCs or
WS from the web management tool if they are
running the UPS management software. Use
the UPS management software instead.

(1) Click the [Registration] button on the main screen.

The [Connecting device registration] screen is displayed.

Device type
Select the type of the device you want to register.
[The others device] is displayed by default.

Outlet No.

This selection is available if the UPS is equipped with
Deicetyps:  The cmers dsuce - S & | power distribution control. Select the outlet number to
which the device is connected. (Required)

Connecting device registration

Davice nama

Comment

on the main screen. (Required)

(2) Enter the information of the device to be
registered.
Input items vary depending on the device
type. See descriptions for each device on
the following pages.

Locaticn N\ Device name
| Enter a name that is not already registered in the list

o - (3) Click the [OK] button.

Screen item Description Remark
) Enter the name to be displayed in the list of registered devices in | Single-byte characters only.
Device name ) :
the main screen. Required
Location Enter the comment on the location. (Optional)
Comment Enter the comment on the device. (Optional)
Device type Select the device type. Required
. . . Available only on the UPS with
Outlet No. Specify the outlet number on the UPS to which the device is power distribution control.
connected to. .
Required

Select the device you want to register from [Device type].
Device type Description

PC that is connected to the "serial interface connector" on the UPS and shut down
by the contact signals.

PC (LAN I/F card contact connection)

WS that is connected to the "serial interface connector”" on the UPS and shut down

WS (LAN I/F card Log-in connection) by terminal login

WS(Telnet) WS that is connected via the network and shut down by Telnet login.
WS(SSH) WS that is connected via the network and shut down by SSH login.
The others device Devices that do not need shutdown.




Registering PC (LAN I/F card contact

connection)

Devicefype:  PC (LAN UF card contact connection) =

Device name

Oulled Mo

Location

AN

Comment

Contact signal settings

Power failure signal " Positive & Negalive

il

Outlet No.
This selection is available if the UPS is equipped with
power distribution control. Select the outlet number
to which the device is connected. (Required)

Device name
Enter a name that is not already registered in the list
on the main screen. (Required)

*Specify the polarity of the contact signals for [Power

A

Low battery voitage signal % Positive " Nepatve

e |

s | Bk

Match the polarity on the UPS and the UPS service if you are shutting

down using the Windows standard UPS service. See "Appendix A. USING
THE WINDOWS STANDARD UPS SERVICE" for Windows standard UPS

service settings.

Registering WS(Telnet) and WS(SSH)

device

Device type:  WS{Telnet) -

IP address / Nebwork name

&

Outiet Mo 1 i

Location

AN

Commaenl

Teinet Settings

Wake On LAN seftings

Character coce: 2019

[+ Back

Wake On LAN settings

function" for how to configure.

See "5.1.4 Configuring the Wake On LAN

~_ |

failure signal]*and [Low battery voltage signal].

*Caution

If you set [Power failure signal] to [Negative], a power
failure is detected when the serial communication cable
is disconnected, or the LAN interface card is reset and
restarted.

In this situation, specify as described in the "Appendix A.
USING THE WINDOWS STANDARD UPS SERVICE" to
avoid a shutdown.

Outlet No.
This selection is available if the UPS is equipped
with power distribution control. Select the outlet
number to which the device is connected. (Required)

IP address / Network name
Enter the IP address of the WS. You cannot register
the IP address that is already registered. (Required)

Character code
Enter the character code of the WS. Select the
character code that is supported by the WS if
displaying messages in Japanese.

Specify the Telnet login or SSH login procedure for this WS and the procedure to issue the shutdown command using the [Event
settings] menu in the main screen. See "4.3.3 Configuring the shutdown procedure for the registered devices" for details. See
"5.1.4 Configuring the Wake On LAN function" for information on the "Wake On LAN" function.

Notes on registering WS(SSH) devices >

The time required to log in to WS(SSH) varies depending on the SSH authentication method when shutting down a WS(SSH)
device. Login takes longer when using host authentication or public key authentication. Test the operation to see if the device
can shut down within the time the UPS can sustain the power.
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Registering WS (LAN I/F card Log-in connection)

o g aouite OutletNo. ) ) _ _
This selection is available if the UPS is equipped
Device fype: W3 (LAN UF card Log-in connection) = OulletMa 1 . € with power distribution control. Select the outlet
Devics name number to which the device is connected.
(Required)
Location \
Device name
o Enter a name that is not already registered in the
list on the main screen. (Required)
Senal Semings
Baud rate: 9500 - Data bits: & - Flow control: None -
Fanty. None - E20p bits 1 - Charader code. 515 - Senal Settlngs
~— | Specify the details of serial communications.
See the following table to select the values.
Baud rate Data bits Flow control Parity Stop bits
1200 8* None * None * 1*
2400 7 Hardware Even 1.5
4800 6 XON/XOFF Odd 2
9600 * 5) - Mark -
19200 4 - Space -
*: Default value, : Not supported

Notes on registering WS (LAN I/F card Log-in connection)

>

You need to set DIP switch 1 on the LAN interface card to ON to shut down WS (LAN I/F card Log-in connection) devices. Check
the event log if the device was not shut down. The "Failed to send Script" (Details: DISPSW OFF) event indicates that DIP switch
1 is OFF. Set it to ON. Refer to "7.2 Checking DIP Switch Settings" in the LAN Interface Card Manual for more details on how to

set DIP switches.

Notes on using the LAN Adapter

)

The LAN Adapter(PRLANADPO011B or PRLANADPO012B) does not support WS (LAN I/F card login connection) devices.
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5.1.2 Modifying devices registered on the UPS

You can modify information of the registered devices.

Connecting device informati owetton)  owetaon)
Hame(IP adaress) m Tipe Conaition Location Comemant - . .
wm e o senerroom B (1) Select the device you want to modify from
ETC

Roww00t Operating 2 Server oom 202 the list of registered devices on the main

2001:058:1234 WS(SSH)  Stp 3F Computer room £ screen.

WSS oo o xomun %

The line of the selected device is highlighted in
reverse video.

=)

Shutdown tost | UPS Inkage rogstration (| Change ) Detete (2) Click the [Change] button.
N—"

The [Change connecting device registration] screen is displayed.

Change g device reg
Device ype. | WS(Telnel v Cutlet Mo~ 1 . . . .
1 address [ Hetwork name (3) Edit the registered information.
AL Only items you can modify are enabled.

Location
PF Sarver room

Comment

2

Teinet Setings

‘Charactes code: CUC bt

Vike On LAN sefings Back

Caution

(4) Click the [OK] button.

e You cannot change the "Device type" of the registered device.
Delete the registered information and register again if you want
to change the "Device type".

e You cannot modify information on devices that are running the
UPS management software. Use the UPS management
software to modify.
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5.1.3 Deleting devices from the UPS

Delete the registered device information when a device is disconnected from the UPS.
Delete the registered information and register the device again if you want to change the "Device type" of a registered device.

Connecting devics n st ommzow
Name(P adaress) Tpe Congion Locanan Camment = (1) Select the device you want to delete from
W) Operstng 2F Server room 1 the list of registered devices on the main
ETC Dperating SF Safver room 203 screen.
2o a2 wosorr SRR csveveroom o
N e oveng ECompdiar feof i The line of the selected device is highlighted in

reverse video.

m (2) Click the [Delete] button.

Shutdown test UPS linkage |  crange (|  ocewte |
The confirmation screen is displayed.
Confirm connected device information deletion ) ) X
(3) Check the device you are deleting in the
2001:dh8::1234 confirmation screen.

Selected device will be deleted.

(4) Click the [OK] button.

Click oK f  Cancel
\

>4

Caution

® You cannot undo the delete operation.

® You cannot delete devices that are running the UPS
management software using this function. Use the UPS
management software instead.
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5.1.4 Configuring the Wake On LAN function

About Wake On LAN...
This function starts up a networked computer from another computer via the network.
The computer starts up when it receives the "magic packet". This must be supported by the computer hardware such as the network
card, mother board, and BIOS for this function to be available.

About the Wake On LAN function of the UPS...
If you select [Set up Wake On LAN] when registering a device connected to the UPS, a "magic packet" is sent to the device when
the UPS output is turned ON, or after the delay time if "sending delaying time" is specified.

* Conditions for sending magic packets>

Magic packets are sent 7 times at 10 seconds intervals as the default. You can change these settings using the "wol" command.
See "Appendix G. LIST OF TERMINAL TOOL COMMANDS" for details. The updated setting values are applied to all devices specified
under [Run Wake On LAN] in the following procedure.

(1) Click the [Wake On LAN settings] button when registering a WS(Telnet) or WS(SSH) device on the [Connecting device
registration] screen.

The [Wake On LAN settings] screen is displayed.

Select [Set up Wake On LAN] if you are using the Wake
On LAN function.

Change C ing device regi:

Wake On LAl

™ Run Wake On LAN Specify [Sending delaying time] (seconds) of the "magic

Sending delaying time packet" if you want to start computers one after another.
S RESS The "magic packet" is sent after the specified time has
WAC address information elapsed after the UPS output is turned ON.
MAC address acquisition method Setup of MAC address
° - T | |

\ Enter the computer’s MAC address if you have selected
[Manual] for [MAC address acquisition method].

m—@ = (2) Click the [OK] button.

Caution

IPv4 address environment:

The Wake On LAN function may not work on WS(Telnet) and WS(SSH) devices even if you specify [Set up Wake On LAN].
The following conditions apply.

Condition 1 Condition 2 Wake O_n Lt
function
The WS(Telnet) or WS(SSH) is in the v

same segment as the UPS

The UPS management software installed in the same
segment as the WS(Telnet) or WS(SSH) is registered to v
The WS(Telnet) or WS(SSH) is not in | the UPS.

the same segment as the UPS The UPS management software installed in the same
segment as the WS(Telnet) or WS(SSH) is not
registered to the UPS.

Specify [Manual] as the [MAC address acquisition method] if the WS(Telnet) or WS(SSH) is on a different segment from the UPS in the
network.

IPv6 address environment:

When performing startup using WakeOnLAN for devices specified using an IPv6 address, a magic packet is registered using IPv6
multicast. When starting up using WakeOnLAN for devices beyond the router, it is necessary to set the router so that it automatically
sends the following static multicast address.

Multicast address ff05::13f

\ J
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5.1.5 Performing a shutdown test for the registered devices

You can execute the following three simulation sequences to test a shutdown of registered devices without causing a power failure.

Sequence Starting position

Ending position

Occurrence of a power
failure

Occurrence of low
battery voltage

Shutdown execution

Power failure

elapsed
Low battery voltage

Shutdown altered)

UPS automatic stopping time has

(The UPS output status is not

Caution

E-mail notification, SNMP trap
notification, and UPS output control
are not performed in a shutdown test.

You can perform a shutdown test on the following registered devices either individually or in groups.

Type Device type Remark
PC PC (network connection) UPS management software
operating PC Cau

PC(S) PC (LAN I/F card contact connection) o

] UPS management software Do not modify UPS configurations
WS WS (network connection) operating WQS and do not turn the UPS ON or OFF
WS(S) WS (LAN I/F card Log-in connection) during a shutdown test.
WS(T) WS(Telnet)
WS(SSH) WS(SSH)

Perform a shutdown test as follows.

Main screen
Cennecting device infermation Cutlet 1(ON) Outlet Z{ON)
R Tiee s e Sl = (1) Click the [Shutdown test] button on the
pisilibis wem)  [RGEGN 2 senverroom LR main screen.
Router-001 ETC Operating 2F Server room 202
2001:408:1234 WE(SSH) Stop 3F Computes room nm
2001:d04:2345 PCIS) Operating 3F Computer room 302

Snutdown test UPS inkage Registration Chango

Dalete

The [Shutdown test execution] screen is displayed.

Shutdown test sxecution
::'ecue Select the sequence |
i devices
& Name(IP address) Tyee Location Commant
16218812 WEm) 2F Server room 201
2001:088:1234 WS(33H) 3F Compuier room am
20010682345 PCig) 3F Computer raom 302

Caution

Devices with the device type "ETC" are
not displayed since you cannot shut
them down.

(2) Select the sequence and devices to be
shut down.

(3) Click the [OK] button.
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You can check the progress of the shutdown test on the main screen.

Devices are displayed with yellow
background during a shutdown
test

The following describes the status of devices during a

shutdown test.

View

Meaning

Testing (Conf. PF)

Confirming the power failure

Testing (Wait SD)

Delaying the shutdown

Testing (Exec. SD)

Shutting down

Testing (Conf. SD)

Confirming the shutdown

Result (Success)

Shutdown test successful

Result (Failure)

Shutdown test failed

Result (Cancel)

Shutdown test cancelled

When the shutdown test is complete, the test results are displayed and the [Clear result] button is enabled.

The main screen is displayed again.

Mml
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(4) Click the [Clear result] button.

Caution

The test results are displayed until you click
the [Clear result] button.




If you want to cancel the shutdown test...

Perform the following if you want to cancel the shutdown test while it is being processed.
Click the [Shutdown test] button on the main screen to display the cancel shutdown test screen.

Main screen

(1) Click the [Shutdown test] button.

Caution

You cannot cancel the shutdown test if the
[Shutdown test] button is grayed out.

The cancel shutdown test screen is displayed.

Cancel shutdown test

Shutdown test in progress will stop.
Are you sure ?

(2) Click the [OK] button.

(3) Click the [Clear result] button.

Caution

The test results are displayed until you click
the [Clear result] button.

The screen returns to the normal display.
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/—| Restrictions in a shutdown test >

(1) Shutdown tests may not start depending on the UPS status. In this situation, the message "Failed to start test. (Error code: **)"is
displayed. Where the "**" is one of the following error codes.

No. | Error code Cause
1 20 Performing a shutdown test, e-mail transmission test, or WS script test
2 21 Performing the shutdown sequence due to an irreversible event such as a scheduled shutdown.
3 22 Internal serial communication error
4 23 Power failure
5 25 Major breakdown
6 26 Overload
7 27 There is no available device for the shutdown test because all the selected devices are in one of

the following status.

® The connected power outlet is OFF

e The device is shut down

* "Power failure" is selected as the test sequence; however, the device is connected to an outlet
that is not specified as the shutdown trigger for a power failure.

* "Low battery voltage" is selected as the test sequence; however, "Low battery voltage" is not
specified as the shutdown trigger.

See "4.3.1 Configuring UPS operations" for information on how to configure the shutdown triggers.

(2) The shutdown test is forcibly cancelled if one of the conditions 2 to 6 listed in (1) occurs during the test.
(3) E-mail notification, SNMP trap notification, and UPS output control are not performed in a shutdown test.
(4) You cannot check whether the device is shut down if the device type is "PC (LAN I/F card contact connection)". Therefore,
[Result (Success)] is displayed after sending shutdown signals regardless of the device status. Check whether or not the
shutdown has been successful from the actual device or in the event log. See "5.5.8 Checking the UPS event log" for
information on how to check the event log.
(5) You cannot check whether the device is shut down if the device type is "PC (LAN I/F card log-in connection)". Therefore,
[Result (Success)] is displayed after completing the script process successfully regardless of the device status. Check
whether or not the shutdown has been successful from the actual device or in the event log. See "5.5.8 Checking the UPS
event log" for information on how to check the event log.

Y
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5.2 Configuring Detailed Settings on the UPS

5.2.1 Configuring the network

(1) Click the [Basic settings] button on the main screen.

The [Basic settings] screen is displayed.

IPv4 settings IPv6 settings
Basic seltings

¥ P semings

F Siatic acdress

Subnet mask

$5.255.295.0

Difault gateway

Dofault gateway (Sel up only effective for Slalic address

I DNG s#nver

DG server (Set up only sBective for static addresa)

Link Kcal 30dress

_ A

{ '

[ s faliz e 1 1002 0045 )

Locason
Comment \

(2) Enter the UPS information
Specify network information such as the
IP address of the UPS.
You can select either IPv4 or IPv6, or
both of them.

<

uos-.e:n:-,\ | ence settings Ageount sellings Emallselings | sybognotiication | Meas manage |

=

Enter your network information in [Subnet mask],
[Default gateway], and [DNS server].

The [Location] and [Comment] at the top of the web
management tool change as they are modified.

(3) Click the [OK] button.

Iltem IPv4

IPV6

Select [Dynamic address from DHCP] or

IP address [Static address].

Enter the address based on "RFC5952".

Subnet mask

Enter your network configuration information.

Subnet prefix length -

Enter your network configuration information.
Settable range: 0 to 128

Default gateway

Enter your network configuration information.

DNS server

Enter your network configuration information.

Link local address -

The setting is displayed.
This cannot be modified.

Location Enter the location of the UPS.

Comment Enter the comment.

/_| Notes on modifying the IP address of the UPS >

(&

o [f you modify the IP address, network address, subnet mask, or default gateway, the LAN interface card restarts automatically
approximately 30 seconds after you click the [OK] button. Log in again to continue working with the web management tool as
described in "4.1 Starting the Web Management Tool from a Web Browser".

e [f you are also using UPS management software, modifying the IP address of the UPS causes a communication error between the
UPS and the UPS management software. In this case, delete the computers running the UPS management software from the
setting tool of the UPS management software, modify the IP address of the UPS, and then register the connected UPS again from
the setting tool of the UPS management software. Refer to the User Guide of the UPS management software for details.
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5.2.2 Modifying login accounts on the UPS

The following table describes default values for login accounts.

Administrator User Remark
Account name UpsAdmin User Not case sensitive
Password UpsAdmin User Case sensitive
You can modify the accounts as follows.
(1) Click the [Basic settings] button on the main screen.
The [Basic settings] screen is displayed.
Basic settings
¥ P semings ¥ PG ol
S MV DGR Siolo ayee inid (2) Click the [Account settings] button.
Length of suonet prafix
o
| Datault gateway
Deolault gateway (Sel up only elfective for Slalic address
| DNG senver
DONS server (Set up only efsctive for sistic sddress)
Link local a0dress
[z raehs taf 127 200: 0045
Lag:an
Comment
UPE selings Serdce seftings Accound seffings E.mail seftings syshog nobiflcalion Meas. manage
Click =3 Back

The [Account settings] screen is displayed.

Account settings

MNew account

Mew password

& Administrator

|

Enter the new account name.
1 to 20 half-width alphanumerical characters

Select the type of user.
Only administrators can modify users.

| " User Enter the new password, and confirm the password.
R 1 to 20 single-byte alphanumeric characters
|C°”ﬁ"” passward Case sensitive.
(3) Enter the new account and password using
T Tea the keyboard.

(4) Click the [OK] button.

Caution
Ao, ~

e All entry columns are blank when the account setting screen is
displayed.

e Characters in the password columns are displayed as asterisks (*) as
type.

o Take care not to forget the password after changing it.

e When logging in from an SSH client, the user name can have only up
to 16 characters and the password can have only up to 20
characters. When logging in using an SSH client, change to make
sure the lengths are below the number of characters mentioned
above.

e When you log in via SSH using either the administrator account or
the general user account, the account and the password are case

\sensitive in both cases. J




5.2.3 Configuring UPS control

You can configure the following control operations. See "4.3.1 Configuring UPS operations" for details.
 How many seconds after a power failure should the shutdown process begin and shut down the UPS.
o Whether or not to automatically start up the UPS after the power is restored.

o Delay time for the power outlet ON and OFF.

o Shutdown delay time for a scheduled shutdown.

o Interval for shutdown warning message display.

o Message display setting for battery replacement.

(1) Click the [Basic settings] button on the main screen.

The [Basic settings] screen is displayed.

Basic settings.
¥ P saffings F iPvé settings
Shmcim e sociees il (2) Click the [UPS settings] button on the basic
adoress F H ;i
||n.an.|.|15 Length of subnet prafix setﬁngs screen.
Subnet mask P
IF?H.?SS-H!.G IJnr.wlli:\nﬂ

Dofault gateway (Sel up only effective for slalic address) |

| DINS st
S server (Set up only efeciive for static addrasa)

| Link local a0dress
[Fe bz et = 00z 0o

Eerdce seltings Account seffings E-miail gellings syslog nobificalion Meas. manage

f oK Back |

The [Control time information] screen is displayed.

Basic settings
Control ime information

Snuadown wigger Shutdown detaying tme: i sec (3) Specify each item.

7 [Power Failure ] cantiern, i [§0 ¢ UPS e me: 120 " . . . "
s o " pac. | |UFS womatc shopte ne = See "4.3.1 Configuring UPS operations” for
F Outputt F Oupu2 ¥ Constant output I~ Waiting bor logout .

i details.

¥ Low balery voltage occurs

r
[_ i

- e >

I Major breakdown ooours ¥ Indicate Stop waming message

I~ Dwrload occurs Indicalion cycle: = sec.

™ When power failure occuered, automatically stop the LIPS, O ° 2
- Waming for bafery replacemsnt F months besore

Aulo Bamiry CheckUPS) J i
I~ Auto Baltery CheckLAM UF Card)

ot e v st me. B

(4) Click the [OK] button.

See "5.2.4 Configuring delay time on UPS power outlets”

for information on how to specify output power distribution
information.

This button is enabled if the UPS is equipped with power

distribution control.
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5.2.4 Configuring delay time on UPS power outlets

This function is available if the UPS is equipped with power distribution control.

You can specify the ON and OFF delay time separately on power outlet 1 and 2 if your UPS supports power distribution control.
This allows you to turn outlet 1 ON or OFF before or after outlet 2.

For example, the server is connected to outlet 1 and storage devices to outlet 2.

You can specify a longer delay time on outlet 1 than outlet 2 if you want to start the server after storage devices are started.
UPS output ON — QOutlet 2 ON (starting the storage devices) — Outlet 1 ON (starting the server)

(1) Click the [Basic settings] button on the main screen.
(2) Click the [UPS settings] button on the basic settings screen.
(3) Click the [Output power distribution information] button on the control time information screen.

The [Output power distribution information] screen is displayed.

Basic settings
Output power distribution information

Cuytput (outlety 1, 2

(4) Enter the ON delay time and OFF delay
Turping on Turning off .
ON delaytime —| L QFF de\ayhme—{ time for outlet 1 and 2.
Cutput on
Cutput off
Output (outiet) 1
ON delay time: |} sec. OFF delay time: |1 sec

Output (outiet) 2

ON delay time: |0 sec. OFF delay time: |0 sec.

(5) Click the [OK] button.

arn e

Enter ON delay time and OFF delay time for
outlet 1 and 2.
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5.3 Configuring Services

5.3.1 Configuring services and access control

This section describes how to configure HTTP, FTP, remote login (Telnet and SSH), and access control, how to enable and disable

SNMP, and how to modify port numbers.

(1) Click the [Basic settings] button on the main screen.

(2) Click the [Service settings] button on the basic settings screen.

The [Service settings] screen is displayed.

Basic settings
Service settings
Senice Agcess Conrol

5 B ¥ Pprmit sccess from 3 the terminals
= HTTP Port o - 7

PortNo ;.

%
il

" Permit access only from terminals below
" HTTPE

P Fils transmession 5
! Port o 11

33

Portho

noa W oM o

¥ Remote login =
Fort o : &

Poet o[

T

Detall 3etting |

 Shup

@

(3) Specify the items to suit your
environment and purposes.

Caution

See the descriptions on the item when configuring
items with detailed settings. Anything you specify
in detailed setting items and other subordinate
items is not applied until you click the [OK] button

on this screen.

M =

(4) Click the [OK] button.

No. | Displayed item Description Default value
Enable or disable access from the web. Enabled
HTTP Select to suit your environment.
1 |Web You can use the port number as it is, or you can change it. Selected
If you specify HTTPS, enter "https://(IP address of the UPS)" in the
HTTPS :
address bar of the web management tool or web display tool.
If you use IPv6 address, enter “https://[(IPv6 address of the UPS)]".
Enable or disable uploading and downloading setting values and summary data using FTP.  |[Enabled
2 |File transmission [FTP Select to suit your environment. Selected
FTPS You can use the port number as it is, or you can change it.
FTPS runs in implicit mode.
Enable or disable access by a Telnet or SSH connection. Enabled
Telnet Select to enable access by a Telnet connection. Selected
Rem login
3 emote logi Select to enable access by an SSH connection.
SSH Configure the detailed settings from the [SSH setting] button.
See “5.3.2 Configuring SSH authentication”.
Enable or disable the SNMP function. Use the [Detail setting] button to configure detailed
4 |SNmP settings. See "5.3.3 Configuring SNMP". Enabled
Specify restrictions for accessing services from outside. Enabled
Permit access from all Select to permit access from all terminals. Selected
5 |Access control  |the terminals
. Select to permit access from the specified terminals and enter network
Permit access only : f
: . -addresses of the permitted terminals.
from terminals below . -
You can specify up to 5 terminals.

*Caution

All terminals will be denied access if you have selected "Permit access only from terminals below" and clicked [OK] without
entering any network addresses. If this happens, see the items concerning services and access in "8. DETAILED SETTINGS
WITH THE TERMINAL TOOL" and modify the configuration.

5-15




5.3.2 Configuring SSH authentication

Specify the details when you have selected SSH as the remote login in the service settings screen.

[SSH settings] screen

Basic settings

$SH settings . .

— \MQ P ~ (1) Click the [SSH setting] button under

ost key hentication methods - . .

e = T —— [Remote login] on the service settings

AAAADINZAC | ve 2 EARSADADABAAABADDYELHPGHVECG] erlipad 112

o oA TES W vwallProliAtrL 2P oaJS T 1 T2hd £ Public key authentication screen.

eV Tl

D KR snad rDpL fRRauf G rayifbmi St 7ot

8 {0H1Nkef CawInZu? Y3576 2¢o TLN/Ne/ TG W . P

T — Specify the user authentication method.

HE e P A ——| See "5.3.2.2 Configuring the public key

for user authentication".

\_ . Change of key A )

(2) Specify the host key and user
authentication method.

e o ) e | (3)Click the [OK] button.
The host key of this device is displayed.
See "5.3.2.1 Configuring the host key".
Displayed item Description Default value

Host key Factory setting

Displays the host key. (2048-bit RSA key)

Change of key Modify the host authentication key.
See "5.3.2.1 Configuring the host key".

Authentication

Specify the user authentication method to log in to this device.
method pecify 9

Password Specify password authentication as the user authentication|Enabled
authentication method.

The account and password are specified in "5.2.2 Modifying
login accounts on the UPS".

Public key Specify public key authentication as the user authentication|pijsapled
authentication method to log in to this device.

Specify the public key of the authentication key pair generated
on the SSH terminal in the change of key screen.
Administrator - Setting: Specify the public key for

the key authentication.

See "5.3.2.2 Configuring the public key
for user authentication".

Use - Setting the key

Caution ~

If you click the [OK] button on the SSH settings screen, you are returned to the service settings screen while retaining the
items you have specified.

The retained SSH setting items are applied when you click the [OK] button on the service settings screen. Changes are not
applied by clicking the [OK] button on the SSH settings screen. Any items specified in the subordinate screens of the SSH
authentication settings screen are applied when you click the [OK] button on the service settings screen.
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5.3.2.1 Configuring the host key

This section describes how to modify the host key.

Basic settings

Change of key (1) Click the [Change of key] button in the host
fcurent ey Y ewkey ) key setting column on the SSH settings
Public key Public key screen.
zz:&é;azamchEAAAADAOABAAABAODWBLHPGXVSCGIgr\quMIEthjxmer i i
RRmJJ 1B/ udvnolHP rbUMAScrlLZP | oq 7N | 1) 1dAdgyvHE Tnly [H1Y3
HDUF THYYK 2nqd r2DpLf Riauf iCadraydbni StIctw+
a&ﬂﬁ;:gc‘isgﬁngﬂgyimZu?YSE?EzgnwAwDYwZMYvD1LN/Nc/TEDLVeDﬂng . . .
10F | obon; Tobt /A HRBOHGANED [FLaB vaTBRGE I T2STRTaobuBip i Hr (2) SpeC|fy the new pUb|IC key and private key.
75 [xenShBF T2 | 2] GHFAT/diwHi T+ ]1aBxp6 36UPH obrUlisLa¥TLxS T xJSHOPN
7/ THPGP \

Private key Private key . .

T T = 1\ Paste the new key text into this column to
[ modify the host key.

& A | (K ) (3) Click the [OK] button.

Displays the current host keys
(display only).

Displayed item Description Default value

Current keys |Displays the current key.

Public key |Displays the host key. é%?g%tssgﬁgey)

. ) . . . . Factory setting
Private key iDisplays the private key with as asterisks (*) for security reasons. (2048-bit RSA key)

New keys Paste the new key.
Paste the new public key text (PEM format).

Public key See the following table for conditions of supported keys. Blank
Private key gaste the new‘host private key text (PEM format). Blank
ee the following table for conditions of supported keys.
Conditions for keys supported by this device
Supported version SSH 2.0 SSH 1.0 is not supported
Key type OpenSSH Commercial SSH is not supported
Public key encryption algorithm DSA or RSA
Passphrase None Passphrase key is not supported
Key comments None Delete key comments
Length 1024 or 2048 bits
/_| Notes on changing the key N

This device does not generate a new key. Use the ssh-keygen command in OpenSSH or the key generation function in
SSH related tools and paste the generated key text (PEM format) into this screen.

See the above table "Conditions on keys supported by this device" for imposed restrictions. Check carefully when
generating a new key.

(Tip) The following example shows how to generate a new key in OpenSSH.

ssh-keygen —t rsa —b 1024 -N ™ -t: Key type (rsa or dsa)
b: Length (1024 or 2048 bits)
N Passphrase (none: ")
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Tip

The following confirmation message is displayed when you connect this device for the first” time using OpenSSH.
(The confirmation message varies depending on the SSH client.)

In case of the fingerprint is displayed by MD5

The authenticity of host "YXXXXXXXXXXXXXXXX (Yyyyyyyyyyy)' can't be established.
RSA key fingerprint is a4:4f:36:db:1a:f3:62:74:ec:16:ea:05:b6:f3:09:6b

Are you sure you want to continue connecting (yes/no)?

In case of the fingerprint is displayed by SHA256

The authenticity of host YXXXXXXXXXXXxXXXxX (Yyyyyyyyyyy)' can't be established.
RSA key fingerprint is SHA256:dM8ndicZ7DMARBROINRIZ2J8uVxCs59speMd+KonGrM

Are you sure you want to continue connecting (yes/no)?

This means "Do you want to save the public key sent from this device locally and continue the connection process?".
Normally the displayed fingerprint is verified and the connection process continues.
The following is the factory setting of the host key fingerprint.

a4:4f:36:db:1a:f3:62:74:ec:16:ea:05:b6:f3:09:6b (MD5)

dM8ndicZ7DMARBROoINRIZ2J8uVxCs59speMd+KonGrM (SHA256)

The above message is not displayed from the second time.
It is recommended to record the displayed fingerprint when generating a new host key using the ssh-keygen command
or other tools.

Date Fingerprint

* The message is also displayed when you change the key information, IP address or port number, or if you did not
save the host key locally.
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5.3.2.2 Configuring the public key for user authentication

This section describes how to configure the public key for authentication of administrators or users.

Basic settings

88H settings
Host key Authentication methods
shersa Al »
AAVABENZ3C1 VoI EARAADAOABAAABADDYS)
i) i HicRRon . 1S /udsomohHP PbLMAS o
Vi Ty [H1Y
HEDAF LKVt sna8 r ZDpLf Ritauf o8 ray 36 M
6 101 NkaBb49 V2 KCan inZu7 Y3575 zzonhudYuZ +HYvD LI No/ TG
OLVellneiHInJ3HS 1 Vanini ivC+
1GHF [ 2Beq) Y5t /CHUHREDHGPH20 IFLadxf v376RSEI V2Sp] aCu
bYVUllP i Hr 75 LeenShoF 13 |« GHFA1 /i wHi T +1aBxpB36uPKoby
UlleL a7 LxSTx8Miphy7 a/ IHPGP

i

(+ Pubiic key aufhentication:

ion

(1) Click [Public key authentication] in the
authentication method column on the
SSH settings screen.

(2) Click the [Key settings] button for
[Administrator] or [User].

Change of key

OK Back

The public key setting screen is displayed.

Basic settings

Client public key Settings . L
(3) Paste the public key of the authentication

:”““”C"ey key pair generated in the SSH terminal.
(4) Click the [OK] button.
AN Paste the public key of the
authentication key pair generated
in the SSH terminal.
Displayed item Description Default value
Public key Paste the new client public key text (PEM format). Blank

Conditions of the supported key are the same as those for the host key.
Set the text in the following files in general if the SSH terminal is OpenSSH.
(1) ~/.sshl/id_dsa.pub

(2) ~/.sshlid_rsa.pub

Caution

If you have selected public key authentication as the authentication method and did not set a public key for the
administrator or user, you will not be able to connect to this device using SSH.
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5.3.3 Configuring SNMP

Specify the details when you have enabled SNMP on the service settings screen.
(1) Click the [Detail setting] button on the service settings screen.

The [SNMP settings] screen is displayed.

Basic settings @ (2) Specify the items.
SNMP setting

Comman ISarmanon Trap BN

%

b

Place of inquiry Addrosses bo send bap 1

<€<—— Specify the trap transmission.

SHMP Vet |
¥ vinge o] 2|

Enatied MIB |
I~ UPS-NE I JEMALIE ¥ EXUPSUIE |

o

Stwtdown moce &

® UPS cantrol system ™ RFC compasbily SEn) Ak, Trap 4N

SHUPVINZC information
Read communty . Seting || This communily is used o sending raps. )

Wile communty: _ Seting |
m (3) Click the [OK] button.

The screen display varies depending on the specified SNMP version.
This screen assumes you have selected [v1/v2].

QK

Trap tpe - SHMP2 .

The screen on page 5-22 is displayed if you have selected [v3].

No. | Screen item Description Default value
1 |Place of inquiry |Enter the contact for SNMP. Blank
Select the SNMP version in your environment.
2 |SNMP Ver vl/v2c Specify the details in the screen shown on page 5-21. Selected
v3 Specify the details in the screen shown on page 5-22.
Select the MIBs you want to use.
UPS-MIB RFC1628UPSMIB
8 |Enabled MIB 5eva " MiB JEMA extended MIB for UPS | Select to suit your environment.
EXUPSMIB Private MIB Selected

Specify how to shut down when a UPS stop/reset control is sent from the SNMP manager to
UPS-MIB. (Target MIB : UPS-MIB / JEMA-MIB / EXUPSMIB)

Shuts down the connected computers according to the "shutdown|Selected

Shutdown UPS management system delaying time" and "UPS automatic stopping time", and turns the UPS
4 |mode
output OFF.
Turns the UPS output OFF after 10 seconds regardless of the
RFC compatibility connected devices.
Computers are not shut down in this mode.
Addresses to send trap Specify netwqu addresses_to_ send the traps.
You can specify up to 5 recipients.
SNMPv3 User number Specify the user number if you have selected [v3] for SNMP Ver.
5 |Trap
Sending auth. Trap Select when sending the authentication trap.
Test Test the trap transmission.
See "5.3.4 Testing trap transmission".
SNMPv1/v2c -
information Specify if you have selected [v1/v2] for SNMP Ver. See page 5-21.
6
SNMPVv3 -
information Specify if you have selected [v3] for SNMP Ver. See page 5-22.
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Configuring SNMP v1/v2c information

Configure [SNMPv1/v2c information] on the [SNMP settings] screen.

Basic settings
SNMP setting
Common informasion Trap SHIAPD
Face of inguiry :| Adaresses K sendvap st rumbsr
i 1
i -
& UPS-B [ JEMAID ¥ EXUPSWIE ¢

&
Shutdown mode 5

 UPS control system I~ Sending aumn. Trap Test

ShMPyINZe information

Read communin )) This commnity Is used at sending ¥ags. |

Wiite community . SemRg

Trap bype . SHMAP2 -

The [Read community setting] screen is displayed.

Basic settings
Read community setting

New community

Confirm new community

oo W o D) e

[SNMP settings] screen

Basic settings
SNMP setting
Common inferrmnation Trap s
Flace of inguiry | AGHeES83 0 5403 Wap st numder
SHUP Var 1
= vingde "} Z
Enabled MIB
W UPS-AD ™ JEMA-MIB F EXUPSID L
Shutdewn mode E: 1
% UPS control sysiem  RFC compatitiity I™ Sending sum. Trap Test

ShMPyINZe information
Read community:  Se@ng || This community |5 used at sending ¥ags. |

The following table describes default values
for Read community and Write community.

Screen item Default value
Read community public
Write community public

There is no need to change the settings when
you use it with default setting.

(1) Click the [Read community setting] button.

(2) Enter the new Read community.

Caution

e Entry columns are blank when the
community setting screen is displayed.

e You can enter up to 128 single-byte
characters.

e Characters are displayed as asterisks (*) as

you type.

(3) Click the [OK] button.

(4) Configure the Write community in the
same way.

(5) Select the trap type.

Select "SNMPv1" when monitoring the UPS
using SANUPS IT Monitor Manager.

Wiite community . Seming

Traptpe: SHIAPZ - < Select "SNMPv1" or "SNMPv2".

<
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Configuring SNMP v3 information

Configure [SNMPv3 information] on the [SNMP settings] screen.
[Adding users]

Basic settings
SNMP satting
Common information Trap SHMPV
Place of inquiry | Addresses 1o send frap User number
SHUP Ver x| |
Fnatied MIB 3 | | . . .
W UPS-uE I JEMA-MIB W EXUPSMIB f ! The engine ID is displayed.
Shuttonn mods 5| [ This cannot be specified or modified.
& UPS control system © RFC compatisility ™ Sending auth. Trap #

Add

ENMPA information 4
EngineiDHEX) : FTICOSTTINENAIIEAS <
- User name Authorization  Securiy level Auth Encryption

| (1) Click the [Add] button.

oK Back

Registered user information is displayed.
Click buttons on the right to add, modify, or delete.

The [Add a new user (SNMPv3)] screen is displayed.

Basic setti . .
asie setings (2) Enter the information of the user you want

Add a new user (SNMPv3) to add.
User number 1 = See the following table for details of the
input items.
Username: ‘
User authority : Read -
P — - You cannot enter when the field is grayed out.
T ‘ /— Entry is ena_ble(_i depending on the value you select
for "Authentication"
(Confirmation) : [
Encryption : DES - . j
You cannot enter when the field is grayed out.
Encryption passphrase ‘ . .
<€— Entry is enabled depending on the value you select
(Confirmation) : \ for "Encryption”

[ click LE o« 1) e | (3) Click the [OK] button.

Displayed item Description Default value
User number Select the user number to be added.
User name Enter the user name. You can enter 8 to 32 single-byte characters. The user name is
case sensitive.
User authority Select the authorization.
Read Read privilege only Selected
Write Read and write privileges
Authentication Select the authentication method.
None Selected

"Auth. passphrase"” is enabled if you select [MD5] or [SHA].

MDS Select to suit your environment.
SHA
Auth. passphrase : Enter the passphrase. You can enter 8 to 32 single-byte characters.
Characters are displayed as asterisks (*) as you type.
Encryption Select the encryption method.
None [Encryption passphrase] is enabled if you select [DES]. Selected
DES Select to suit your environment.

Encryption passphrase |Enter the passphrase. You can enter 8 to 32 single-byte characters.
Characters are displayed as asterisks (*) as you type.
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Commaon informasion

[Modifying registered users]
Basic settings

SNMP setting

Trap SHMPYE

Piace of Inguiry

SHNMP Ver.

 vinge 3
Enatied s

W uPs-uB ™ JEMA-MIB
Shutdown mode

 UPS confrol sysiem

SHMP3 informasion

EnginelDMEX) . 0DEBEIN0EDAESIIBAE

A User name

1. NET-Usen

Click ez
3 NET-Userd

&

™ RFC compatiniley

AQOIOSS0S 10 SAND AP User numoar

|
z|

[
[
3 [
[
[

(1) Select the user you want to modify.

W EXUPEMIE 4
_5| The selected line is highlighted in reverse video.
Sending auth, Trap Test
(2) Click the [Modify] button.
Authorization Security level Auth. Encryplicn
Read noAUTINOFTY Hong None
S 2om i WOSrene @m
Wit AumPriv SHA DES ==
oK | Back |

The [Modify user information (SNMPv3)] screen is displayed.

User number :

Modify user information (SNMPv3)

Basic settings

(3) Modify the information as necessary.
2 See the table on the previous page for
details of the input items.

Username: |NET’USerz
User authority Write -
Authentication MD5 bt Characters are displayed as asterisks (*) as you
Auth. passphrase : |”‘*****”‘*** & type.
(Confirmation) : |’“***’“*’“***
Encryption : None - You cannot enter when the field is grayed out.
»~— Entry is enabled depending on the value you
Encryption passphrase .
nplion passp | select for "Encryption".
(Confirmation) : |
(4) Click the [OK] button.
Click oK Back
Bask sstings [Deleting registered users]
SNMP satting
Common information Trap SHINPT
Place of inquiry Adaresses to send Wap User numder
SNMP Ver o |
Eide) B : : (1) Select the user you want to delete.
Enabled W8 1
v UPSH " JEM F EXUPSINE | | L . .
A - e &l T The selected line is highlighted in reverse video.
Shutdown mode L
& UPS controd system  RFC compatibility [ ursling mlk. Teap ! Lo .
e —— (2) Click the [Delete] button.
EnginellyHEX) | Fiiﬁw—iﬁw}m
Lsrs User name Amodzason  Secunty level Aaith Encryption
Click ET-Usert S nosutioPry NoRE Hene Add
Ic z NET-User2 Write. AuthNoPriv MDS Hong
1 NET-Userd Write: AutPriy SHA DES .
_‘ G o]
oK | Back |

The [Confirmation of deleting SNMPV3 user] screen is displayed.

User number :1
User name ‘NET-User1

User authority :Read

Confirmation of deleting SNMPv3 user

Below SMMPV3 user will be deleted. Is that ok?

(3) Click the [OK] button.

Caution

You cannot undo the delete operation. ]

Cancel
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5.3.4 Testing trap transmission

You can test the trap transmission using the [Test] button.

The SNMP trap is sent to the recipients displayed
in the recipient address fields.
A"ColdStart" is transmitted from the standard MIB.

Basic settings
SNMP setting
Common inforrmation Trap SHIAPD
Place ofinguiry | Agoresses W send Vap User rumber
SHUP Vet :
& vinge af". | e
Enabled MIB
¥ UPS-uB [ JEMA-IID ¥ EXUPSWID &

&
Shutdewn mode %
& UPS contral system ™ RFC compatibility I~ Sending aum. Trap

SHMPyINZe information
Read community:  Seang || This community |5 used at sending ¥ags. |
Witte community . Seming

Trap trpe ;. SHAP2 -

The [SNMP-Trap sending confirmation] screen is displayed.

SNMP-Trap sending confirmation

The test send of the SNMP-Trap will start.

When ready, click OK.

f OK Cancel
Click -

About the transmission test result >

(1) Click the [Test] button.

(2) Click the [OK] button.

the UPS event log" for information on how to check the event log.

Check the result of the trap transmission test in the SNMP manager or the event log on the UPS. See "5.5.8 Checking

If you are using the event log, check if the event log conditions for "Finished sending SNMP-Trap" and "Failed to send
SNMP-Trap" are enabled before testing. Events are not logged if the conditions are disabled. See "5.5.2 Configuring
event log recording conditions” for information on how to enable them.
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5.4 Configuring Scheduled Operations

5.4.1 About scheduled operations

You can schedule UPS shutdowns and restarts.
This function is useful in the following cases.
o To shut down and start computers at a specified time every day.

« To shut down computers before a bank holiday and restart when the holiday is over.

You can specify 2 types of schedules for the UPS.

[ Weekly schedule |

You can set a common schedule from Sunday to Saturday and repeat it for 365 days.
You can specify the start-up time and shutdown time for each week day.

| Schedule for specific dates |

You can schedule a start-up time and shutdown time for specific dates.
For example, you can specify the start-up time at 8:00 and shutdown time at 17:00 on April 1, 2013.

Caution

The schedule for a specific date takes precedence when weekly and specific dates are scheduled.
You can schedule 1 start-up time and 1 shutdown time a day. You cannot start or shut down twice or more in the same day.

The following schedule settings operate as shown in the figure.

Weekly schedule: Monday to Friday, start at 8:00 and shut down at 18:00
Specific date: April 5, start at 6:00 and shut down at 16:00

Monday, April 1, 2013

Tuesday, April 2, 2013

Wednesday, April 3, 2013

ANANANEA
VV VV

Thursday, April 4, 2013

|

i The schedule on a specific day takes
X precedence on April 5 and the UPS
' operates from 6:00 to 16:00.

I

|

| Operations return to the weekly

< : > schedule from the next week.

6:00 8:00 16:00 18:00

Saturday, April 6, 2013

Sunday, April 7, 2013

Monday, April 8, 2013

/\_\

1
1
1
1
1
]
]
1
1
1
1
1
1
]
]
1
1
:
1
Friday, April 5, 2013 <
:
1
1
1
1
]
]
1
1
1
1
1
1
]
]
1
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Note on Setting of UPS linkage function"Run in sync at schedule management'. ——

If you have enabled "Run in sync at schedule management" in "Synchronization setting by causes" screen of UPS linkage
function, do not set overlap the schedule management time to multiple UPS of UPS group member as shown in the figure below.
Also, do not set same schedule management time to multiple UPS.

If schedule management time is overlapped, the UPS may not operate according to the setting.

When setting schedule management to each UPS, disable the setting of "Run in sync at schedule management" in
"Synchronization setting by causes" screen.

=

Shutdown time | | Start-up time | —!
Schedule of —_—. | P ON
1
UPS 1 !
: OFF
| 1
1
Schedule of ON
Start-up time | A
I i T
pey | OFF
1 =
1 [— |
overlapping
| >
! Shutdown time | | Start-up time |
Schedule of —_— : P ON
UPS 1 '
] OFF
1 1
1 1
Schedule of ! ON
k_: Shutdown time \_ -
! I OFF
1 1

P=—1
overlapping

1
! Shutdown time Start-up time
Sredie o | ——— & pime | — o
UPS 1 : )
| 0 OFF
1 1
1 1
Schedule of ON
x_ | Shutdown time | | Start-up time | «
UPS 2
! = D OFF

| |
overlapping
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5.4.2 Enabling and disabling scheduled operations

You can enable or disable scheduled operations.
When enabled, the UPS starts up and shuts down as specified in the weekly and specific date schedules.

(1) Click the [Schedule settings] button on the main screen.

The [Schedule settings] screen is displayed.

Schedule settings

Condition of scheduled operation (2) Select [Enable the schedule] to enable
scheduled operations.

v Enable e schedule,
Specified date Weekly Confirmation

x Displays the list of specified schedules.
Click here to specify the weekly schedule.
See "5.4.3 Configuring the weekly schedule".
Click here to specify the schedule for a specific date.

See "5.4.4 Configuring the schedule for a specific date".

Click ok ) Bax |

Select here to enable scheduled operations. (3) Click the [OK] button.

Clear to disable the specified schedules.

5-27



5.4.3 Configuring the weekly schedule

This section describes how to specify the weekly schedule.
(1) Click the [Weekly] button on the schedule settings screen.

The [Weekly] screen is displayed.

Schedule settings

Weekly (2) Select the day of the week for which you
Start Stop 0 6 12 18 24 want to specify the start-up time, and enter
the start-up time.

Monday (3) Select the day of the week for which you
Toeae want to specify the shutdown time, and
S enter the shutdown time.

‘Wednesday

(4) Click the [OK] button.

Thursday

Friday

Click the [Clear All] button to erase all setting

Saturday [ " [ / information.
Select

Caution

oK \ Back |

The default values are 8:00 for the start-up time
and 17:00 for the shutdown time.

Clicking the [Clear All] button restores these default
values.

The above screenshot shows the weekly schedule to start at 8:00 and shut down at 17:00 from Monday to Friday.

Select when you want to specify the start-up time.

n - i - Indicates the duration when
Enter the start-up time within a range from the UPS is turned ON.

00:00 to 23:59.

Monday | (0500 v 1700

Enter the shutdown time within a range from 00:00 to 23:59. |

Select when you want to specify the shutdown time. |
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5.4.4 Configuring the schedule for a specific date

This section describes how to configure the schedule for a specific date.

(1) Click the [Specified date] button on the schedule settings screen.

The [Specified date] screen is displayed.

12/31/2013(Tue)

01/01/2014(Wed)

04/02/2014(Thu)

01/03/2014(Friy

01/04/2014(Sat)

p@wz:nn v

r
r

A

v
v
v
v

r
0106/2014(Mon) v [
r

01/07/2014(Tue) v

Schedule settings

You can register up to 50 schedules for
specific dates.

(2) Select the date for which you want to
specify the start-up time, and enter the
start-up time.

(3) Select the date for which you want to
specify the shutdown time, and enter the
shutdown time.

(4) Click the [OK] button.

A list of the specified start-up times and shutdown

times is displayed.

Select a date from the list and click the [Delete]

Specified date
Stop Setup list
T2:00 Date:Start:Stop
12/81/2013(Tue): t12:00
01/01/2014(Med)212:00  :18:00
16:00
Wi
T
M
M
M
Wi
2 4

[ 12/51/2013

Iove to Left Date

Delele’ Clear All

oK \ Back

L

Enter the date you want to schedule and click the
[Move to Left Date] button.

button to delete the schedule for a specific date.

Click the [Clear All] button to delete the schedule for
all the dates.

The above screenshot shows that the UPS is scheduled to shut down at 12:00 on December 31, start at 12:00 on January 1, and then shut

down at 16:00 on the same day.

The UPS starts up or shuts down at the specified time when the

checkbox is selected.

If it is not selected, [Restrain]* is displayed in the list and the UPS will

not start up or shut down.

01012014(Wed)

v |12:00 W 16100

Select when you want to specify the shutdown
time.

Enter the shutdown time within a range from
00:00 to 23:59.

Enter the start-up time within a range from 00:00 to 23:59. |

Select when you want to specify the start-up time. |

Specify a date to restrain* the scheduled operations.

01/02/2014(Thu) ||
01/03/2014(Fri) ¥
01/04/2014(8at)  |v

otsRotaS)

01/06/2014(Mon) | |v

checkboxes.

Schedule settings

Specified date

*Restrained scheduled operations H

When you have a weekly schedule to start up and shut
down from Monday, there may be bank holidays where
the UPS does not need to start up or shut down. In this
situation, you can specify to restrain (no start-up and
shutdown) the scheduled operations. There is no need
to modify the weekly schedule. You can also specify to
restrain the scheduled operations even when you have
a schedule for the specific date.

[Restrain] is displayed and start-up
and shutdown are disabled.

Stop Setup list
v [ [12:00 Date:Start Stop
ENTICT TS P T TR T I
LU1f[lIIZUIQ(Wed):Restrain:Restrain

nwnwnumrs rT—

I [ | 18200 \

Wi

v

M

v

i

01/07/2014(Tug) |Iv'

LR Mo toLenpate |

Delete Clear All

oK \ Back \
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Example: Clear the checkboxes to prevent the UPS from
starting up and shutting down on Wednesday,
January 1.

The UPS does not start up or shut down on
Wednesday, January 1 because the scheduled
operations are restrained, and will start on
January 2 instead.



5.4.5 Checking the configured schedule

This section describes how to check the weekly schedule and the schedule for specific dates.

(1) Click the [Confirmation] button on the schedule settings screen.

The [Schedule confirmation] screen is displayed.
Schedule settings

Schedule confirmation
3 3 = pom P (2) Check the operation schedule for the UPS.

g | [ ] 5
102201261 ] , , :
= (\——| [ indicates the operating duration of the UPS
11409/2013(Sat)
T
1141172013(0n) ] The screenshot is the confirmation screen with the
114122013 (Tue) _ foIIowing settings.
11132013(Wed) [ ] Weekly schedule
11142013(Thu) ] Monday to Friday, start-up at 8:00, shutdown at 17:00
T1AS2013(Fr) ] Schedule for specific dates
11H82013(Sa8) - November 8, start-up at 8:00, shutdown at 20:00
November 11, start-up at 6:00, shutdown at 17:00
s i T LeR s H —— ]

Back

Enter the date you want to check.

(3) Enter the date you want to check, and click
the [Move to Left Date] button.

The schedule for 10 days from the specified date is displayed.

Schedule settings The screenshot is the confirmation screen with the

i following settings.
Schedule confirmation

0 3 p= po= ) Weekly schedule
n Monday to Friday, start-up at 8:00, shutdown at 17:00
12/31/2013(Tue) _ E y - Y, p
D201 4(Wed) Schedule for specific dates
ST I December 31, start-up at 8:00, shutdown at 12:00
January 2, start-up at 9:00, shutdown at 16:00
T Rest;alned sclheduled operation
anuary
oireszotsisun) |
o701 [ ]
011087201 4(Wed) ] (4) Click the [Back] button.
otmsz0t<cTu) ] s
12/31/20138

The condition of scheduled operations screen is displayed again.

You can also check the next shutdown date and time and next start-up date
and time on the UPS information screen.
See "5.8.1 Checking UPS device information” for details.
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5.5 Configuring Events

5.5.1 About events

"Events" are phenomena such as a power failure, restoration, UPS status transition, shutdown, etc.

The following 3 functions can be specified for each event on the event settings screen.

e Enable or disable logging events
e Run a script on WS
e Enable or disable e-mail transmissions

[Event settings] screen

Select the function you want to use.
Evant Sett ¥ Heeg] © WSS  E-madl <« . .
- - " [ o e e ] See the following table for details of the
Condition of Event-Log operation functions
No.  Event Seming value Change + Stangard setings )
0101 Power failure Enable Impossitle  Advanced seitings
0107 Poweds Talure récoverad Enable Impassible (JPE mndnen)
0141 Major breakoown Enable Impossible ™ Advanced settings Select the event type
0142 Major DrsakGawn recovered Enabile Impassible bm il See "Appendlx B. LIST OF UPS EVENTS"
0143 Minor braakoown Enadle Impassicle for detaI|S of the event types
0144 Minor breakdown recovered Enable Impassible
0503 Han scheduled stop waming Disatie Possidle
0505 Wreversible. Scheduled stop Enable Impossitle
N el sysiog notcationtest| You can test sending the selected event
0507 Wreversicle: Power faiure Enabdle Impossitle Enabie Informatlon tO a SyS'Og SeI’VEI’ such as LInUX
0508 Mréversibhe: Low bal Voit Enabie Impassible Digable See ||5-5-7 TeS'[Ing SySlOg nOtIfICatIOn
0510 Exec pre-shuldown cperation Disatle Possinle = [ —— J transmissions“.
Evenl nodicabon imlerval O Back
Event settings Description
Enable or disable logging for each event.
The following items are saved in the event log.
e Status changes such as when the power failure occurred
o Which device was shut down
Event-Log ¢ Which device modified UPS configurations
See "5.5.2 Configuring event log recording conditions".
If the event is logged, you can also specify to send notifications to the syslog server when the given event
occurs. See "5.5.6 Configuring syslog notifications”.
You can specify commands to be executed in the WS script.
Specify the commands to be executed for given events on the WS on which the UPS directly logs in using
WS Script Telnet or SSH to shut down.
This function is useful when you need to run a command to terminate the application before shutting down.
See "5.5.3 Writing and editing WS scripts".
Enable or disable sending e-mails for each event.
E-mail The e-mail to notify that an event has occurred is sent to the specified e-mail addresses when the given
event occurs.
See "5.6 Configuring E-mail Functions".
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5.5.2 Configuring events

5.5.2.1 Configuring event log recording conditions

You can enable or disable logging for each event.
(1) Click the [Event settings] button on the main screen.

The [Event settings] screen is displayed.

'.'-i Saipt  E-mall

Condition of Event-Log operation

Event Settings
(2) Select [Event-Log].

Mo Event Sefingualué Changs P —
0101 Power tailure Enatie Impossiole LA Switch between event types.
0102 Power Eilure recoveed Enabie Impossinie [ p—— x ;
0141 Major braakdown Enable  Imgossible  Asvanced semags See "Appendix B. LIST OF UPS EVENTS" for the
0142 Wajor breakdown recovered Enatle Imeussivle e details of event types.
0143 Minor breakdown Enatie Impossiie
m 0144 Minor oreaidown recovered Enatie Impossisie
0w Sarecheamawopwamon | oo oo ]
0505 Imeversiole: Scheduled stop Enatie Impossiole (3) Select the event type
0506 Imeversitle. Remo, Stop Enable Impossivle syslog notification et
el T BT D e (4) Select the event to be configured.
0508 Imeversidle: Low batt. Vol Enable Impossisle Diigable
0510 Exec: pro-shutdown aperation Disable Passible  _

Restore defaults

The line of the selected event is highlighted in
reverse video.

Event notification interval

(5) Specify whether to enable or disable.

Specify whether to enable or disable. (6) Click the [OK] button.
The [Enable] and [Disable] buttons are enabled when
you have selected an event where [Possible] is
displayed in the [Change] column.

You cannot change the configuration of the event when

[Impossible] is displayed in the [Change] column. Caution

If you select [WS Script] or [E-mail] after modifying the configuration
without clicking the [OK] button, the modification is not applied to the
UPS. Be sure to click the [OK] button before switching the function.

Event types (See "Appendix B. LIST OF UPS EVENTS" for the details.)

Displayed item

Description

Standard settings

Specify the standard items.
You cannot change the configuration of the event when [Impossible] is displayed in the [Change] column.

Advanced settings
(UPS condition)

Specify the details of UPS operations such as breakdown details.

Advanced settings
(UPS control system)

Specify items concerning UPS management.
You cannot change the configuration of the event when [Impossible] is displayed in the [Change] column.

Button name

Description

syslog natification test

You can test sending the event log of the selected event to a syslog server such as Linux.
See "5.5.7 Testing syslog notification transmission”.

Enable

Switches the setting value from Disable to Enable.
The selected event is Enabled for logging.

Disable

Switches the setting value from Enable to Disable.
The selected event is Disabled for logging.

Restore defaults

Restore the default value for the selected event item.

OK

Save the modified contents.

Cancel

Return to the main screen.
If you have not clicked the [OK] button after modifying configurations, the modifications are not applied.
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5.56.2.2 Configuring event notification intervals

You can specify the intervals (days) between event notifications when the following events are occurring repeatedly.

* Battery life

e Major breakdown

e Minor breakdown

* Batt.-replace warning time

Caution

You need to configure as follows to receive event notifications.
e Specify [Enable] for [Condition of Event-Log operation].

o Specify [E-mail] for [Event Settings] receive the events via e-mail.
See "5.6 Configuring E-mail Functions".

(1) Click the [Event settings] button on the main screen.

The [Event settings] screen is displayed.

Event Sattings @ [EventLog] © WS Scipt © E-mail
Condition of Event-Log operation

No. Event Sefting value Change  Standard seHings
0101 Power failure Enable Impossible  Advanced seitings
0102 Power tailure recoverad Enatle Impassinia (MBS mnsinien;
0141 Major breaksown Enasle Impossisle  Advanced seftings
0142 Lajor beeakoown recovered Enatie Impassible [ =
0143 Minor breakoown Enablg Impossitle
0144 Minor breakdown recovered Enabile Impassible
0503 Han scheduled stop waming Disatie Possible
0505 Wreversible. Scheduled stop Enable Impossible

Wreversicle: Remo. Siop Enable Impossitle

syslog notiication test |
reversisie: Power fabure Enatle  Impossivle = (2) Select [Event-Log].
Mrvrsinie: Low bas Voit Enatile Impassinle Digable

0510 Exec pre-shuldown cperation Disatle Possinle = Restore defauns J

The [Event notification interval] screen is displayed.
Event Settings (3) Enter a value to [Notification
Event notification interval interval].
Matification interval : day(s)
Events to be notified
Battery life Events are notified at intervals of the specified number of days.
Major breakdown Settable range: 0 to 30 days (notified only once if O day)
Minor breakdown Default: 7 dayS

Batt-replace warning time

(4) Click the [OK] button when you have

- finished.
Click oK Back
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5.5.3 Writing and editing WS scripts

You can specify how to log in to WS and which commands are to be executed when shutting down the WS or executing application
commands.

About script...

7”7

“Scripts" are descriptions of a series of operations such as transmitting commands to computers.
They are different from shell scripts in UNIX.

(1) Click the [Event settings] button on the main screen.

2) Select [WS Script] on the event settings screen.
& W Pl 9 Caution

WS with UPS management software are not

The [Connection Device Selection] screen is displayed. .
displayed.

Event Settings Bl

Connection Device Selection

Hame(IP addres, Troe Character code  Localion Comment

wem  EOCHI 2 severroom ESE— Alist of registered WS is displayed.

2001:db8-1234 WS{SSH)  ShitJIS 3F Compuler room 01

(3) Select the line of the WS for the script you
want to modify.

The line of the selected WS is highlighted in
reverse video.

Once a WS is selected, the [Select WS Script]
button at the bottom of the screen is enabled.

Soedws s | ) Sock (4) Click the [Select WS Script] button.

The [Condition of WS script execution] screen is displayed.

Event Settings s & s
Condition of W3 script execution Dievice name:182.168.1.2
Mo, Event Sefting value Change (5) Select the line of the event for the WS
oo PR e P script you want to modify.
0102 Power fallure recovered Enabdle Possidle
0108 Culpul OH Disable Possible
Y e The selected line is highlighted in reverse video.
ke — DT il - Once an event is selected, the buttons in a blue
e Sl aam frame in the screenshot on the left are enabled.
0144 Minor braakoown recoverad Enable Possible
0503 Star scheduled stop waming Enatile Possible
0504 Fop waming Enable Possidle Test
sl AT See e Enatle w Select when enabling or disabling the setting
e e - oaze | value, or modifying the WS script.
Q50T Wreversicle: Power falure Enadle Ecit of WS Script

Click

S— - — (6) Click the [Edit of WS Script] button.
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The [Edit of WS script] screen is displayed.
The following screenshot shows the edit of WS script screen for [Power failure].

Event Settings = e p
Edit of W5 Script vent fover faiture (7) Edit the WS script.
WS Log-in procesure(Common) I+ Exacute WS Senipt
redry=] " oy sfr\«::r;ho Power failure cccurred, System will be stocced afte).
i = 5[ ap=!

(8) Click the [OK] button when you have
finished.

"WS script" procedure area
Describe the commands to be executed in the
A given event.
N The UPS logs in remotely to the WS as described
in [WS Log-in procedure(Common)] and executes
k ) L the commands specified for the event.
J i These settings are event specific.

o See "5.5.3.2 Editing WS scripts".

"WS Log-in procedure(Common)" area
Enter the WS login process when executing the event script.
This description is common among the WS.
Contents specified in an event are also used in other events.
See "5.5.3.1 Editing the common WS login procedure”.

5.5.3.1 Editing the common WS login procedure

The following table describes the default values of login scripts. Edit to suit your environment.

WS(Telnet) or WS (LAN I/F card Log-in connection)

Line Login script Description
1 |retry=1 Specify the number of retries when the script has failed to
execute. . ) )
- - - - Operational configurations of the
2 |interval=30 Specify the interval between retries. Iogin script 9
" _ Specify the maximum wait time before receiving data in items )
3 |timeout=30 o
with "wait=".
4 |wait=ogin: Specify the wait time for the login name. .
5 |send=<USER NAME> _|Send the login name. Login name entry.
6 |wait=assword: Specify the wait time for the password.
7 |send=<PASSWORD> [Send the password. Password entry.
Waiting time for the login process
8 |wait=# Specify the wait time for completing logging in to the WS. completion.
(Waiting for the prompt display) ("#" prompt is displayed when the
login is successful)
WS(SSH)
Line Login script Description
1 |retry=1 Specify the number of retries when the script has failed to execute.
2 |interval=30 Specify the interval between retries.
3 [timeout=30 Specify the maximum wait time before receiving data in items with "wait=".
4 |keep_time=60 Specify the duration of the logged-in status.
5 |wait=# Specify the wait time for completing logging in to the WS. (Waiting for the prompt display)

Account settings are not required in the WS login procedure for WS(SSH) since the account is specified in SSH
authentication settings (see "5.5.4 Configuring SSH authentication”).
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Available commands for WS login procedures

Notes on command entry >

Specify within 510 single-byte characters.

Whether or not to enter a space before and after "=" does not

affect the process.

Command name

Description

Example

send

Specify the text to send to the WS.

send=shutdown

wait

Specify the text (prompt, etc.) to receive at the UPS.

wait=login

sleep

Specify the standby time without performing any processes. Unit: Seconds

sleep=90

timeout

Specify the wait time for the process to finish after executing a process.
Unit: Seconds. Default: 30 seconds

timeout=60

retry

Specify the number of retries when the script has failed to execute.
Unit: Times (0 to 10). Default: 1

retry=2

interval

Specify the interval between retries when the script has failed to execute.
Unit: Seconds (1 to 60). Default: 30 seconds

interval=10

port

Specify the port number for Telnet or SSH on the WS.
Valid range: 0 to 65,535

The following port numbers are used if omitted.
WS(Telnet): 23

WS(SSH): 22

port=10023

cr_only

Specify the line feed code to be <CR>.

Specify yes or no.

The line feed code in any subsequent transmission data becomes <CR> if you
specify yes.

yes is assumed when omitted.

(The line feed code is <CR>.)

cr only=yes
cr only=no

binsend

Specify the 8-bit code to send to the WS.
Valid range

Hexadecimal view: x00 to xff

Octal view: 000 to 377

Hexadecimal view
binsend=x07
Octal view
binsend=004

keep_time

Specify the duration of the logged-in status.

The UPS is not logged off for the specified duration after completing the previous WS
script. You can execute other WS scripts without logging in to WS.

Valid range from O to 65,535

The following duration is used if omitted.

WS(Telnet): 0 second

WS(SSH): 0 second

WS (LAN I/F card Log-in connection): 60 seconds

keep_time=120

When you cannot log in with superuser (root) privileges...

You may not be able to log in with superuser (root) privileges in some environments.
In this situation, use a "su" command to execute the command as the root user.

The following table shows an example of login scripts when using the "su" command.
This example assumes the user (user name: guest, password: guest) and root (password: root).

WS(Telnet) / WS (LAN I/F card Log-in connection)

Line Login script Description

1 retry=1

2 interval=30 Operational configurations of the login script.

3 timeout=30

4 wait=ogin: Log in as a user "guest".

5 send=guest Enter the login name "guest".

6 wait=assword: Enter the password of the user "guest".

7 send=guest Enter the password "guest".

8 wait=$ Wait for the $ prompt after the login.

9 send=su Send the "su" command and execute it.

10 | wait=assword: Enter the password of root.

11 | send=root Enter the password "root".

12 | wait=# Wait for the # prompt after logging in as root.
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5.5.3.2 Editing WS scripts

You can specify the script process to be executed on the WS for each event in the "WS script" procedure area.

Available commands for "WS scripts"

Notes on command entry

Specify within 598 single-byte characters.
Whether or not to enter a space before and after "=" does not

affect the process.

Command name Description Example
send Specify the text to send to the WS. send=shutdown
wait Specify the text (prompt) to receive at the UPS. wait=login
sleep Specify the standby time without performing any processes. Unit: seconds (s) sleep=90
timeout Specify the wait time for the process to finish after executing a process. timeout=60

Unit: Seconds. Default: 30 seconds
retry Specify the number of retries when the script has failed to execute. retry=2
Unit: Times (0 to 10). Default: 1
interval Specify the interval between retries when the script has failed to execute. interval=10
Unit: Seconds (1 to 60). Default: 30 seconds
cr_only Specify the line feed code to be <CR>. cr_only=yes
Specify yes or no. cr_only=no
The line feed code in any subsequent transmission data becomes <CR> if you
specify yes.
yes is assumed when omitted.
(The line feed code is <CR>.)
binsend Specify the 8-bit code to send to the WS. Hexadecimal view
Valid range binsend=x07
Hexadecimal view: x00 to xff Octal view
Octal view: 000 to 377 binsend=004
delay Specify the delay time for executing the script. delay=60
The login script is is executed after the specified delay time and then the event script
is executed if "delay" are specified in the event script.
keep_time Specify the duration of the logged-in status. keep_time=120
The UPS is not logged off for the specified duration after completing the previous WS
script. You can execute other WS scripts without logging in to WS.
Valid range: 0 to 65,535
The following duration is used if omitted.
WS(Telnet): 0 second
WS(SSH): 0 second
WS (LAN I/F card Log-in connection): 60 seconds

5.5.3.3 Available macro characters for scripts

In the case of target events, you can use macro characters in the text you are sending.
Macro characters in the following table are replaced with the corresponding text.

Macro character

Meaning

Target events (Event No.)

%STOP_TIME_M%

Remaining time before entering the irreversible status in minutes

Power failure (101),
Start scheduled stop warning (503),
Stop warning (504)

%STOP_TIME_S%

Remaining time before entering the irreversible status in seconds

Power failure (101),
Start scheduled stop warning (503),
Stop warning (504)

%SD_DELAY_TIME%

Shutdown delay time specified on the UPS in seconds

Exec. Pre-shutdown operation (510)

%BAT_CHG_MON%

Remaining months before the battery replacement

Batt.-replace warning time (512)
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5.5.4 Configuring SSH authentication

This section describes how to specify the SSH authentication method for WS(SSH).

(1) Click the [Event settings] button on the main screen.
(2) Select [WS Script] on the event settings screen.

Caution

WS with UPS management software are
not displayed.

The [Connection Device Selection] screen is displayed.

Event Settings " Event-Log % WS Seript © E-miail

Connection Device Selection

ammEincoussl Tpa Cmacieecods Sotes Oenent 3 Alist of registered WS is displayed.
19216912 wem  euc 2 arverroem 201
woss) SO 3 Cometer room

(3) Select the line of the WS(SSH) for which
you want to modify the SSH authentication
method.

The line of the selected WS is highlighted in
reverse video.

Once a WS is selected, the [Select WS Script]
button at the bottom of the screen is enabled.

(4) Click the [Select WS Script] button.

The [Condition of WS script execution] screen is displayed.

Event Settings o = 0
Condition of WS script at 001:088: 1234

Ho.  Event Sefingvalue Change

0101 Power tailure Enable Possible

0102 Power failure recovered Enatie Possible

0106 Output ON Disable Possisle

0141 Major breakdown Enable Possible . .

PP T—— (5) Click the [SSH settings] button.
0143 Minor sreaidown Enatle Possisle

=3

sV D)
) S—

0144 Minor breakdown recovered Enable Possible

0503 Stan schedubed S10p waming Enable Passible

0504 Stop waming Enacie Possible J
0505 Irmeversible. Scheduled stop Enable Possible
0508 Ineversibie: Rema, Slop Enable Passible
Q507 Irreversible: Power tailure Enatie Possible - J
Event notification interval | oK | Back |
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The [SSH authentication settings] screen is displayed.

I~ [Liza host authanscation|

Host key

Event Settings

.’ &

55H authentication settings

(6) Specify the setting items.

o
& Uiga password authensication

 Liga challenge and rasponss aushanticasion

7

Account |

Specify when using password authentication
or challenge response authentication.

Password |

" Uge public key authentication

Acoaunt [

Specify when using public key authentication.

L —

ey semngs

Public key

Specify the host key of the WS(SSH) device. |

(7) Click the [OK] button.

o [f you click the [OK] button in the SSH authentication settings screen, you are returned to the condition of the WS script execution
screen while retaining the items you have specified. The retained SSH authentication setting items are applied when you click the [OK]
button on this screen. Changes are not applied by clicking the [OK] button on the SSH authentication settings screen. Any items
specified on the subordinate screens of the SSH authentication settings screen are applied when you click the [OK] button in the
condition of the WS script execution screen.

Host key

:Specify the host key of the WS(SSH).

iSee the following table for conditions of supported keys.

‘Set the text in the following files in general if the WS(SSH) device is
‘OpenSSH.

(1) /etc/ssh/ssh_host_dsa_key.pub
(2) /etc/ssh/ssh_host_rsa_key.pub

\

Screen item Description Default value
Use host Select to use host authentication on the WS(SSH). Not selected
authentication :

Blank

Use password
authentication

Specify password authentication as the user authentication method.

Permit password authentication in the daemon configuration (sshd_config) on the given WS.
The following lists associated keywords.

(1) PasswordAuthentication yes
(2) PermitRootLog:in yes

Account
Password

ESpecify the account to log in to the WS(SSH) using password authentication.
éSpecify the password for the account.

Selected

Blank

Blank

Use challenge and
response
authentication

Specify challenge response authentication as the user authentication method.
Permit challenge response authentication in the daemon configuration (sshd_config) on the given

WS.

The following lists associated keywords.

(1) ChallengeResponseAuthentication yes

(2) UsePAM yes

(3) PermitRootLogin yes

Not selected

Change of default
key
Use default

Change of key

You need to register this client public key to the client public key storage file
(example: ~/.ssh/authorized_keys) on the connection destination SSH
server to make an SSH connection to a WS(SSH) device.

Contact your server administrator for details.

Account Specify the account to log in to the WS(SSH) using challenge response|Bjank
authentication.
Password Specify the password for the account. Blank
Use public key Specify public key authentication as the user authentication method. Not selected
authentication Account Specify the account to log in to the WS(SSH) using public key Blank
authentication.
Public key Displays the current public key. Factory setting

(2048-bit RSA key)

Modify the client authentication key set as the default when the WS(SSH)
device is registered.

Use the default key as the client authentication key for the given WS(SSH).

Modify the client authentication key.

5-39




Conditions for keys supported
by this device

Supported version SSH 2.0 SSH 1.0 is not supported

Key type OpenSSH Commercial SSH is not supported
Public key encryption algorithm |DSA or RSA

Passphrase None Passphrase key is not supported
Key comments None Delete key comments

Length

1024 or 2048 bits
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5.5.4.1 Modifying the key for public key authentication

This section describes how to modify the public key for user authentication for WS(SSH) devices.

The [Change of key] screen is displayed.

Event Settings

r & -~

55H authentication settings

™ Use host aumentication

Hos key

" Use password authentication
" Use challenge and response authenticaion

Arcount

Event Settings

Current key

Public key

Change of key

Key sellings Change of defaull kiry

Public key
sstrrea

AMETHz e EAMAADWAEAMBADCR I Tl S 4 LIAMI LU T
ERIESEE 1 h| T8/ ZCapnl/HFYF 48 KRR nHL lipeedel IKRETIRT TES
WMEWlWIMH?qIWﬂﬁmI}I |+thh|r-.«m| pag
\dl'l.}smil:T bl DaE3 vl G e o 1 2 AL v

49[I'uaél]ﬂ.-ﬂWFLWIWZ\TEBWIxM{iﬂaﬂI.
FnkSetadnd SxEALExr 2l DT80S LDUSIRN nfsilx | ey LIl
i AT LR 1070

Use default Change of key

Displays the current
authentication key. (Display only)

New key
Public key

Ssh-rse
NzaC 1y 2EAMMADADADARAEAOC)  Miva TS0 Hd s |
S‘BSIDnat|Tiff&wnﬂﬂl’\'aiI'dmsdlmdllml\"[{mﬂﬂ
S G DRCHY ' Leche/ SHUMIUZ § JHPN 1 550 LK ZXVn | examvmn L BE:
(RIS NM&HSM‘&WN[JM!MYQHIM&M
A4 [Focl L6/ HAROTFLL ALV T2 3 mbgn Y +coh mCHE 15 YHLRE vk
rﬁ;m*ﬂ#‘nnnmmmwmmmﬂ A 12 oy b drrvrd (0

[JMIWI\‘!‘-M‘D.I\

(1) Click [Use public key authentication] on
the SSH authentication settings screen.

(2) Click the [Change of key] button.

(3) Specify the new key.

Paste the new key text in this

Frivate key Private key column.
’ (4) Click the [OK] button.
. - J
Screen item Description Default value

Current key

Displays the current keys.

Public key Displays the client public key. :;%?g_%fgg?%ey)
Private key iDisplays the private key as asterisks (*) for security reasons. :;%?gzitssg?gey)
New key Paste the new keys.
. Paste the new client public key text (PEM format). Blank
Publickey  conditions of the supported key are the same as those for the host key.
Private key Paste the new client private key text (PEM format). Blank

Conditions of the supported key are the same as those for the host key.

&

This device does not generate a new key. Use the ssh-keygen command in OpenSSH or the key generation function in SSH related
tools and paste the generated key text (PEM format) to this screen.

The following restrictions apply on this device. Check carefully when generating a new key.

~

Supported version : SSH 2.0 Passphrase None
Key type : OpenSSH Key comments : None
Public key encryption algorithm : DSA or RSA Length 1024 or 2048 bits

(Example) The following example shows how to generate a new key in OpenSSH.

ssh-keygen —t rsa —b 1024 —N ””

-t key type (rsa or dsa)
-b: Length (1024 or 2048 bits)
-N: Passphrase (none: ")
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5.5.4.2 Modifying the default key

This section describes how to modify the authentication key that is set as the default when the WS(SSH) device is registered.

Event Settings

r & =

55H authentication settings

™ Use host aumentication

Host key

" Use password authentication
" Use cnallenge and response suthenticaion
Arcount

Paszworg

% s e public key authantication|

Key sellings Change of defaull kiy

Public key
sstrrea

AAAAETH a1l EARADMMENABAUCOT J Wibea 7501 Hex i 1N LU YU
ERIESEE I h| T8/ 7Capnel/HFYF 48 KRR nHL lipeedel IKRETIRT TE4
WMWlWIMH?qleI?I J4PHI { 50 | R T poees
\dlﬁleL‘l’rdW DaE 3Ryl Gl I > ﬁl?Mul

4a[rummmrmlmmaswm'mm.c AEI0 0
Finkde: )Jndk‘xl:l\l.nr‘IDiHllﬂlll.Bmle‘a\mﬂiﬂ'J”.lslﬂw
i AT LR 1070 -

Use default Change of key ]

(1) Click [Use public key authentication] on
the SSH authentication settings screen.

(2) Click the [Change of default key] button.

(3) Specify the new key.

oK | Bak |
The [Change of default key] screen is displayed.
Event Settings - & ~
Change of default key
Current key MNew key
Public key Pusilic key Reaid fom divice choosing
— N

JWlbva bl H'lm 1JNMI Cl ForlbviZB)
iLHlTHN.lI.M“
EinhkvFIHE

Use the default key as the client authentication
key for the displayed WS(SSH) device.

A
Prvate ey Pavats ey \—{ Enter the new key in this column.
J (4) Click the [OK] button.
Displays the default keys that are currently set. (Display only)
Displays the private key as asterisks (*) for security reasons.
Screen item Description Default value
Displays the default keys that are currently set.
. . . Factory setting
Current key |Public key Displays the default public key. (2048-bit RSA key)
. . . . . . Factory setting
Private key Displays the default private key as asterisks (*) for security reasons. (2048-bit RSA key)

Paste the new keys.

Read from device:Specify the client authentication keys currently set on the WS(SSH) device as Enabled
choosing the new public and private keys.
New key Public ke Paste the new default client public key text (PEM format). Conditions of the Blank
Y supported key are the same as those for the host key.
Private ke Paste the new default client private key text (PEM format). Conditions of the Blank
Y supported key are the same as those for the host key.
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5.5.5 Testing WS script operations

This section describes how to test the script you have set in "5.5.3 Writing and editing WS scripts".

(1) Select [WS Script] on the event settings screen.

(2) Click the [Select WS Script] button. Caution

You cannot test a WS script while testing
another WS scripts, e-mail transmissions, or a

The [Condition of WS script execution] screen is displayed. e,

Event Settings s & s
Condition of WS script execution Davice name:2001:dsa:1234

Ho. Ewent Sefting value  Change
0504 Sop waming Enadle Possidle =
0505 Wreversible. Scheduled stop Enable Possible (3) Select the Ilne Of the event that you Want to
Q506 Wreversitie: Remo. Slop Enable Possidle test
0507 Mreversible: Power fallure Enabdle Possidle
el L il The selected line is highlighted in reverse video.

- 0510 Enc el Dissble | Cuastee Once an event is selected, buttons on the right of

Click 11 Shddomnemagon e Possie | the screen are enabled.
0512 Batt replace warmning ime Enadle Possidle
0518 Wreversible: Serial emor Enatile Possible
0552 Output Grcuit on Disatie Possidle -
0552 Mreversible; Major beeakdown Enable Possitle —— (4) Click the [Test] button
0563 Mréversible: Dverload Enable Possible ~ it of WS Script
Event nosication interval OK Back

The [Script sends confirmation] screen is displayed.

Script send confirmation

The test send of the WS Script will start.

_ (5) Click the [OK] button.
When ready, click OK.

The test of the selected event starts.

Cancel

[ Click

A message is displayed at the bottom of the
screen to indicate the test is in progress.

The test result is displayed at the bottom of the screen when the test is complete.

Event Settings (e, = I
Condition of WS script execution Davice name: 2001 aE-1734

Ho. Event Semngvalue Change
0504 Stop waming Ensabie Passible =
0505 Ireveraible: Scheduled stop Enacie Possitie
0506 Imeversinle: Remo. Stop Enatle Passible
0507 Irreversible: Pawer failure Enabie Passible
DS08R Irréversible: Low Baft Vol Fnatie Passible
0510 Exec pre-shutdown operation Disable Possitle
e
0512 Baft-replace waming bme Enatie Possible ] S5H semngs
0518 Irreversible: Senal error Enatée Fossitie .- Toat J
0552 Oulpul circuil on Disable Passible =
0842 Irneversable. Magor Dreakdown Enacie Possible Digasie
D563 Irreversible: Ovenoad Enatie Fossitie - Bt of WE Seript

’ II | OK Dack

While in the test: Now testing (0511)

l
When the test is complete: Finished sending Script (0511)
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Script test results

The result is displayed when the script test is complete.

Notes on the result display x

"Finished sending Script" indicates the processes set in the script are complete, and does not indicate the successful execution
of the specified commands.

Therefore, it is possible that the specified command failed on the WS because it contained an incorrect path or incorrect
character, or for some other reasons. Check the status of the actual device to see the result of the specified commands.

The following tables show examples of the displayed results.

e Message for successful execution

Display example | Finished sending Script (0511)

Description The script of event No.0511 (shutdown) was successful.

o Message for failed execution

Display example | Failed to send Script (0511) Details: E=511,L=8T

Description The script of event No.0511 (shutdown) failed.

Details: E = 0511

Indicates the event No.

L=8T Indicates a timeout on the 8th line in the login procedure.
L Indicates the cause.
T: Timeout

F: Format error (incorrect script syntax)

Indicates the line in a number. (Indicates the 8th line.)

Indicates the script type.

L: Loin procedure
S: WS Script

* Message for failed execution (SSH connection)

Display example | Failed to send Script (0511) Details: ERROR-XXXXX

Description The script of event No.0511 (shutdown) failed.
Details: ERROR-XXXXX

|— Indicates an SSH associated internal error code.

See "Appendix D. WS SCRIPT ERROR CODES" for the details of error codes.

e Message while the test in progress

Display example| Now testing (0511)

Description The script of event No.0511 (shutdown) is being executed.
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5.5.6 Configuring syslog notifications

This section describes the conditions for notifying the event log from the UPS to the syslog server when the given event occurs.

(1) Click the [Basic settings] button on the main screen.

The [Basic settings] screen is displayed.

Basic settings

W 1IPA selings

' Slabc addiess IP agaress

Caution

The event log is sent to the syslog server if you
have enabled the event in "5.5.2 Configuring
event log recording conditions".

Notification for the event is not sent if it is set to
"Disable".

RODI:8:1

Langtn of sutnet prefi
1]

Dietault gateway

Difsult gatewsy (Setup only sBectve for static adcress)
EEEIR LT

DNS serer

(2) Click the [Syslog notification] button.

DS server (381 up ondy effective for static address)

Link local aodress

A ebb:zle0z4eff2fabd: 9045

Locaton
¥ Server roum | Click |

UPS semings

The [Syslog notification setting] is displayed.

Senicesemngs | Accountsemngs | E-mail seftings syslog notication | ) Meas. manage

Back

Select this to notify the syslog server.

Basic settings

Syslog notification setting

Facility : 1 userlevel messages

Association of event type and syslog severity

v¥

(3) Select [Syslog notification].
(4) Specify the conditions.

Error ..severity . 3 Error: error conditions
Warning ..severity : 4 Warning: warning conditions
Information severity - 6 Informational: informational messages

Select the level of the message to send from the UPS to
the syslog server. Items are RFC3164 compliant.
Select to suit your specifications.

Default value: Facility: 1 user-level messages

syslog server address
«
z|
3:‘
]
5|

Select the type of the event to be notified to the syslog
server. ltems are RFC3164 compliant. Select to suit your
specifications.

Default values:
Error: 3 Error: error conditions
Warning: 4 Warning: warning conditions
Information: 6 Informational: Informational messages

(5) Click the [OK] button.

events.

Enter the address of the syslog server to notify the

You can specify up to 5 addresses.
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5.5.7 Testing syslog notification transmissions

This section describes how to test transmission of event logs to the addresses you specified in "5.5.6 Configuring syslog notifications".

Caution

e You can test transmission of events even if the
event is set to "Disable" in "5.5.2 Configuring event
log recording conditions”. However, these disabled
events are not notified when they actually occur.

e You cannot test syslog notification while testing a

WS script, e-mail transmission, or a shutdown.

(1) Select [Event-Log] on the event settings screen.

[Condition of Event-Log operation] screen

Event Settings & Event-Log © WS Seript © E-mail
Condition of Event-Log operation

o, Event Semngvalug Change  Standard settings
0144 Minor breakaown recoversd Enatie Impogsicke = Advancad sattings . .
0503 St schacuiedsop waming Py (2) Select the line of the event for which you
0505 Imsversots: Scheculed sop Erade  Impossile || C AGncedsetings want to test the syslog notification.
0508 1 e Rerm, St Enatt I = Cndds ]
5 Imeversible. Remo, Slop nable Impossitie
0507 Inmeversisio: Power tailure Enatie Impossisi The selected line is hlghllghted in reverse video.
0509 Imevariste: Low ba voit Enacie  Impossicis Once an event is selected, the [syslog notification
0510 Exec pre-shuldown operation Disable  Possitle test] button is enabled.
B e
0512 Bafi-replace waming ime Enatie Passible
0518 Imeversitle; Serial eror Enable Impossitle :
0562 Inrdvaraitie: Major Breakdown Enatie Imposeitie . . .
0563 Imeversiole: Overioad Enatle  Impossicie émm — (3) Click the [syslog notification test] button.
Event nolification interval oK Back

The [Syslog notification sending confirmation] screen is displayed.

Syslog notification sending confirmation
3yslog notification sending test for the below event
When ready, click OK.

Event No.:0511 (4) Click the [OK] button.

Event name:Shutdown execution
Event type:Information

The syslog notification test of the selected event
cancal | starts.

The test result is displayed at the bottom of the screen when the test is complete.

Event Settings & Eventlog  WaSengt  E-mad
Condition of Event-Log operation
No. Ewent Sefting value  Change .
+ Standard seftings
44 MInGE Creak v T o -
0 INOF DEaKOoWN recoversd Enadle Impossioie ; v saings
0503 Sart scheduled stop waming Disable Possible WP conamen)
0505 Mreversibie: Schadulad stop Enatle Impassible " Advanced setings
[ e p—
0506 Mreversile: Remo. Stop Enasle Impassicle
0507 kreversible: Power failure Enabile Impassible
0508 Mreversicie: Low bal Vot Enale Impossiole
0510 Exgc pre-shuldown operation Disable
oo A e
512 E i t
0512 Batt-Tepiace waming ime Enasle Possivle T = T
0518 Mroversiie: Senal ermor Enatie Impassible
0552 kreversible: Major braaksown Enasle Impassible
0583 sl Ovroas Eove  impossie (5) Click the [Back] button.

Restors defaults

Finished sending Sysiog

The main screen is displayed again.

Displays the result of the syslog notification test.

Notes on the result display >

Check the result of the syslog notification test on the system server or the event log on the UPS. See "5.5.8 Checking the UPS
event log" for information on how to check the event log.

If you are using the event log, check if the event log condition for "SYSLOG sending success" and "SYSLOG sending failure" are
enabled before testing. Events are not logged if the conditions are disabled. See "5.5.2 Configuring event log recording
conditions" for information on how to enable them.
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5.5.8 Checking the UPS event log

The events which you have enabled in "5.5.2 Configuring event log recording conditions" are logged.
You can check the operational history, operational conditions, and power status of the UPS from the event log for maintenance
purposes.

(1) Click the [View] button on the main screen.

The [UPS real-time view] screen is displayed.

UPS real-time view (Rl e
Recenved ime 1439035
Ueasured vabue Canditio (2) Click ['Event.'LOg view] on the UPS
No. fam Vawe  Und | - Mo fem state - real-time view screen.
1 Iputvor W50 v 1 ACinputvonage Hormal
2 Input Curr, 100 A 7 Bypass rouble Narmal
3 input Pow, 10 W 3 Culput state an
4 Input requency 50.0 He 4 Smchranism Sme
& Input apparent Pow, 10 WA 5 lverter operation Yes
6 Bypass Vol 00 v " & Bypassoperason Ho L
7 Eypass Curr. 00 A 7 Battery operation Ha
@ Gypass Pow. 00 ] @ Standing by Ho
9 Eypass Mequency (1] He 9 Walling for UPS 10 $10p Ho
10 Bypass apparent L1 WA 10 Battery life Na
11 Output Vol a0 v 11 Battery vollage Harmal
12 Qulpul Curr 10.0 A 12 Tesling the batlery Ha
12 Culpul Pow, 10 ] 12 Baltery test possitle Possitle
14 Qutputfreguency 50.0 He 14 Overioas Hone
15 Output apparent 1] A 15 Battery Temp. trouble Hormal
16 Load factor 50.0 % - 16 Bathery Chy. Breakdown Hane =

The event log recorded in the UPS is displayed on the [Event-Log View] screen.

Event-Log View © Realims dew & Eventiogview O
LY,pu - Dalefime I Type : Type of the event
= | Event name : Name of the event
Inf  Fec., seetion relsasing res. Wb
Inf Sezzlon conf Imed At ot . .
Inf Rec. sestion releasing rea. 172801170 b Date/time : Day and time of the event
Inf  Seesion cond | rmed 172300000 Wb . .
Ini Selting change e snfedibd 000842000 Address : The IP address if you are accessing
Inf Setting cha 0211672015 febiizafiedzbd 0080500 .
Inf Selting chance 2/16/201 : pirteertis from outside
Iof Goances 5 coerstionmede  E1/1610 Standine b Details  Details of the event
Inf Forer [ailure recovered /IS
Inf LPS stop (sorlal) 2/16/2815~
Inf Shutdown exseuticn WABS 172.90.1.169
Inf  haldown execul ion 02/18/2015- fel 2 afiedzbdz 12 166
far Ireeversible: Power fallure 021872 OUTLET 1
Tur Power Failure 0211672015
Inf Changes UFS ooeration mode 021820 Batt . .
I Selting change B2/16/20 fobhabed:bad: 110 0200800007 (3) Click the [Refresh] button to refresh the
Inf S#tting cha 02/15/2 febhzob 04000 .
Inf Setting change 02/16/20 fred e event log display.
Inf Zeiding change 0216108 (L 00892000
Inf S#tLing change W2/1B/25 Fabi o DAO0H0500
Inf 3elling change W1ESNG- 44 17250414089 0x00000004 x

Type Indormationiinf) Waming(War) Eron(Er)

(4) Click the [Display text] button to display

The main screen is displayed again. o the event log as text.

The event log is displayed as text as
shown in the following screen.

[Display text] screen

e : You can copy the text from the [Display text]
2.90.1.1707, “¥eb” screen.

707, "peb”
1=00002000%

. session releas
of irmel
2/

(5) Click the [Back] button.

The [Event-Log View] screen is
displayed again.

(6) Click the [Back] button in the
[Event-Log View] screen.

f—\ The main screen is displayed again.
Back

Click

tHing chane
<GalLing changs”. U2/
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5.6 Configuring E-mail Functions

The e-mail function of the UPS has the following purposes.

(1) Transmitting e-mails to specified addresses to send notification of errors such as a power failure.
E-mails are sent to mobile terminals, computers, etc. to notify the recipient about the UPS error event.

SMTP server

UPS

Send to the SMTP server Send to the recipient

When an event occurs on the UPS, e-mails are created for recipients (e-mail
addresses) specified for the given event and sent to the SMTP server.

(2) Checking the UPS status and measurement information by e-mail.
Information request e-mails are sent to the UPS from the e-mail function on mobile terminals or mailers on computers.
The UPS receives the request e-mail and returns the status and measurement information via e-mail.

See "5.6.5 Sending e-mail to the UPS to obtain status and measurement information" for details of the operational procedure.

Check received e-mails

POP3 server _
UPS
) ——> LI I —
( —
f —————— . .
— Send an information Receive the e-mail from the server

request e-mail

SMTP server
Information e-mail from the UPS Send the information e-mail

E-mail is sent to the "Sender" of the
request e-mail.
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5.6.1 Configuring the e-mail server

You need to configure an e-mail server (SMTP server) to transmit notification e-mails to specified addresses in the event of errors, and
an e-mail server (POP3 server) to query the status to the UPS and receive the stats information e-mails.

(1) Click the [Basic settings] button on the main screen.

The "Basic settings" screen is displayed.

W IPed solfinigs)

yriamic address trom DHCP

& Stabc address

S sedver (Setup only effective for Static address)

Locabon

¥ (St s cnly eocthe for slalic address

Basic settings

¥ 1P setngs

1P aidress

(2) Click the [E-mail settings] button on

LT
Length of subned pref
fa

Diotaust gatewsy

the basic settings screen.

|
DNE server
e

Link lozal address

[iF Server roos

Comment

o
UPSsetings | Sevicesetings | Account seings E-mad setings | ) sralog notiication

Meas, manage |

Click

oK

The "E-mail server settings” screen is displayed.

UPS E-mait acdress:

Basic settings

E-mall server settings

Back

(3) Enter the required information.
See the table on the next page, and
specify each item.

UPS E-mail address

—
E-mail transmisskon{SMTF)
Sorv address: |

Authensication || Hone

Port o [

The sender's address to be added to the e-mail from
the UPS.
Enter an e-mail address* including "@".

Enoryption | Hone
E-mail sending delaying ime: |19 260

Check lor SUTP server

A E-mail transmission(SMTP)

= reception(POPT)
™ Condernation of recesved E-mail

< Specify the e-mail server (SMTP server) for sending
e-mails from the UPS.

E-mail reception(POP3)
Request e-mails are sent from mailer or other
functions to obtain the status and measurement

a L 1]

9 e
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information from the UPS. You need to configure an
e-mail server (POP3 server) for the UPS to receive
them.

This is not the recipient's address for e-mails to notify about
events. You can specify the recipient's address as described
in "5.6.2 Configuring e-mail recipient addresses".




E-mail transmission(SMTP)

Item name

Description

Server address

Specify the IP address or network name of the SMTP server.

Port No.

Specify the port number of the SMTP server.
The port number is specified depending on the value you select for [Encryption].
Encryption None: 25

SMTP over SSL/TLS: 465

STARTTLS: 587

Authentication

Specify the authentication method for e-mail transmission.
None ‘No authentication.

POP before SMTP POP authentication before sending mails.
The account and password specified in "E-mail reception (POP3)" are used.

SMTP authentication using the authentication method selected automatically
by the UPS. (Select "AMTP Auth.(Automatic)" if you do not know which
authentication method your SMTP server is supporting.)

SMTP Auth.(Automatic)

SMTP Auth.(PLAIN) SMTP authentication. The authentication method is PLAIN.

SMTP Auth.(LOGIN) SMTP authentication. The authentication method is LOGIN.

SMTP Auth.(CRAM-MDS5) ESMTP authentication. The authentication method is CRAM-MD5.

Account The account name for the SMTP server authentication. (Required for SMTP authentication)
Password The password for the SMTP server authentication. (Required for SMTP authentication)
Encryption Select when you have selected "SMTP authentication" for [Authentication].

None §'No encryption. !
SMTP over SSL/TLS* Encrypted. Select to suit your SNMP server configurations.
STARTTLS Encrypted.

time

E-mail sending delaying

Specify the delay time for sending e-mails to the SMTP server in seconds.

Check for SMTP server

Check if E-mail transmission(SMTP) settings are correct.

*Caution

e The default value, TLS corresponds to version 1.2. The key length is 1024 or 2048 bits.
(Use version of SSL/TSL can be changed by terminal command “sslver”.)
e SSL encryption is applied to communications; however, an authentication check is not performed on the received SSL

server certificate.

E-mail reception(POP3)

Item name

5768

Confirmation of received
E-mail**

Specify whether or not to check the incoming e-mails on the POP3 server.

If this is cleared, the incoming e-mails on the POP3 server are not checked.

E-mail confirmation

Incoming e-mails on the POP3 server are checked at this interval.

interval

Server address

Specify the IP address or network name of the POP3 server.

Port No.

Specify the port number of the POP3 server.
The port number is specified depending on the value you select for [Encryption].
Encryption None: 110

POP over SSL/TLS: 995

STLS: 110

Authentication

USER/PASSWORD Use USER and PASS commands for POP3

authentication.

Specify whether or not to use the APOP
command instead of USER and PASS
commands for POP3 authentication.
Specify this item when the POP3 server is
restricted to APOP only.

APOP Select to suit your POP3

server configuration.

Account Enter the account name for POP3 server authentication.
Password Enter the password for POP3 server authentication.
Encryption Specify this item if you have selected [Confirmation of received E-mail] or if you have selected [POP before

SMTP] for [Authentication] for the e-mail transmission setting.

None ‘No encryption. ES et to suit poP3

PR :Select to suit your server
POP over SSL/TLS * {Encrypted. configuration.,
STLS |Encrypted.

Check for POP3 server

Check if E-mail reception(POP3) settings are correct.

Caution

*1 E-mails are deleted from the POP3 server as the UPS retrieves them from the POP3 server.
*2 » The default value, TLS corresponds to version 1.2. The key length is 1024 or 2048 bits.

server certificate.

(Use version of SSL/TSL can be changed by terminal command “sslver”. )
* SSL encryption is applied to communications; however, an authentication check is not performed on the received SSL
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You can check if the e-mail server is configured correctly.

Basic settings

E-mail server settings

(4) Click the [Check for SMTP server] button
to check E-mail transmission(SMTP)

UPS E-mall a0aress: r.t's-un:muu.w. i

E-mad ransmésslon{SMTF) tt
Sorver pooress [UTP-zex. xxz Por o P5 se |ngS.
AuthenSication . Mone -

) l Click the [Check for POP3 server] button

Encryption © None v
et seman o[t o3 , @b to check E-mail reception(POP3)
E-mad recepton(POP3) settings.

¥ Conftramion of recessd E-mail E-mail confinmation inbenal F min
Servr address: [FOPE. vr, wex Port Mo, [110

Authencation: USERPASSWORD  +
Aceount FoFE- s Password: [*++

e ' m
- oK Cancel

The check result is displayed. |

Messages to describe the error are displayed if the check fails. The following is the notification message sent when a communication
error occurs with the mail server.

Communication error occurred. Check the settings or contact the administrator.

The following is an example of the error message.
Examples of message

Address conversion failed. Check the settings.

APOP authentication is not supported.

Authentication failed. The account or password may be

incorrect.

POP communication failed.

Content
When address conversion fails for the mail server host name etc.
The mail server does not support APOP authentication
Failed to authenticate using the set email account or password

Failed to authenticate POP before SMTP

Caution

Take appropriate measures according to the
displayed message.

Basic settings

E-mail server settings

(5) Check the settings and click [OK].

UPS E-mall sdaress: [ F5- Wl Tcoo. co.ip

E-mail transmission(SMTP)
Server adoress: [T oo oo |=nnuo.:Fs

AUThenBEaBon © MNons -

Encrypson : None -
E-mail sencing delaying time: "5_ BeC Chack for SMTP server
E-mail recepltion(POF3)
F# Confirmason of recetved E-mail E-mail confirmation interval: E min.
Server adoress: [FIFT. oo, Pnnuo.:"‘”—
Authenicalion . USERPASSWORD =
Actount [POPE-ec Password, e
Encrypiian : Heone - Chackfor POPD server |
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5.6.2 Configuring e-mail recipient addresses

This section describes how to specify the e-mail addresses to which e-mails sending notification about errors are sent.
Specify e-mail addresses of mobile terminals and computers.

(1) Click the [Event settings] button on the main screen.

The "Condition of Event-Log operation” screen is displayed.

Event Settings & [Event-Logl © WS
Condition of Event-Log op-

N Event Seming vah Ch. H
& e Jsstings (2) Select [E-mail].

0101 Power fallure Enable Impossible

gose  Agvancsd settings
0102 Pows Talure recownred Enabit Impassibie PS5 mngion)
0141 Major breakdown Enanle Impassible  Advanced setings

WP corted e
0142 Major breakdown recovered Enable Impassitle ! .
0143 Minor breakoown Enable IMEossitie
0144 Minor breakdown recovered Enable Impossible
0503 Stan scheduled S10p waming Disatie Possible
0505 mreversible: Scheculed stop Enabdle Impossible
0508 kreversible: Rema. Slop Enatle Impassible
Q507 wreversiGle: Power falure Enable ImEossitie
0508 Mreversible. Low balt Volt Enable Impossible
0510 Exec pre-shulGown Coeration Disatie Possidle Restors detaults
Event nosication interval OK Back
The "Condition of E-mail sending” screen is displayed. Switch the contents of the event list.
Event Settings © Evertlog WS Senpt & E-mad

Condition of E-mail sending

See "Appendix B. LIST OF UPS EVENTS" for the
/_ details of event types.

Mo, Event Setingvale Change -

. | = stancard setings
0101 Power fallure Disasle Possitle  Advanced settings
0102 Powes tadure rcoveied Disasie Possibie (P cmnion)
e ¢ e
0142 Wajor breakoown recovered Enable Passible |
(R PEpTeps— Enable  Possicie (3) Select the event to set for e-mail recipients
0154 Minor beeakoown rcovered Enatle Passitie from the event list.
0503 Start scheduled s1op waming Disasle Possicle
0505 kreversible Scheduled slop Disatle Passible The Iine of the Selected event iS hlghllghted in
0506 kreversinle: Remo. Stop Disasle Possible Test reverse video.
080 wrsitde; Power Gilune Disatily Passible = Once an event is selected, the [E_ma” address]
0500 Mreversisde: Low batt Vel Dizasle Possitle S button is enabled.
0510 Exec pre-shuldown operation Disati

(4) Click the [E-mail address] button.
Event nosficaton interval | oK | Back |

The "E-mail address settings" screen is displayed. The following screenshot is for the "Major breakdown" event.

Event Settings o ‘s g
E-mail address settings

end Emai, Event lajor breadom (5) Enter the recipient address.
— You can specify up to 5 addresses.

Select

(6) Click [OK] and check the settings

4 |l
s Recipient addresses you enter for an event are
ma ow recipient address in all events app“ed tO a” eVentS.
Select [Enable] to select recipients for each
[eI'd ] cancel |
View Description
Select this if you want to send e-mails when the event occurs. When this is selected on this screen, the
Send E-mail. setting value in "5.6.3 Configuring event notification e-mail transmissions" becomes "Enable". Only the
specified events are enabled.
Select this if you want to send an e-mail to the given address when the selected event occurs.
Enable A
E-mails are not sent to addresses that are not selected.
Recipient Address Enter the recipient's address. You can register up to 5 recipients.
They are applied to all events.
;h;\llvevr:ﬁ;g'em address Select this if you want to apply the enabled recipients you have specified to all events.
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5.6.3 Configuring event notification e-mail transmissions

This section describes how to configure e-mail transmission from the UPS to the specified addresses to send notification about errors.

(1) Click the [Event settings] button on the main screen.

(2) Select [E-mail] in the event settings screen. You can enable or disable e-mail transmission

for each event such as a power failure and
major breakdown.

The "Condition of E-mail sending" screen is displayed.

Event Settings  EvertLog © WS
Condition of E-mail sending Switch the contents of the event list.
Mo, Event Seming vawe  Ghange  elamta eoling See "Appendix B. LIST OF UPS EVENTS" for the
0101 Power fasure Dizasle Pogsitle 7 Advancad sallings details of event types.
0102 Powds fallure recovered Disatle Passible {UPS oongision)
[ click o i R (o
.OHF LLajor DYeakOown fecivered Enable Passible F R . .
Y e (3) Select the event list to be configured.
0144 Mnor Brdakaown recovered Enable Passible
0503 Start scheduled stop waming Disadle Possitle (4) Select the eVent tO be Configured.
0805 Wreversible Scheduled sop Disable Passible
L e Test The line of the selected event is highlighted in
0507 kriversitde: Power Eilure R Enas reverse video.
B °'“‘[ Click Disatle Once an event is selected, the [Enable] and
0510 Exee pre-shutdown operation Disable PoasiEe = e [Disable] buttons are enabled.
Event nobfication interval | oK Back
Enable : E-mails are sent.
Disable: E-mails are not sent. (5) Click the [Enable] or [Disable] button.
Event list (type) Description
Standard settings Standard events.
Advanced settings Events concerning details of UPS operations such as See "Appendix B. LIST OF UPS
(UPS condition) breakdown details. EVENTS" for the details.
Advanced settings .
(UPS control system) Events concerning UPS control.
Buttons Description
Test Test e-mail transmission to the registered addresses for the selected event.

See "5.6.4 Testing e-mail transmission".

Switches the setting value from Disable to Enable.

Enable The selected event is Enable for e-mail transmission.
The setting value is "Enable” if you have selected [Send E-mail.] in "5.6.2 Configuring e-mail recipient
addresses".

Switches the setting value from Enable to Disable.

The selected event is Disable for e-mail transmission.

The setting value is "Disable" if you have cleared [Send E-mail.] in "5.6.2 Configuring e-mail recipient
addresses".

Disable

Specify the recipients for the selected event.

E-mail address See "5.6.2 Configuring e-mail recipient addresses".

This function is applicable to the following 4 events.

o - Battery life, Major breakdown, Minor breakdown, and Batt.-replace warning time
Event notification

interval Event notifications are generated at the specified intervals (days) and e-mails are sent if you have
specified [Enable] for the [Setting value] of the above events and the events are occurring repeatedly.
See "5.5.2.2 Configuring event notification intervals” for details.
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5.6.4 Testing e-mail transmissions

This section describes how to test e-mail transmission using the specified information.

(1) Select [E-mail] on the event settings screen. Caution

You cannot test e-mail transmission while

The "Condition of E-mail sending” screen is displayed. testing a WS script or a shutdown.

Event Settings © BventLog T WS Sof @ X
" Click
Condition of E-mail sending

No. Event Jenngialue Change & Stangard semngs
0503 Stan scheculed stop waming Disable Possinle - - cad semngs
0505 Mréversible: Scheduled stop Disable Possisle {UPS concition)
0506 kreversible: Remo. Stop Disable Possinle - Wn:ld SERNGE (2) Select the Ilne of the event that you Want to
UPS S0el Byitem)
O80T Wreversible Power fallure Disable Possible
test.
0508 Wreversibie: Low Dalk Vot Disatie Possibie
0510 Cxec pre-shuldown alon Disabl: Py . . n . . .
e e e e The selected line is highlighted in reverse video.
== ! Once an event is selected. buttons are enabled.
0512 Batt-replace warning ime Enastile Possivle
0518 Wreversioia: Soriat eror Oisavie  Possioie
0562 Wmeversicie: Lisjor beaakdown Disable  Possisie | .
0583 Wreversible Overdoad Disable Possible Disatis
0652 Wreversitle: UPS famp. boule Disable  Possitle |, Emallasamsss | (3) Click the [Test] button
Event nobfication inlerval oK Back

The "E-mail send confirmation” screen is displayed.

E-mail send confirmation

The test send of the E-mail will start.

When ready, click OK.

(4) Click the [OK] button.

The e-mail transmission test of the
| selected event starts.

The transmission result is displayed at the bottom of the screen when the test is complete.

Event Settings € EventLog © WS Seript & Email
Condition of E-mail sending
Mo, Event Zefting value Change
% Standard semings
e " vaminy 3 5 -
0503 Stat scheduled s10p waming isadle Possitie  ASSNCND SIS
0505 Imeversisle: Scheculed stop Disable Possisle 1S condition]
0508 Imeversisie: Rema. Slop Disatie Passible " Advanced seftings
1UFS sl samm)
0507 Imeversisle: Power failure Dizavie Possitle
0508 e le: Low batl Voll Disable Passible
0510 Exec. pre-shutdown operation Disable Possible
s S e e
0512 Bam -replace waning Bme Enable Passile
0518 Imeveraicle: Serial emor Dizasle Possicle Tk |
05682 Imeversitile. Magor breakdown Dizable Possible
Enabile
0563 Imeversidle: Ovencad Uisadle Possitle Disabie J
0852 Imeversisle: UPS temp, trouble Disasle Pogsisle = P

(5) Click the [Back] button.

Displays the result of the e-mail transmission test. The main screen is displayed again.

Notes on the result display >

Check the result of the e-mail transmission by actual receipt of the e-mail or the event log on the UPS. See "5.5.8 Checking the UPS event
log" for information on how to check the event log.

If you are using the event log, check if the event log conditions for "Finished sending E-mail" and "Failed to send E-Mail" are enabled before
testing. Events are not logged if the conditions are disabled. See "5.5.2 Configuring event log recording conditions" for information on how
to enable them.
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5.6.5 Sending e-mail to the UPS to obtain status and measurement information

This section describes how to request the UPS status and measurement information from mailers on mobile terminals or computers.

(1) Enter the following to the recipient address and subject.

* Recipient: E-mail address of the UPS
Enter the address you specified in [UPS E-mail address] in "5.6.1 Configuring the e-mail server".

e Subject : Select from the following table depending on the requesting item.

Subject Description
UPS Status Request UPS status measurement information
UPS Info Request UPS information
Setting Request Device setting information
Log Request Event log information (latest 10 records)
Log Request All Event log information (all 1000 records)
Log Request-f Event log information (latest 10 records)
Log Request All-f Event log information (all 1000 records)
Hour Request All —f filename Hourly summary data (all)
Hour Request yymmdd —f filename Ho_urly summary data (daily) The summary data is output
Day Request All —f filename Daily summary data (all) )

- - to a csv file and attached to
Day Request yymm —f filename Daily summary data (monthly) 2
- the response e-mail.
Mon Request All —f filename Monthly summary data (all)
Mon Request yy —f filename Monthly summary data (annual)
Sensor Status Request Sensor status measurement information
* Body: Blank

(2) Send the e-mail.

(3) The response e-mail”” is sent from the UPS.
See "Appendix C. LIST OF INCOMING E-MAILS" for the contents of the response e-mails.

Caution
—{ Caution > ~

*1 Notes on entering the subject
o Enter the subject line in single-byte characters, and use a single-byte space where necessary. The subject line is not
case sensitive.
e yymmdd indicates the year, month, and day. yy: The last 2 digits of the year, mm: Month in 2 digits, dd: Day in 2 digits.
e Specify any file name as the filename. Omit the filename if it does not need to be specified.
Enter the file name in single-byte alphanumeric characters and keep the length of the subject line within 76 characters
including the file name.

*2 Response e-mails
Response e-mails and attached files may not be received depending on the configuration and functions of mobile terminals
and computers.
W,
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5.7 Configuring Measured Value Administration

Information

You can monitor measured values of the UPS and sensor and shut down the UPS
when any of the values deviate from the normal range.

You can also create summary data from the measured values and display graphs.
See "6. USING THE WEB DISPLAY TOOL" for how to use the graphs.

5.7.1 Creating measured value collecting data

(1) Click the [Basic settings] button on the main screen.
(2) Click the [Meas. manage] button on the basic settings screen.

The [Measured value administration information setting] screen is displayed.

Saves summary data of the following measured values. **

® |oad factor
e Ambient temperature
e Battery temperature

e Input voltage
® Input frequency
e Qutput voltage

e Output current
e Qutput power
e QOutput frequency

e Qutput electric energy
® Temperature sensor
® Humidity sensor

Basic settings
Measured value administration information setting

e ‘Bate measured value collecting data
Collecting data Is held 3t LAN Inerface card

; i can gel by FTP
e masured valise from callecing kel during power Eailire
MgRtar maasurad value dewation
Dispigy change:  Load factor®
Valig\neas. range ¢ - 40 Denabon Recovery Hysteresis |U

[+ MeYitor Caution Level Deviation F Wonitor Waming Level Devation F* Shutdown upen dewiation.

Morytored  Upper limit only - Manitored © Ulpper limit anky - Confirmation time :Fﬂ_sec

Nor\alUpperLimit < B0 MormalUppsrums : fOL

Norrmll Lawer Limil - Mormal LowsrLimit  © [ UPS aulomalic slop / start operation
Stop | Stist -

Measured values for "input frequency" and "input voltage" during a
power failure are excluded from the summary.

Items in pink are available when the
LAN interface card supports sensors
and a sensor is connected.

(3) Select [Create measured value
collecting data] to create collecting
data. *'

(4) Click the [Apply] button. **

You can configure "measured value
deviation monitoring" from this screen
to monitor the measured values.

See the next page.

Item name Description

Default value

Create measured value collecting data

Select this to summarize measured values. Not selected

Exclude measured value from collecting
target during power failure

This item is enabled when you select [Create measured value collecting data].
Select this if you do not want the summary data to include values taken in a
power failure.

If you do so, measured values for "input frequency" and "input voltage" are

Not selected

excluded from the summary.

*Caution

Display Tool is not calculated.
*2.

Make sure you select the checkbox in Step (3) if you want to display graphs in "6. USING THE WEB DISPLAY TOOL". Data
summaries are not created if this is not selected. Also, the cumulative power in the [System condition] screen of the Web

Data summary starts from the point where you select [Create measured value collecting data] and click the [Apply] button.
You cannot take summary of the past data.
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5.7.2 Configuring measurement value deviation monitoring

5.7.2.1 Configuring measurement value deviation monitoring

You can configure deviation monitoring on each measurement value in the [Measured value

administration information setting] screen.

Select when monitoring deviation of measured values. **

Basic settings
d value information setting
[+ Crejite measured value collecting data
Caflecting data is neld 3t LAN interface card
gfolledling dat can get by FTF
Exchud; wd vatlue I g targel during power Eilure

Items in pink are available when the
LAN interface card supports sensors
and a sensor is connected.

(1) Select [Monitor measured value
deviation] to monitor deviation of
measured values. *

(2) Select the value in LDispIay change] and
specify the items. *
See the table on the next page.

W panitar measured valise devaian

Display change:  _oad

Valid meas. range

[+ Menitor Caution Level Deviation

(3) Click the [Apply] button. **

Deviason Recovery Hysteresis : !

F Wonitor Waming Level Devation F* Shutdown upen dewiation.

Monitored : Upperlimy only it Maonitored I Upper limit anky - Confirmation time F'n B8C
Hormal UpperLimit ;00 Mormal UpperLimit F-ﬂl ~

o - - - You can enable the [Devices to be shut down]
Hormal Lower Limil Mormal Lower Limit UPS aulomalic stop / starl operation

button and select the devices to shut down if you
select measurement values for the temperature

sensor and humidity sensor and select [Monitor
\ Warning Level Deviation] and [Shutdown upon

deviation]. See page 5-60 for details.

Select the value in [Display change] and specify the items. **
See the table on the next page for details.

Stop | St

® |oad factor
e UPS temperature
® |nput voltage

® Temperature sensor

Values for deviation monitoring { e Humidity sensor

Displays the measurable range of the value selected in [Display change].
Use these values to determine the deviation range settings.

An error message is displayed if settings are incorrect. **

Message example: Conflicting warning and caution level upper limits.

Displays the [Sensor basic settings] screen.

You can register, modify, and delete sensors. See "5.11 Registering,
Modifying, and Deleting Sensor Information”. This button is not displayed if
your LAN interface card does not support sensors.

1 Caution >

~

*1.  UPS that do not support measured value administration information do not monitor deviations even if you set them to monitor.

*2.  After selecting a measured value and modifying the setting value, you cannot select another measured value until you click the [Apply] button
to accept the new setting. The [Sensor basic settings] button is also disabled. Click the [Apply] button before configuring another measures
value or sensor. They will become settable.

*3.  An error message is displayed if you have specified an incorrect value in Step (2) and clicked the [Apply] button in Step (5). Check the
message and specify the correct value.

*4.  Accuracy of the humidity sensor
Accuracy of the humidity sensor changes as follows over the years. Replace the sensor according to the required accuracy.

1lyearold: +5% RH

5yearsold: +8% RH

10 years old: +10% RH
g
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Item name

Description

Default value

Display change

Select the subject to be monitored.

Load factor The load factor of the devices connected to the UPS.

UPS temperature Battery temperature; when the battery temperature is not measured, this
shows the ambient temperature.

Input voltage The input voltage of the UPS.
Deviation monitoring is not performed while in a power failure, or when the

_input voltage is 30V or less.

Temperature sensor  :The value measured by the connected temperature sensor.

You can specify the value for deviation monitoring for each registered
isensor.

iDisplays the Meas. name you entered when registering the sensor as

idescribed in "5.11.1 Registering sensor information”.

Humidity sensor The value measured by the connected humidity sensor.

You can specify the value for deviation monitoring for each registered
sensor.

Displays the Meas. name you entered when registering the sensor as
described in "5.11.1 Registering sensor information".

Valid meas. range

Displays the measurable range of the value selected in [Display change].
Displays numerical values according to the measured item. Use these values to determine the
deviation range settings.

Load factor 0 to 400 (%)

UPS temperature -25t0 80 (C)

Input voltage 0 to UPS's rated voltage +200 (V)

Temperature sensor__-40 to 85 ('C)

Humidity sensor 0to 100 (% RH)

Deviation Recovery Hysteresis

Specify the value to determine the recovery after the measured value deviated from the specified
range. See the next page for details.
Setting range: 0 to 999999 (integer)

Monitor Caution Level Deviation

Monitored

Normal Upper Limit

Normal Lower Limit

Select this to enable selecting monitoring subjects.

Upper limit only

Lower limit only Specify the upper limit and lower limit depending on the selected value.

Upper/Lower Limits

Enter the numerical value. Enter a value appropriate for the item you have selected in [Display
change].
Setting range: -99999 to 999999 (integer)

Not selected

Enter the numerical value. Enter a value appropriate for the item you have selected in [Display
change].
Setting range: -99999 to 999999 (integer)

Monitor Warning Level Deviation

Monitored

Normal Upper Limit

Normal Lower Limit

Select this to enable selecting monitoring subjects.

Upper limit only

Lower limit only Specify the upper limit and lower limit depending on the selected value.

Upper/Lower Limits

Enter the numerical value. Enter a value appropriate for the item you have selected in [Display
change].
Setting range: -99999 to 999999 (integer)

Not selected

Enter the numerical value. Enter a value appropriate for the item you have selected in [Display
changel.
Setting range: -99999 to 999999 (integer)

Shutdown upon deviation

Confirmation time

Devices to be shut down
*1

UPS automatic
stop / start operation

Select this if you want to shut down devices when the measured value deviated from the specified
warning level range. *2  For details on the operation, see "2.3.3" (8).

Not selected

Specify the confirmation time between the occurrence of the deviation and starting the shutdown
process.

30 sec.

This option is enabled if you select measurement values for the temperature sensor and humidity
sensor and select [Monitor Warning Level Deviation] and [Shutdown upon deviation]. You can
select the device to be shut down for each measured value. See "5.7.2.2 Configuring devices to
be shut down upon deviation of sensor measurement values" for details.

Specify whether or not to shut down the UPS after shutting down devices due to deviation of their
measured values from the warning level, and whether or not to restart the UPS when the
measured values returned to the specified normal range. *2

Sensor basic settings

Register, modify, or delete sensor information when connecting a sensor.
You cannot manage measured values even if you connect a sensor unless you register the sensor
information.

** Caution

You can select devices to be shut down for [Devices to be shut down] only when you have selected measurement values for the
temperature sensor and humidity sensor. All devices are shut down for any other measurement values.

** Qperations during UPS linkage __—=

When "Run in sync at deviation of the load factor, UPS temperature, or input voltage" is selected in "Synchronization setting by
causes" from "5.10.1 Configuring UPS groups", settings are sent to all grouped UPSs to specify "Shutdown upon deviation" and
"UPS automatic stop / start operation”, and the settings are replaced.

~\

5-58




The following statistical graph can be displayed by the web display tool based on the specified values in measured value administration

information. See "6. USING THE WEB DISPLAY TOOL" for information on how to display graphs.

Graph created by the web display tool

Statics graph
Measurement | Ambiond fempesatie s | Renor boe | Daily regart & Apaly Measured value administration information Setting screen
Amblent temperature(C) 07240201 3(Wed) _= | change |g|||..d
LH
10 +ar

easured vabue deviation

Display change:

Valid meas. ange

:I[l.\hcnch:\.rn Hystaresis : [F

F_)

Moninor Warming Level Cesanon

Heemal UpparLimit 7

Hormal Upper Limit
Plormal Lower Limit

Conhrmation time|

— e
e

LIPS automalie sthp J $1art operation

Stop | Stant

e R e R L R e e e et r¥ar
-15
L} a ] 12 16 0 LR — - -
Specify the value to determine the recovery after the
=< | Meas, value of point locabe Max, Min, and average of graph data . Y
[ (e - R, F— measured value deviated from the specified range.
™ me st — o See the descriptions below for details.
g B0C A S Enter a value appropriate for the item you have
. T
[Graph settings|| Rewesn | Data sispiay selected in [Display change].

Descriptions on deviation from the specified range and hysteresis.

Warning level

Temperature (°C)
Warning
Caution

Hysteresis

20 |foooooeoeoooe-

Measured

value
o -

Measured

o |. Caution
level
Caution level
deviation
P MBI A
level

Warning level
deviation

Warning level
deviation recovery

Shutdown
execution

Example) When you have selected [UPS temperature]

Normal upper limit of the caution level: 30

Normal lower level of the caution level: 0

Hysteresis: 2
After the temperature rose above 30°C and deviated from the range, recovery from the caution level to the normal range is determined when the
temperature drops below 28°C.
After the temperature dropped below 0°C and deviated from the range, recovery from the caution level to the normal range is determined when the
temperature rises above 2°C.

Normal upper limit of the warning level: 40

Normal lower level of the warning level: -10

Hysteresis: 2
After the temperature rose above 40°C and deviated from the range, recovery from the warning level is determined when the temperature drops
below 38°C.
After the temperature dropped below -10°C and deviated from the range, recovery from the warning level is determined when the temperature rises
above -8°C.
The shutdown process is executed when the value deviates from the warning level.
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5.7.2.2 Configuring devices to be shut down upon deviation of sensor measurement values

You can configure devices to be shut down for each sensor if the measured values

of the connected sensor deviated from the warning level.

Select the device according to the location of the sensor.

Register the sensor first.

See "5.11.1 Registering sensor information” for how to register the sensor.

[Measured value administration information setting] screen

Basic settings

wvalue i ion setting

[ Greate measured value collecsng dat

Calledting data is held at LAM interface card

Select temperature sensor or humidity
Calledting data can gel by FTP

/_ sensor for the measured value.

¥ Exclisde mssured walue from calliding barget dusing powgpefur:

v Monitor measured value devdaSon

Valld mess, range 25 - w ghfeon Recovery Hysteresis: £

[¥ Monitor Causon Level Deviason )anitor Warning Level Dewiaticn e hutdown upon dewiation.
Monitared i UpperiLowerLimits = Monitored i UpperLowsrLimiis  + Confirmation tme [0 38C

Mormal Upger Lim  : [i0 Noemal Upper Limit  : (40 /—\

Hormal Lawer Lima © [1 Nosmal Lower Limit  © |10 1 P
Click P =

Apply Back

The [Shutdown target device settings] screen is displayed.

These items are settable only when the LAN
interface card supports sensors and a sensor is
connected and registered.

(1) Select [Temperature sensor] or [Humidity
sensor] to [Display change] on the
[Measured value administration
information setting] screen.

(2) Select [Monitor Warning Level Deviation]
and [Shutdown upon deviation.].

(3) Click the [Devices to be shut down] button.

Displays the sensor information. |

A list of registered devices is displayed.
UPS group members are also displayed if you
have configured UPS groups in [UPS linkage].

Basic sattings
Shutdown target device settings

Maas nams Temparabare Sensor 1

Location Server room

Comment Rack 1 (5) Click

Diavices o bé shut down Dievicas not 1 be Shut down

PL i T{I 172, L 18
Fe Corse | (ESTRRRR
<< Agd all
Remaove all >»
Details of Mo Selecded defos
Hamed® address) Location Comment
[7zmaca e 2F Limuz

— =D e |

The device to be shut down is displayed. |

Displays information on the selected device. |

(4) Click the device you want to shut down in
the [Devices not to be shut down] list.

The line of the selected device is

highlighted in reverse video and the [Add]
button is enabled.

(5) Click the [Add] button.

(6) Click the [OK] button.

You can click the [Add all] button if you want to shut down all devices.
Select the device in the [Devices to be shut down] list and click the
[Delete] button if you do not want to shut down the device you have

already specified.

When you select "Stop" in "UPS automatic stop operation”, all devices registered to current UPS are required to add to devices to be

shut down.

When the registered device is in "Devices not to be shut down", the UPS stop operation is not performed even if "Stop" is selected in

"UPS automatic stop operation”.
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When set the UPS to "Devices to be shut down"

When including the UPS in "Devices to be shut down" , see "2.3.8.2 Configuration with multiple UPSs" for detail on shutdown

operations.
UPS automatic stop / start in "Devices to be shut down" operates based on the setting value of "UPS automatic stop / start operation” in

"Measured value administration information setting" screen of the sensor.

"Measured value administration information setting" screen of sensor.

Basic settings
value i ion il ion setting
[ Create measured value colledng dita
Calledting held at LAM inferface card
Callecting daka can gel by FTP
¥ Exclue mpasure I Daring powes it
v Monitor measured value dedaSon
Display change. | UFS torperatur: - " -
- . .- UPS stop / start operation in "Devices to
valdmeas.range 25 - 60 Dedsson Recovery Hysteresis £
[+ Monitor Cauton Level Deviation F# Monitar Waming Level Dieviation # Shutsown upon deviation. be ShUt dOWn" iS same Operation as the
Manitarsd i UpperLowerLimits = Menitored i Upperiowsrlimits =  Confirmationtme : [0 sec. Setting value of "UPS automatic StOp /
Hermal Upgerlim PO Noemal UpperLimie 40 start operation.”

Mormal Lower Limit :F Normal Lower Limit  : |10 UP3 automatic stop / start operatio)
Stop / Fan

g Apply Back

Caution

When the UPS automatic start operation is performed at recovery from measured value deviation of sensor, the UPS set to
"Devices to be shut down" may not start automatically in the following state.

» The UPS set to "Devices to be shut down" has stopped completely.

* When LAN interface card cannot perform network communication with the UPS set to "Devices to be shut down" because the

network devices have stopped.
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5.8 Checking UPS Information and Status

5.8.1 Checking UPS device information

You can check UPS information such as the specifications and program versions.

(1) Click the [UPS information] button on the main screen.

The [UPS information] screen is displayed. I Displays the serial number of the UPS.

| J Displays the next shutdown time and start-up

The next schedule information — time if the scheduled operation is enabled.
Starting time: MW/DDA Y -HHMMSS

Stopping time:MM/DD Y -HH MMES

UPS profile UPS intemal information Displays operational information of the UPS.
Style:A11F Currenttime:02/13/2015 16:42:47
Controlled part Ver. :21 Result of battery test Abnormal finish
Input phase:1 Date of battery test05/13/2014 19:04:.04 ° Battery test result and test date
Output phase:1 Number of power failure:0times o Number of power failures
Bypass phase:1 Battery life:65535(h) < . . .
Rated input voltage: 100V UPS operation estimated time:0(h) < e Cumulative UPS operation time, etc.
Rated output voltage: 100V Battery operation estimated time:0(s)
Rated capacity:1.0kVA ) . )
Rated backup time:10min Displays an asterisk (*) if the UPS does not
Number of outlet2 .
Constant outputyes SUppOrt the item.
A
Click
Displays specification information of Clsa) (2) Click the [Back] button.
the UPS.
e UPS type :
e |/O phase The main screen is displayed again.
* Rated voltage
etc.

5.8.2 Checking the UPS status and measurement values

You can check the current status and UPS measurement values.

(1) Click the [View] button on the main screen.

The [UPS real-time view] screen is displayed.

Received time
UPS5 real-time view * Reaktime vew] © Event-Logview . . . .
Displays the time when the status information
Recuned ime 143918 (\ .
was obtained from the UPS.
””:“'“'a'“‘-‘ — — )ﬂﬂﬂiﬂu R — N Status information is obtained at approximately
o fem . o. e - . ) .
1 Wpution sy v 1 A odvoReps Homal 10-second intervals and the displayed value is
2 Input Cuer 100 A 2 Bypass troutle Normal refreshed.
3 Input Pow. 10 W 3 Output state ON
4 Input frequency 50.0 Ho 4 Synchronism s
5 Input apparent Pow. 10 KVA 9 Inverier operabion Yos s
B Eypass Vol oo v 6 Eypass oparation Mo Condmon
: :ﬁ:f; o 22 : z:‘:“;“‘“‘ " Displays the condition of the UPS.
9 Bypass fequency 00 " 9 Wading for UPS to stop o <« Displays an asterisk (*) for items without the
10 Bypass apparent 00 WA 10 Bamery e Ho condition display.
11 Ouiput Vol 100.0 v 11 Balery voltage Normal
12 Output Curr. 100 A 12 Testng the batery Ne
13 Output Pow. 10 Lo 13 Bamerylest possible Possible
14 Output frequency 500 H 14 Overload HNone
g o LD . ol - pomal (2) Click the [Back] button
\1¢ Loaatactor 500 % )\ BameryChg Breakdown None yE :
gk | The main screen is displayed again.

Measured value

Caution

Displays measured values of the UPS.
Displays "*****" for items without the measured
value display.

Some UPS models are not equipped with the
measured value display function. In this case, the
values are all displayed as "******",
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5.8.3 Checking the UPS event log

You can check the UPS status using the event log of the UPS.

See "5.5.8 Checking the UPS event log" for details.

(1) Click the [View] button on the main screen.

(2) Click [Event-Log view] on the UPS real-time view screen.

The event log recorded on the UPS is displayed in the event-log view screen.

Event-Log View

Type Event name Dalesime Addkess

Inf Setting change 2 1E/HS- 16207252 172901070
Inf Fec. smssion relessing res. 02/16/7015-1 12,301,130
Inf Session cond Irmed BSIE/T6=1 1m2.30.0.0m0
Inf Rec. session releasing rea. 021651 172.30.1.170
Inf  Ses ord | ramecd 02/ 18/7015-1 172.30.1.070
Inf Sething change 02/16/2016-1 [

Inf Setting change
Inf Zelling change

Inf  Changes PG operation wode
Inf Power failure recovered
Inf LIPS stop (serial)

Inf Shddown exsoution

Inf  Swddown execulion

War  Irreversible: Pover fallure
Wor Power failure

Inf Changes UFS coeralion mode

fdbhabed:bdddz:

2FIE/TRE=1
BA16/E015-1
0218/ -1
/1B TE-1
BS16/E5-1
B2/1BS -1
B2/1E/TRE=1
BS16/E5-1
B2/1B/ -1

172,301,189
FeohiLabedib3d0I1I0IEE

etails

l Imnmnnn -

Yeb
Teb
Tl
000802000
00080600
000890002

HAending by

OUTLET 1

Ballery coe.

Inf Zedil L% B2/16/2018-1 0x0BMA002 H

I Setind chance Srlormot 0004000 Displays the event log as text (CSV format).
It St Ing curen ol Pty /_ You can copy the selected section into a file.
Inf Selting change BIE/TN5- 15234235 ] H HH ! 000600

Inf Selling change WAIESD0NG- 155044 172,80, 1,089 0x00800004 e

Type Information(inf) Warning(War) ErmorErr) Reliesh Display o

B |

5.8.4 Checking the sensor status and measurement values

You can check values measured by each sensor. - -
These items are available only when the LAN

interface card supports sensors and a sensor is

(1) Click the [View] button on the main screen. connected.

(2) Click [Sensor meas. value] on the UPS real-time view screen.

The [Sensor measured value] screen is displayed.

Received time
Sensor measured value (e  Event-Log el & Sansor maas. vaiue . . . .
Displays the time when the status information
Récehed ima 110127 .
~— was obtained.

Méas value . . . . .

——r — Status information is obtained at approximately
1 Temperatre sensor 1 255 c ‘Senver room Rack ] 10-second intervals and the displayed value is
2_Humiaty sensor 1 51 HRH__ Server room Racki refreshed.
3
4
L]
7
8 Displays a list of measured values and information
‘1 of all registered sensors.
" [Meas. Name] displays the name you entered
:;’ when registering the sensor as described in
14 "5.11.1 Registering sensor information”.
15
1%

Back
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‘Sensor measured valus

Recoied ime 110705

Moas, value
Ho. Meas. name Weas_value Unit Location
Temperature sensor 1 =
2 Humicty sensor 1 &1 M Sarver room Rackl
3
4 Meas, name Temperature sensor 1
5 -
a State Hodmal
7 Meas, valusfUni] E
L Sensor ID(Type) CCOD000019T11CAZTemperature)
L]
10 Location Server 1oom Rackt
L Comment Racki Top
12
Ok
13
.
15
1%

(3) When you select a sensor, the details are
displayed.

Displays detailed information of the
selected sensor.

(4) Click the [OK] button.

The sensor measured value screen is
displayed again.

(5) Click the [Back] button.

The main screen is displayed again.

5.8.5 Checking the UPS status using the Web Display Tool

You can check the UPS status using the web display tool. See "6. USING THE WEB DISPLAY TOOL" for details.

[System condition] screen

‘ Sisfisic oraph | Meas. info |

System condition

Time:02/18/2015 17:27:05

upPs oOATFI02 (Dbl Gonv)
UPS serial no 123456789012

Input Temp: |8 C

Mext stop 02/19/2015 -17:00:00
Next start 02/19/2015 -08:00:00

Output 4 /

The image diagram shows the operational status of
the UPS.

R
Volt: |105.0¥
State: Mormal

-
EE R R R

Vot 00,0V

Load £0.0%

(AR RRNAF|

REC INY

Charge:

Backup time:

— Power 1.0k

cum. power:  [100-0dh

100% Output state
[pamin. Distribution: 2

Constant  |[Thers Is
Outlet1 state: 0N
Outlet? state: O

Alarm Info [ | [

Battery check info ‘(resu\(:USﬂS!ZUM 19:04:04 Normal finish)

[Statistical graph] screen

Statics graph

leasurement | Output electric energy |  Reporttype:| Daily report

Auto check Enable(Cycle 180 days)

v Apply

Output electric energy(kWh) 07/2512013(Thu) j Change date j
1
A/

0.75
0.5
0.25
0

0 4 E] 12

< | Meas. value of point Iocate Wax, Wi

16 20 24 (Timey

n., and Total of graph data

Electric energy:066kivh [00:00 ~ 01:00] Max. 071k [2000 ~ 21:00]
Win 068Kk [08:00 ~ 02:00]
Total: 168 kit

Graph seftings

Refresh Data display
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5.9 Controlling the UPS

This section describes how to turn the UPS ON and OFF (UPS output ON and OFF) and how to test the battery.
You can perform an emergency shutdown of connected computers and restart devices by turning the UPS ON and OFF (UPS output
ON and OFF). Computers are shut down before the UPS output stops.

(1) Click the [Control] button on the main screen.
Only [UPS start up] and [UPS stop] are shown if
the UPS is not equipped with power distribution
control. [UPS output ON] and [UPS output OFF]
are shown for the UPS with power distribution
control since each outlet can be controlled.

The [Control view] screen is displayed.

Conirol vigw,

[ @ UPS output ON " UPS output OFF " Start battery check " Stop battery check ]

[UPS output ON]

UPS output will be turned on.

When ready, click OK.

UPS start up: Starts up the UPS.

UPS stop: Shuts down the UPS.

Start battery check: Starts a battery check.
Stop battery check: Cancels the battery check

oK Cancel

5.9.1 Starting up the UPS and turning the UPS output on

UPS without output distribution control

Control view

£ UPS output OFF " Start battery check " Stop battery check

[UPS output ON]
UPS output will be turned on.

When ready, click OK. The [OK] button is enabled while the UPS
is turned OFF.

(1) Click the [OK] button.

The UPS starts up.

m @ Zancy

UPS with output distribution control

Control view
@S gifpu{ G  UPS output OFF ¢ satpaterycneck | All the outlet: Turns on both OUTPUT1 and OUTPUT2 at the same time. *

[UPS output ON] Select outlet No.: Turns on OUTPUT1 and OUTPUT2 separately.

LESouiputaillbeimed on Displays the current status of the outlets.
When ready, click OK. I:I Th | is ON
: The outlet is ON.

[ : The outlet is OFF.

" Allthe outlet

* Select outlet No.

(o)
(1) Select how you want to turn the outlets ON.

 2{0FF)

(2) Click the [OK] button.

m T == Output from the specified outlets is turned
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*Caution

When ON delay time is set in "5.2.4 Configuring delay time on UPS power outlets" and when only
controlling "All the outlet”, the ON delay time is not counted and control is performed.
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5.9.2 Stopping the UPS and turning the UPS output off

(1) Click the [Control] button on the main screen.

(2) Select [Stop UPS] on the control view screen.
The [UPS stop] screen is displayed.

UPS without output distribution control

Control view

" UPS autput ON & UPS output OFF " Start hattery check " Stop battery check

(3) Specify the conditions to shut down the

[UPS stop] UPS.
UPS output wil be tumed of. (4) Specify the conditions for the next start-up.

When ready, click OK.

IViCarry out a stop delaying operation

Time before starting the operation (5) Click the [OK] button.

0 sec

Date of next start up The UPS shuts down.

* Tumn on the output according to the schedule

Output is fumed an
b ! ) st this time
" Reset. Time for reset: sec.

m > :
~——

Cancel

UPS with output distribution control

All the outlet: Turns off both OUTPUT1 and OUTPUT2 at the same time. *

Control view Select outlet No.: Turns off OUTPUT1 and OUTPUT2 separately.

~ UPS output ON & UPS output OFF ” Start battery check

Displays the current status of the outlets.

[ : The outlet is ON.
[ : The outlet is OFF.

[UPS output OFF]
UPS output will be turned off.

When ready, click OK.

[v:Carry out a stop delaying operation

" Allthe outlet Time before starting the operation:

g sec

Yy — Ep— (3) Select how you want to turn the outlets OFF.

* Turn on the output according to the schedule.

Output is tumed on
L ) ! . st this time:
" Reset Time for reset Sec.

= ony

(4) Specify the conditions for the next start-up.
(5) Click the [OK] button.

" 2(OFF)

Output from the specified outlets is turned
OFF.

Cancel

Screen display
All the outlet

Description
Available for UPS with output distribution control.
Turns off both OUTPUT1 and OUTPUT2 at the same time.
Available for UPS with output distribution control.
Turns off OUTPUT1 and OUTPUT?2 separately

Select outlet No.

1(ON) Turns off OUTPUTL1.
Computers connected to OUTPUT1 are shut down before OUTPUT1 is turned OFF.
2(ON) Turns off OUTPUT2.

Computers connected to OUTPUT2 are shut down before OUTPUT2 is turned OFF.
Performs a shutdown delay process before shutdown delay begins.

Carry out a stop delaying

operation This item is enabled if [Waiting for logout] is specified in "Configuring UPS control".
Zg’r;?altnigfnore starting the Specify the duration before starting the shutdown process in seconds.

Date of next start up

Select from the following start-up methods for the next start-up process.

Turn on the output according
to the schedule.

Starts at the scheduled time if you have specified the start-up schedule.

tur/ned f)n at this timCe)utput S| starts at the specified time.

Reset. Starts after the duration specified in the [Time for reset] after the UPS shutdown.
OK The UPS is shut down as specified.
Back Returns to the main screen without shutting down.
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When OFF delay time is set in "5.2.4 Configuring delay time on UPS power outlets" and when only controlling "All the

outlet", the OFF delay time is counted and OFF control is performed.

5.9.3 Checking the battery

This section describes how to check the battery.

(1) Click the [Control] button on the main screen.

(2) Select [Start battery check] on the control view screen.

The [Start battery check] screen is displayed.

Control view

" UPS output ON " UPS output OFF

[Start battery check]
Battery check of UPS will start

When ready, click OK.

Cancelling the battery check.

This section describes how to cancel the battery check.

(1) Click the [Control] button on the main screen.

(2) Select [Stop battery check] on the control view screen.

Control view

" UPS output ON " UPS output OFF

[Stop battery check]
Battery check of UPS will be suspended.
When ready, click OK.

" Stop battery check

Cancel

" Start battery check

+istop battery check

Cancel
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(3) Click the [OK] button.

The battery check starts.

Caution

See the UPS manual if the battery check result
shows that you need to replace the battery.

(3) Click the [OK] button.

The battery check stops.



5.10 Configuring UPS Linkage

This section describes how to group multiple UPS on a network to implement a power redundancy system.

Up to 5 UPS can be configured as a UPS group.

These UPS perform functions in coordination such as starting up, shutting down, and scheduled operations. See "2.3.5 Power
redundancy system configuration with multiple UPS" for the configuration details, and "2.3.6 Operation sequence of power redundancy
systems" for the operational details.

You can configure UPS linkage as follows.

[ Configuring UPS groups — P.5-70 ]

g

Registering the device information stored in the current UPS to other members in the UPS group

The power is supplied to a device from the UPS to which the device is registered.
Register device information to the necessary members in the UPS group to suit your power redundancy system configuration.

‘ When using UPS management software

g

Transferring registered device information Adding UPS
to UPS group members — P.5-74 — UPS management software user guide
N J
[ Configuring UPS count — P.5-75 ]

Configure from the following [UPS linkage setting] screen. See the corresponding pages for how to display the UPS linkage setting
screen and how to specify each item.

If you have specified the IPv4 and IPv6 address settings in [Basic settings], the
address selected in "Current UPS" from "UPS group" is displayed.

LTS [ Configure the UPS group.
”:;;,'L‘;ﬂ:ﬁ;mmmmm e The [UPS group member] column displays IP
UP§2192.160.1.1 - addresses of the registered UPS.
UPS3:; See "5.10.1 Configuring UPS groups" for details.
UPS4:
UPSS:
Connecting condition between device and UPS 1
MameilP address) Type Locaton UPS1 UPSZ UPS3 UP34 UPSSY UPS Count™ .
192.166.1.2 wsm F Sanver raom Oo0oall o Specify the UPS count.
Router001 TG 2 Benvor taom Oo0a0goaod When a device is connected to multiple UPS in a
2001:008:1234 WS[ESH) | 3F Compulor room o ooayp power redundancy system, the device continues to
Rl Fois) AR MOooaop operate as long as the specified numbers of UPS
T (W | are operating in a power failure. See "5.10.3
o oo o o Configuring UPS count" for details.
* Sot the mwrn{ll’ﬁmdmkn cord Inue. cperki Ing thiz devies In "IPE Cound ™

[F power failure occurs, when the rumber of UPS\conk inuing normal cperstion is Tess than the UFS rusber sel in “UPS Count”, shiddomn is performed,

Since ETC" byne divice carncd be shl down, sebbing i sdl b

Deice info. Transfer Redresh

0K Back

All devices registered to the UPS called "(Current UPS)" are displayed.
indicates the device information is registered to the ticked UPS.

Use this option to transfer the device information registered to "(Current UPS)" to other UPS in the
group. The button is enabled as shown in the screenshot when the group contains 2 or more UPS. This
button is not available when only 1 UPS is in the group. See "5.10.2 Transferring registered device
information to UPS group members" for details.
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5.10.1 Configuring UPS groups

Main screen

(1) Click the [UPS linkage] button on the main
screen.

(2) Click the [UPS group] button.

|iim9’uqz§|-w m.mlE ﬁzﬂ"-ﬂ_jﬂﬂlmg ﬂ{'a ﬂﬂ'ﬁﬂ:ﬂ 3 sas than the UPS maber st In “IPS Cound”, shuldom I3 perforeed,

Dk info, Transter | | o [ e
—
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The [UPS group setting] screen is displayed.

Select the IP address.

UPS linkage setti
UPS group il

UPS group

Enter the IP address of the UPS to
be registered to the group.
Mew UPS addiess

Cument LIPS 17230391
Member UP3 D 172303125 3 ¢>
(3) Enter the IP address of the UPS to be
registered to the group.

¥ |28t clock batwean LIPS mambers | (4) Click the [Add] button.

Sandard UP3 :© Cument UP3 -

T i (5) Specify operational conditions of the
Smehraniziian seBng by Causs UPS group.

See the following table for details.

(6) Click the [Apply] button.

Select operational conditions of
the UPS group.

Screen item Description Default value
UPS group Displays UPS group settings.
Displays the IP address of the UPS. .
Current UPS You can select the address you want to use from the registered IP addresses. Link local address
New UPS address Enter the IP address of the UPS to be registered to the
group.
Member UPS Add Add the entered UPS to the group.
Delete Select and delete a UPS member from the group.
Set clock between UPS Select when synchronize the time among the group UPS. Not selected
members
Standard UPS Select the standard UPS for the time synchronization. Current UPS
Time set Select the time to synchronize. Every day 0 o’clock

Specify the synchronization settings for each cause such as a power failure,
low battery voltage, major breakdown, measured value deviation.
See the next page for details.

Synchronization setting by
causes

e Even if each UPS has a different "UPS group setting", they are all synchronized when you click the [Apply] button on the UPS group
setting screen after configuring the group.

e |f you enter an incorrect IP address for the new UPS, a message "Failed to UPS group information delivery." is displayed; however, the UPS
is added to the group. If this occurs, click the [Delete] button to delete it from the group.

Caution

The link local address set for the LAN interface card is the address specific to the LAN interface card.
When replacing the LAN interface card due to malfunctions etc., the link local address becomes the new address.

When a link local address is assigned to the UPS address and you replace the LAN interface card, delete the old address information and
re-register with a new address.
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Specify whether or not to synchronize the operations set for each cause among UPS members in the group.

[Synchronization setting by causes] screen

UPS linkage setting

Synchronization setting by causes

I~ Run in syme at a power Bl or low Battery voltage

I~ Runiin sy al a major breakdown

=]

™ Run in syne at a overoad
~

™ Run in sync a8 deaation of he lead Ectos, LIPS lemp._ of npat valt

R (1) Specify operations of the UPS group for
fop | Dan star each cause. See the following table for

details.

(2) Click the [OK] button.

I™ Run In sync 3 schedule management

I™ Run In syne 3 UPS management requirements (Setup, stop, reset)

M =

The values set on this screen are sent to all UPSs in the UPS group, which
allows you to use the same configuration when performing linkage.

However, setting values not on this setting screen (confirmation time etc.) are
not sent to the UPSs, and so operations are performed according to the settings

for each UPS.

Align values such as confirmation time to all UPSs in the UPS group as

necessary.

(1/2)

Screen item

Description

Default value

Run in sync at a power failure or
low battery voltage

Select this if you want all UPSs in the UPS group to operate in synch when one UPS
in the group is executing the shutdown sequence in the event of a power failure or
low battery voltage. **

Not selected

Power failure occurs
Shutdown execution ** *?

Set to perform a shutdown during linkage operations due to a power failure.
The value is the same for the selected shutdown trigger "Power Failure occurs" as
on the "Control time information” screen for "4.3.1 Configuring UPS operations".

Low battery voltage occurs
Shutdown execution ** *?

Set to perform a shutdown during linkage operations due to low battery voltage.
The value is the same for the selected shutdown trigger "Low battery voltage occurs"
as on the "Control time information" screen for "4.3.1 Configuring UPS operations".

UPS automatic start

operation *" **

stop /

Do not stop / Do not start

éStop / Do not start

Stop / Start

Set the startup and shutdown conditions for all UPSs in the UPS group in the event
of a power failure or low battery voltage.

All UPSs in the UPS group do not shut down in the event of a power failure or low
battery voltage.

All UPSs in the UPS group do not start up at the recovery from the power failure or
low battery voltage.

All UPSs in the UPS group shut down in the event of a power failure or low battery
voltage.

All UPSs in the UPS group do not start up at the recovery from the power failure or
low battery voltage.

All UPSs in the UPS group shut down in the event of a power failure or low battery
voltage.

All UPSs in the UPS group start up at the recovery from the power failure or low
battery voltage.

Run in sync at a major breakdown

Select this if you want all UPSs in the UPS group to operate in synch when one UPS
in the group is executing the shutdown sequence in the event of a major breakdown.

Not selected

Shutdown execution ** *?

Set to perform a shutdown during linkage operations due to a major breakdown.
The value is the same for the selected shutdown trigger "Major breakdown occurs"
as on the "Control time information" screen for "4.3.1 Configuring UPS operations".

Run in sync at an overload

Select this if you want all UPSs in the UPS group to operate in synch when one UPS
in the group is executing the shutdown sequence in the event of an overload.

Not selected

Shutdown execution ** *?

Set to perform a shutdown during linkage operations due to an overload.
The value is the same for the selected shutdown trigger "Overload occurs" as on the
"Control time information" screen for "4.3.1 Configuring UPS operations".
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(212)

Screen item Description Default value
Run in sync at deviation of the load Select this if you want all UPSs in the UPS group to operate in synch when one
factor, UPS temperature, or input UPS in the group is executing the shutdown sequence in the event of a|Not selected
voltage deviation of the load factor, UPS temperature, or input voltage. *
Set to perform a shutdown during linkage operations due to a measurement
Load factor deviation occurs value deviation.
Shutdown execution ** ** The value is the same as selected in "Shutdown upon deviation" as the load

factor in "5.7.2.1 Configuring measurement value deviation monitoring".

UPS automatic stop / start operation |Set startup and shutdown conditions for all UPSs in the UPS group when a load
#3 4 factor deviation occurs.

All UPSs in the UPS group do not shut down in the event of a load factor
deviation.
All UPSs in the UPS group shut down in the event of a load factor deviation. All
Stop / Do not start UPSs in the UPS group do not start up at the recovery from the load factor
deviation.
All UPSs in the UPS group shut down in the event of a load factor deviation. All
UPSs in the UPS group start up at the recovery from the load factor deviation.
Set to perform a shutdown during linkage operations due to a measurement
UPS temperature deviation occurs |value deviation.

Shutdown execution ** ** The value is the same as selected in "Shutdown upon deviation" as the UPS
temperature in "5.7.2.1 Configuring measurement value deviation monitoring".

Do not stop / Do not start

éStop / Start

UPS automatic stop / start operation |Set startup and shutdown conditions for all UPSs in the UPS group when a
3 44 temperature deviation occurs.

iDo not stop / Do not start All UPSs in the UPS group do not shut down in the event of a temperature
]
!

deviation.
All UPSs in the UPS group shut down in the event of a temperature deviation. All
Stop / Do not start UPSs in the UPS group do not start up at the recovery from the temperature

: deviation.
Stop / Start All UP_Ss in the UPS group shut down in the event of a temperature deviati_on_. All
UPSs in the UPS group start up at the recovery from the temperature deviation.
Set to perform a shutdown during linkage operations due to a measurement

Input voltage deviation occurs value deviation.

Shutdown execution ** ** The value is the same as selected in "Shutdown upon deviation" as the input

voltage in "5.7.2.1 Configuring measurement value deviation monitoring".

UPS automatic stop / start operation |Set startup and shutdown conditions for all UPSs in the UPS group when an

344 input voltage deviation occurs.

Do not stop / Do not start G\II l_JRSs in the UPS group do not shut down in the event of an input voltage
eviation.

All UPSs in the UPS group shut down in the event of an input voltage deviation.

Stop / Do not start All UPSs in the UPS group do not start up at the recovery from the input voltage
deviation.

All UPSs in the UPS group shut down in the event of an input voltage deviation.

Stop / Start All UPSs in the UPS group start up at the recovery from the input voltage
deviation.

Select this if you want all UPS members in the group to operate according to the
schedule specified in "5.4 Configuring Scheduled Operations".

All UPSs start up and shut down as configured if each UPS is set with a different
schedule, *° *°

Run in sync at schedule management Not selected

Select this if you want all UPS members in the group to operate in sync when
you are turning ON or OFF, or resetting UPS using Web Management Tool,|Not selected
Terminal Tool, UPS management software, or SNMP manager.

Run in sync at UPS management
requirements(Set up, stop, reset)

Caution
[ N

*1.  When settings are changed using this item and you have also specified "Control time information" in "4.3.1 Configuring UPS
operations", this item is replaced by the latest value.

*2.  The settings are sent to the UPSs for all UPS group members. The settings for "Control time information" in "4.3.1 Configuring UPS
operations" for all UPSs are also replaced.

*3.  When settings are changed using this item and you have also specified "Shutdown upon deviation" of "UPS automatic stop / start
operation” in "5.7.2.1 Configuring measurement value deviation monitoring”, this item is replaced by the latest value.

*4,  The settings are sent to the UPSs for all UPS group members. The settings for "Shutdown upon deviation" and "UPS automatic stop /
start operation" in "5.7.2 Configuring measurement value deviation monitoring" are also replaced for all UPSs.

*5.  When performing scheduled operations at the same time between UPS group members, set the schedule for one of the UPS group
members.

*6.  When setting a different schedule for UPSs that are part of a UPS group, make sure that the respective startup and shutdown times do
not overlap.

. v,
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5.10.2 Transferring registered device information to UPS group members

This section describes how to transfer the device information registered in the current UPS to other UPS in the group.
The WS script in addition to the device information is also transferred if the device is WS (LAN interface card login connection, Telnet

connection, or SSH connection).

[UPS linkage] screen

UPS linkage setting

UPS group member _ uesgow |

UPS11830: 26048 1800:0545Clament UPS) Displays the group member UPS
UPSZ2182.168.1.1

uPs3:

PS4

PSS,

‘Connecting condition between device and UPS

NHame(P address) Tipe Location UPS1 UPSZ UPS3 UPS4 UPSS  UPS Court™  *
192 16812 WS(T) 2F Sorvet room B 0O0O00Or
Rouler-001 ETC 2F Served room M OO0 O
2001:db6-1234 WS(SEH) 3F Computer room M ODODOOp E
20010082345 Pers) 3F Computar room M ODODOOrbr
[ o B
ooooao -
"?’é«“ﬁé’i&"fiﬁi;ﬁiﬁl'L‘ifﬂ'ﬁ'im than the UPS rusber set in “UPS Count™. shutdown is performed. (1) Click the _[Device inf_o. TranSfer] button on
Ao, (U Cont *anttIng bl the UPS linkage setting screen.
Dedce infa. Transber psh OK Back
The [Device information transfer] screen is displayed.
UPS linkage setting
Device information transfer
UPS growp member
ﬁ;"':;;:‘:““‘"”:’“ﬂ“”""““’s’ (2) Select the UPS to which you want to
wsr transfer the information.
uPs4

UPSs

Select a destination UPS address.

Hame{IP address) Tipe Locaton

19216812 WS(T) 2F Senver room

Rouber-001 ETC 2F Server room

e ) WoEaH)|| o Compuler oem v indicates the target UPS to which the device
2001 82345 PCI3) 3F Computer room information registered in UPSL1 is transferred.

mg. s (3) Click the [OK] button.

Caution

e The above operation transfers the device information registered in UPS1 to UPS2.
Perform the same operation if you want to transfer the device information registered in UPS2 to UPS1.

e You cannot transfer as described above if the UPS management software is operating. In that situation, use the UPS
management software to transfer.




5.10.3 Configuring UPS count

This section describes how to configure "UPS count” on each registered device. Specify for each member of the UPS group.

The [UPS linkage setting] screen is displayed.

UPS linkage setting

UPS oroap memper e (1) Enter [UPS count].

UPS1 1080 260 40 fe00 9b45(Current LPS)
UPSZ192.168.1.1
UP33:
UPg4
UPSs:
‘Connecting condition between device and URE

NHame(F acdress) Troe Location UFS1 UPSZ UPS3 UPS4 UPSS] UPS Count™

192 18812 ws(m 2F Server room MM OOO Enter [UPS count].

faver$01] erc 2 oo uory © ®E 000 When a device is connected to multiple UPS in a

e SR I 3 Conoutf oo w@E00a0 power redundancy system, the device continues to

Bl S szt 2E.CONPUR 100 g g g g g operate as long as the specified numbers of UPS are
Oo0ODOo operating in a power failure.

[F 5ot Ut b of UF% roded Lo conil ivmm cpmraline Uhis dew

—r v coarating (hTs device T UF3 Coul” Example: When a device is connected to 3 UPS and "UPS
1f power fallure cecyrs, when ihe rusber of UPS cond Inuing norsal operai lon I3 less than the UPS sber seb In “UPS Count”, shutdown Iz perforsed. "o o . )
[Bince “ETC" tyne device cannot be shul down, L* sebting i dissbled. count" is set to "2 y the device continues to operate
even if 1 UPS shuts down in a power failure.

Deca into, Transter Refresh m@ | The device is shut down if the second UPS shuts
down.

£

(2) Click the [OK] button.

Caution
—{Caon» <

e When the device information is registered to multiple UPS in a group, set a "UPS count" value that is the same or less than the number of

UPS the device is connected to.
Reset "UPS count" when you have deleted device information from UPS and the "UPS count" exceeded the number of UPS to where the

device information is registered.
Even if you perform device information transfer, the "UPS counts" is not transferred to the UPS in the group. Configure "UPS count" on
each UPS to where the device information is registered. You can specify either the same values or different values on each UPS.

Configure to suit your system configuration.
However, if you set different "UPS count" value to each UPS, shutdown operation may differ. Set same value to UPS unless you have a

special reason.

The power is supplied to a device from the UPS to which the device information is registered in the event of a power failure. If you want
the power supply from all connected UPS, check you have registered the device information to all UPS.

Devices may not be shut down in a power failure if the device is connected to multiple UPS in a power redundancy system depending on
the value of "UPS count" . However, the following message (0504 Stop warning) to notify a shutdown is sent from the UPS where the
power failure occurred to WS (S), WS (T), and WS (SSH) devices.

Message: "Shutdown Process will start after ** sec, and ** min."

This message is the default setting. It is recommended to modify the message contents to suit your system configuration and purposes in
a power redundancy system based on the example below. Create the message by modifying the WS script for "Event No.0504 Stop
warning". See "5.5.3.2 Editing WS scripts" for details.

Example message: "UPS will stop after ** sec, and ** min."
Edit the WS script: "send=echo UPS will stop after %STOP_TIME_S% sec. and %STOP_TIME_M% min. |wall"

Refer to the user guide of the UPS management software to modify the message if you are using the UPS management software.

- v
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5.11 Registering, Modifying, and Deleting Sensor Information

5.11.1 Registering sensor information

See this section when connecting a sensor to a
LAN interface card that supports sensors.

You can register the sensor information when a temperature sensor or humidity sensor is connected to the UPS to measure and
manage the temperature and humidity of the surrounding area.

You can register up to 16 sensors.

Main screen
[ Basicsetings » | ) Schedule setings Ciockseting | Eventsetings | View | ol | upsintormation |
Connactingdevie tormaton G111 BEGR
MarmeP addr Click Tioe Condion Location Commaent =
WE(T) Operating 2F Serawd room m
. ows 7 semcon m
2001:e00:1234 WS(SSH)  Swp IF Computer reom a1
S <> o vomwwwn
Shutown test | UPS linkage Change Delate

The [Basic settings] screen is displayed.

Basic settings

¥ [iPd setings| ¥ ™3 seftings

" Dymamic aadrass from DHCP ¥ Stasie sodress IP address
# aotress [T
[z Length of subnel profix
Subnet mask F‘
P55 25S. 785, 0 Default gateway
Défaul gateway (S8 up only elactive for stalic adaress) |
172.50.3.254 DS sorver

DNS server (et ug orily efecive for static address) |

Link local sddress

(LR HE T

Location

Pr Sarver rooe

Commant

Fﬂnl

UPS setiings Serace setings E-mail sefings

syslog notification

The [Measured value administration information setting] screen is displayed.

Basic settings

value

[ |[Craata maasurad valua collacting data]
Collacting data is hald 3t LAN intartaca card
Collacting data can gat oy FTF
[¥ Excluga maasurad valus fram collacting targat during power tilure

¥ Monitor measuned value deviation

Csplay change: Lo Ftar|%) -

Vaid meas range o - o0 Diedaion Recovery Hysl P
¥ Monitoe Caution Level Deialion ¥ Manitar Warning Lew] Deviaion ¥ Shuliawn upan dedaSon
Mantared Uppes lienit anky - WMonilored Uppes limil paly - Confrmationfime [ sec
ManmalUpperLimit 0 NommalUpperlimd - 0
MormalLowerLimit < [T Memwllewerlimdt . [ UPSalomaticslop star pperation
Stop | Starl =

oK Back

setting
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Caution

Register the sensor information when you have
connected a sensor. You cannot manage
measured values even if a sensor is connected
unless the information is registered.

(1) Click the [Basic settings] button on the
main screen.

(2) Click the [Meas. manage] button.

(3) Click the [Sensor basic settings] button.



The [Sensor basic settings] screen is displayed.

Basic settings

Sensor basic settings
Weas. name Com. state Sensor i Locaton

| Register |

ey (4) Click the [Registration] button.

The [Sensor registration] screen is displayed.

Basic settings

Sensor registration Click
L (5) Click the [Select sensor] button.

Sensor D : ‘ Sel

Meas. name : ‘
Type :
Unit :

Location : ‘

Comment : ‘

oK Back
The [Select sensor] screen is displayed.
Select sensor

Select a sensor from the list. If sensors are connected to the UPS, a list of IDs and

Ifnotlisted enter the sensor 0. types of sensors that can be registered is displayed.

VSensor o} Type >
I Click F L7600000019852A42 Temperature

C1000001732C5426 Humidity A

(6) Select the sensor you want to register from
the sensor list.
Sensor D -
OK Cancel

Select sensor
Select a sensor from the list. The line of the selected sensor is highlighted in
If not listed, enter the sensor 1D, reverse video.
Sensor D Type -
C1000001732C5426 Humidity X
The sensor ID is not listed when a sensor is not
connected to the UPS. In this situation, enter the
S : |?300000019852A42 / sensor ID written on the front plate on the sensor.
Click oK Cancel |
(7) Click the [OK] button.
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Basic seftings

Sensor registration

Sensor ID*

Displays the sensor ID you selected on the select
sensor screen.
The sensor type is identified from the sensor ID.

Sensor ID [

Select sensor

Meas. name ‘

Type

Unit

&
[ ——

Meas. name

Enter the name to identify the sensor. (Required)

Up to 32 single-byte characters.
You cannot register the same measurement names
with other sensors.

h

Location ‘

Displayed according to the sensor shown in the
sensor ID. This cannot be modified. *

Iy

Comment

Location
Enter the location of the sensor.
If you have recorded it in "Recording the Sensor ID"
in the LAN interface card manual, enter the value in
the table. (Optional)

Comment
Enter a comment about the sensor.
(Optional)

on the sensor ID.

The type and unit are specified as the following table depending

~N

The last 2 digits of
the sensor ID

.42

.26

Type

Temperature sensor

Humidity sensor

Unit

C

%RH

The [Sensor basic settings] screen is displayed again.

Meas. name

Com. stale

Tempershesmsort o

(8) Enter the information of the sensor to be
registered.
It is recommended to enter helpful information
to the location and comments for measured
value management.

(9) Click the [OK] button.

Basic settings

Sensor basic settings

Sensor D Location

The registered sensor is displayed.

TBDO0O00TOBEZARE 1] e oo o

Register Change Dalete

Back

(10) Repeat Steps (4) to (9) to register sensor
information if you have connected
multiple sensors.

The [Com. state] on the sensor basic settings screen displays [Unknown] immediately after registering the sensor
information. However, it changes to [Normal] after several seconds if the UPS and sensor are communicating properly.

If you have registered a sensor which is not connected to the UPS, [Com. error] is displayed after several seconds.

It changes to [Normal] when you connect the sensor and normal communications are established.
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5.11.2 Modifying the display order of registered sensor information

Sensor information is displayed on the sensor information screen in the order you have registered the sensors.

You can reorder them in a way that is easier for you to manage.

Sensor basic settings screen

Sensor basic settings

W. negsiw_| _cvarge | __oweis_|

i

The [Change sensor display order] screen is displayed.

Change sensor display order

The sensor il shows the display order,

The sensors are displayed in the specified order.

Sensor basic settings

i
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(1) Click the [Display order] button.

(2) Select the sensor that you want to move
up or down.

(3) Move it by clicking the [Up] or [Down]
button.

(4) Click the [OK] button.



5.11.3 Modifying registered sensor information

This section describes how to modify registered sensor information.

(1) Click the [Basic settings] button on the main screen.
(2) Click the [Meas. manage] button.

(3) Click the [Sensor basic settings] button.

The [Sensor basic settings] screen is displayed.

Basic settings
Sensor basic settings
Mess name Com. state Sensor D Location

Normai [FEGOOGOGTREZRAZININ 3erver r00m Rackt
Humicty sensor 1 Notmal C1000001732C5426  Server room Rackl

Coe

Displavorder | Register  ((_ change Delele

Back

The [Change sensor] screen is displayed.

Basic settings

Sensor registration

SensorlD |

[EShieciERs ol

Meas. name |TEmDEra(urE sensar 1
Type [fenperature 7
Unit F—
Location [server roon Rackt

Comment |

0K | Back
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(4) Select the sensor you want to modify from
the sensor list on the sensor basic settings
screen.

The line of the selected sensor is highlighted in
reverse video.

(5) Click the [Change] button.

(6) Edit the registered information.
Only items you can modify are enabled.

(7) Click the [OK] button.



5.11.4 Replacing connected sensors

Replace the registered sensor ID to the new sensor ID when you have replaced a connected sensor.
The registered information and summary data of the previous sensor can be inherited by the new sensor.

Caution

deleted. Export the data if you want to keep it.

You cannot change the "Type" of the sensor. Delete the registered information and register it as new when you have replaced a humidity
sensor with a temperature sensor, or vice versa. The summary data of the sensor is also deleted when the registered information is

The accuracy of the humidity sensor changes over the years. Replace the sensor according to the required accuracy.

(1) Click the [Basic settings] button on the main screen.
(2) Click the [Meas. manage] button.

(3) Click the [Sensor basic settings] button.

The [Sensor basic settings] screen is displayed.

Basic settings

Sensor basic settings
Mess name Com. state Sensor D Location

Hommal [FEOBOOOOTRASZNEE 1] Server room Rackt

Humidity sensor 1 Mermal C0NNTIZCEA26 Sefver foom Rackl

Displayorder | Register

(4) Select the sensor you have replaced from
the sensor list on the sensor basic settings
screen.

The line of the selected sensor is highlighted in
reverse video.

Deldele

The [Change sensor] screen is displayed.

Basic settings

Sensor registration

SensoriD |

Meas name |Temnera(ure sensor 1

Type
Unit

(5) Click the [Change] button.

Back

(6) Click the [Select sensor] button.

Location [server roon Rackt

Comment |

OK Back

Select sensor

Select a sensor from the list.
If not listed, enter the sensor [D.
SensorlD Tvpe -

ciickJ [Coumaa1aT 2 oot |

m

/_{ Displays IDs and types of sensors that can be registered.

(7) Select the sensor you want to register from
the sensor list.

The line of the selected sensor is highlighted in
reverse video.

SensorlD CCO00000197 11042 V4

OK Cancel
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The sensor ID is not listed when a sensor is not
connected to the UPS. In this situation, enter the
sensor ID written on the front plate on the sensor.

(8) Click the [OK] button.



The [Change sensor] screen is displayed.

Displays the ID of the new
sensor.

Sensor registratig
(9) Check that the sensor ID has been

EEA0A000 15711042
updated.

(10) Click the [OK] button.
I

The confirmation screen is displayed.

The sensor will be changed.
Transfer previously collecting sensor data. (11) Click the [OK] button.
OK?

Click [Re—K S

The sensor basic settings screen is displayed again.

Sensor basic settings

e |
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5.11.5 Deleting registered sensor information

Delete the registered sensor information when you have removed a sensor.

Delete the registered information and register it as new when you have replaced a humidity sensor with a temperature sensor, or vice
versa.

Caution

® You cannot undo the delete operation.

e The summary data of the sensor is also deleted when the sensor information is deleted. Output the data if you want to keep it
using the FTP command, or the "information request e-mail” function.

(1) Click the [Basic settings] button on the main screen.
(2) Click the [Meas. manage] button.

(3) Click the [Sensor basic settings] button.

The [Sensor basic settings] screen is displayed.

Basic settings
~ S (4) Select the sensor you want to delete from
nsor basic settings R A .
atasa e G the sensor list on the sensor basic settings
ormal CCTOORTRTACHEN sever oo Rackt screen.

Humiddy sensor 1 HNarmal C1000001732C5426 Senver room Rack1

The line of the selected sensor is highlighted in
reverse video.

Dispay order Register | Change 0

Back

(5) Click the [Delete] button.

The confirmation screen is displayed.

Confirm sensor information deletion

B E D T I (R T (6) Check the sensor information you are

Measlname Slempeizhnglsens onl deleting in the confirmation screen.
Sensor ID © CCO0000019711C42
Type . Temperature

All collecting data are deleted and cannot be recovered.
OK to delete?

(7) Click the [OK] button.
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6. USING THE WEB DISPLAY TOOL

The Web Display Tool can be used to view various types of data collected by the UPS, and also the UPS condition.

6.1 Starting the Web Display Tool from a Web Browser

Enter the IP address of the UPS and add "/viewer"

at the end.

(1) Start the Web browser.

e@ 2 http://192.168.1.1/viewer P~2 (2) In the "Address bar" of the Web browser, enter
the IP address of the UPS and then add
"lviewer" at the end.

Example: If the IP address of the UPS is 192.168.1.1, i
enter "192.168.1.1/viewer".

If you use the IPv6 address,
Enter “http://[IPv6 address]/viewer”

You can enter the address bar in the form of the following table.
The following table provides an example input address.

Example of a UPS address About display of the Web display tool
http://UPS address/viewer Starting the Java Web Start. Display in a separate screen from the Web browser.*
http://UPS address/viewer.html Starting the Java applet in Web browser.
http://UPS address/viewer.htm Starting the Java applet in Web browser.
,_FAbout starting the Web Display Tool with Java Web start > N

If you enter the UPS address in the address bar, "Do you want to open or save SyWebTool.jnlp?" message appears.

Select the [Open]. The Web Display tool is started.
(The messages that are displayed depend on your Web browser.)

N

,_| Start a program using "SyWebTool.jnlp" file > §

The message appears "Do you want to open or save SyWebTool.jnlp?", and you can save the SyWebTool.jnlp file on your
computer. You can also use the SyWebTool.jnlp file on your computer to start the Web Display tool. (By using Explorer etc.)

You can use the SyWebTool.jnlp file by renaming the file.(File extension:jnlp cannot be changed)

\\

,_| About the message when started the Web Display Tool > \

For the message displayed when started the Web display tool, refer to the section "4.1 Starting the Web Management Tool from a
Web Browser ".

\

When the Web Management tool is started, the screen below is displayed.

UPS account input (3) From the table below, check the characters to
’ / Enter the account. be entered, and then enter the account and
Gl N password in single-byte characters using your
[Ushdnin - keyboard.
Enter the password.
Password The entered characters are
[ yd displayed as asterisks (*).

(4) Click the [Login] button.

=,
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You can log in as either the administrator or a general user.
The default values of account information are described in the table below.

Administrator General user

Account UpsAdmin User

Password UpsAdmin (Case sensitive.) User (Case sensitive.)

Graphs can only be referenced.

Privileges The entire information can be set or referenced. The display settings of graphs cannot be changed.

The [System condition] screen of the Web Display Tool is displayed.

[f8tiisicoraph | Meas.info ‘

System condition

Time:02/18/2015 17:27:05 Next stop 02/19/2015 -17:00:00
Next start : 0219/2015 -08:00:00

UPs ATFI0? (Dbl. Gonw)
UPS serial no 123456789012
Temp.: |5 C Output
W a w

=

Volt: 05,0V = Volt: 100.0%
n
n £0.0%

State: Normal = Load
x P 1.0k

&8 REC NV EEww e

cum. power.  [100.0kih

Output state
Charge: 100% P
BATT o
Backup time:  |24min. Distribution: |2

Constant:  [There is
Outlett state: I
Outlet? state: O

Alarm Infa [ [ [ [

Battery check info-|(resul L5/ 18/2014 18:04:04 Normal finish) AUto checkEnable(Cycle 180 days)



6.2 System Condition Screen and Menu Functions

Web Management Tool screen (this example shows a case in which a UPS with system control output is connected.)

The System condition screen is displayed. |

The current date and time is displayed.
The displayed time is the time of the computer.

The graphs of various data items are displayed. |

The contents set in "5.7 Configuring Measured
Value Administration Information" and the
measured values are displayed.

Meas. info. /

J System condition

Time:02/18/2015 17:27.05 :02/19/2015 -17:00; DDK

Next stop
Next start

The next start and stop times based on the
schedule settings are displayed.

1 02/19/2015 -08:00:00

The operation status of the UPS is displayed.
For details, see "6.3 Checking the UPS Power
Supply Status on the System Condition
Screen".

UPs ATTFI02 (Dbl. Conw)
UPS serial no 123456789012
Input Temp.: |5 C Output
AAEEEEE _---------:‘> <
Voit: [106.0V = Volt 100,07
n
n 50.0%
State: [IBFRAL - Load
x P 1.0k
REC R NV NN omet
cum.power.  |100.0kth
Output state
Charge 100% 2
BATT
Backup time:  [#nin. Distribution: |£
Constant.  [There Is
Cutlet1 state: 0N

If an alarm occurs, it is displayed as
or [Overload|.

Outlet2 state: V

Alarm Info, f

Battery check info |(resu|l:[l5f|ﬁ/2[l14 19:04:04 Mormal finish)

Auto checkEnable(Cycle 180 days) @]

The results of the previous auto or manual
battery check, and the schedule of the auto
battery check are displayed.

Screen explanation

The functions are described in the table below.

Iltems indicated in pink are displayed when
the LAN interface card supports sensors and
a sensor is connected.

Menu/button Function name

Overview

System condition System Condition screen view

If you press this button when the Statistical Graph screen is displayed, the System
condition screen is displayed.

Statistic graph Statistical Graph screen view
Input Volt.

Input frequency
Output Volt.

Output Curr.

Output Pow.

Output frequency
Load factor

Ambient Temp.
Battery Temp.

Output electric energy
Temperature sensor*
Humidity sensor®

The statistical graph of the data described below is displayed.

\

> Each data item can be grouped as
a daily, monthly, or yearly unit.

UPS/sensor measurement
information view

Meas. info.

Load factor

UPS Temp.

Input Volt.
Temperature sensor*
Humidity sensor*

The contents set in "5.7 Configuring Measured Value Administration Information
and the current measured values are displayed for the following items:

The caution level, warning level,
and current measured values are
displayed in a graph.

* The names entered in the measurement names in "5.11.1 Registering sensor information" are displayed.
The accuracy of the humidity sensor varies depending on the number of years of usage. Examine the replacement period according to the

desired accuracy.
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6.3 Checking the UPS Power Supply Status on the System Condition Screen

The System Condition view screen is used to view the operational status of the system, the power-supply system image, the main
measured values, and the alarm information.
The view is updated automatically at an interval of approx. 10 seconds.

System condition

Time:02/18/2015 17:27:05 Next stop ©02/19/2015 -17:00:00
Next start : 02/19/2015 -08:00:00

UPS AT1F102 (Dbl. Gonw)
UPS serial no 123456789012
Input Termp.: [865C Cutput
EEEEEEEy NEEEREEEEEe

[ EEEEEENED>

Volt: |106.0V " Volt. 100.0%
n

State: [HGTARI| " Load: R
: Power: 1.0KW

REC s 1y R
Cum. power: 1000k %
e 0% Output state

Charg
BATT
Backup time:  [24min. Distribution: [ <@

Constant There is
@ Outlet1 state: (ON
@ Alarm Info. ‘ ‘ | ‘

Outlet2 state: O
@} Battery check info..|resul1:06/13/2014 18:04:04 Harmal finish) Aute checkcEnable(Cycle 180 days)

No. View Description
1 Power-supply system Schematic diagram of the power-supply status of the UPS.
drawing The view of each power-supply status is explained on pages 6-4 and 6-5.
> |charge The battery charging rate (%) is displayed.
9 This item is not displayed if the UPS does not have a battery charging rate calculation function.

The backup time (minutes) during which battery operation is possible under the current load status is
displayed.

3 |Backup time If the backup time is more than 1092 minutes, it is displayed as "1092 minutes."
The backup time is only an approximate time and may vary largely depending on the load status.
This item is not displayed if the UPS does not have a backup time calculation function.

4 |Output status view If the UPS has several system outputs, the output status is displayed by system.

If an alarm such as "Breakdown (minor breakdown or major breakdown)", "Overload", "Low battery voltage",
"Battery life", or "Battery replacement time" occurs, the corresponding item is displayed as h@ or
5 |Alarm information Overload|.

"Breakdown" and "Batt. Low" are displayed in red, while the other alarms are displayed in yellow.

"Unknown" is displayed for a contact connection.

The current battery check status (running/stopped), and the results of the previous auto or manual battery
6 |Battery check information |check, and schedule of the auto battery check are displayed. If the battery check results in an abnormal finish,
the results column is displayed in red.

*Caution

If the cumulative power in the [System condition] screen is “0.0 kWh”, check whether [Create measured value collecting data]
checkbox is selected or not in the [Measured value administration information setting] screen. If it is not selected, because data
summaries are not created, the cumulative power is not displayed. See “6.4.1 Configuring graph displays for the web display tool” for
details. Data summary starts from the point where you select [Create measured value collecting data] and click the [Apply] button.
You cannot take summary of the past data.
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System drawing of each power-supply status of the UPS

<During normal operation>
For other than a hybrid UPS

<During normal operation>
For a hybrid UPS

<In the power-supply quality priority mode>

The power-supply quality priority CVCF
function and the power factor improvement
function are operational.

<In the active filter mode>

In the active filter mode, the CVCF function
is suppressed and only the power factor
improvement function is operational.

This mode is applied automatically when
the power-supply quality is relatively good.

<In the efficiency priority mode>

In the efficiency priority mode, the CVCF
function and the power factor improvement
function are suppressed. This mode is
applied automatically when the
power-supply quality is extremely good.

<During a power failure>

Output
FNNAENE TR
voit: [5-07 Voit: 10007
Load Fu.u!
W Power. [T

Cum.power.  [100.0h

Dulput state
F Charga
_J Backup lime:  [Hwin. Distrizuton: |2
Constant  |There iz
Outlett state: PR
Outee stte: P
utput
FNNAENE TR
volt: [105.0% Valt: 16007
Voot Fu.u!
[ Power. 0TkW

Input
NN EEWE

voi; [105.07
state: [

Input

vl ,W

Sty

Cum.power.  [100.00h
F‘I:r Change
| Backuplime: [Twin. Distrizuton: |2
Constant  |There iz
Outlett state: PR
Outee stte: P

Temmp.: [25 Output

100, 0kNh

Chatpul st
Disibution. [
Constant  [Tere i3
usett state: (M
oot st [T

Cum, pawer,

B

L —

Cum.power:  |'00.0k8h

Cutput state

Distribation: F

Constant [There I3
ousett stste; B
Ousetz state: [

Temp.: 55 Culpul

Vall 0. 07
Load: F.iE

-

Curn power:[100-0FR

|’ﬁu_-| ‘Output state
w0 Distituion. [
Barkup time:  [Z4nin, :
Constant  [There it
outert state: [N
outeez ot [T
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<During bypass operation>

<During battery test>

For other than a hybrid UPS
or for a hybrid UPS
<in the power-supply quality priority mode>

Hybrid UPS
<In the active filter mode
or the efficiency priority mode>

<During standby>

<During a serial communication error>

<During a contact connection>




6.4 Using and Configuring Statistical Graphs

6.4.1 Configuring graph displays for the web display tool

To display various types of data as a graph in the Web Display Tool, make the settings described below.

(1) On the Web Management Tool Main Screen, click the [Basic Settings] button.
(2) On the [Basic Settings] screen, click the [Meas. manage] button.

The [Measured value administration information setting] screen is displayed.

E B'.ﬂf m?ngf " - (3) To create collecting data, select [Create
M d value information setting

e measured value collecting data].
ate measured value collecting data

llecting data i neld 3t LAN interface card
Collecting data can get by FTP

v Exclude measured value rom colleding targel during power Eailure
& Manitar maagured valus dewiabion
Display change: | Load factor(%
Valid meas. range ¢ - 40 Denabon Recovery Hysteresis |u
[+ Menitor Caution Level Deviation F Wonitor Waming Level Devation  Shutgown upen deviation.
Monitored : Upper limit only - Monitored : Upger limit only v Confrmatontime : 0 sec \_ For details on the settings, see "5.7
Homaivpperlimit [ NommalUpperumt : P Configuring Measured Value Administration
NormalLawerLimit < [ NormalLewsrlimit | UPS aulomalic stop [ star uperstion Information".
Sop /St -

= (4) Click the [OK] button.

Caution

Data aggregation starts after you have made the above settings.
Data is not collected when [Create measured value collecting data] is not selected.
Therefore, data is not displayed even when a graph is displayed in the Web Display Tool.
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6.4.2 Statistical graph screen

Items indicated in pink are displayed when
the LAN interface card supports sensors and
a sensor is connected.

(1) On the System condition screen, click the [Statistic Graph] button.

The [Statistic graph] screen is displayed. The initial screen is the graph for the [Output electric energy] and [Daily report].

Select the measurement
information to be displayed.

® |nput Volt. ® |oad factor

® |nput ® Ambient Temp.
frequency e Battery Temp.

® Output Volt. @ Output electric

® Output Curr. energy

® Output Pow. @ Temperature

® Output sensor ' N
frequency ® Humidity sensor '

See the table below for details. !

Measurement | Quiput electric energy

Report type:| Daily report

Select Daily report, Monthly report, Annual
report, or Year-on-year comparison“.
See the table below for details.

Statics grap

! Click I
v Apply

If any arbitrary position is clicked

on the graph screen, the point

moves to that position.

Line indicating the point

The statistical graph of the

selected measurement

information is displayed.™

Move the point position.

The numerical data of the point
position (pink line in the graph)

is displayed.

Set the Y-axis scale and display
target of the displayed graph.

Output slectric energy(kivh) 07/25i2013(Thu) < | change date| =
= 1S = Change the date of the graph
to be displayed.
/ m The screen moves in the unit
T corresponding to the
7E | .
year/month/day selected in
Category.
I—/ 04
7 The maximum, minimum,
and cumulative value from
|~ \é\{lth:n thg displayed graph is
a
0 4 8 12 18 20 24 (Time) Isplayed.
j Meas. value of point locate J Max, Min., and Total of graph data
Electric energy:085kih [00:00 ~ 071:00] Max..071kWh [2000 ~ 21:00]
A Hin DESKHR 10890 ~ 03001 The collected numerical data
Total 168 ki / is displayed.
Graph seftings Refresh Data display

Updates the graph to the latest state.™

The details of the measurement information to be collected are provided in the table below.

l\/_leasurement Unit Statistical value Type of display
information Daily report Monthly report Annual report graph
Input Volt. (r-s) Vv
Input Volt. (s-t) \
Input Volt. (t-r) Vv
Input frequency Hz
Output Volt. (U-V) Vv
Output Volt. (V-W) \Y
Output Volt. (W-U) Vv
Output current (U) A . - . - . -
Output current (V) A Maximum, minimum, and average| Maximum, minimum, and average| Maximum, minimum, and average Line graph
value of each hour value of each day (24 hours) value of each month
Output current (W) A
Output power kW
Output frequency Hz
Load factor %
Ambient Temp. °C
Battery Temp. °C
Temperature sensor T °C
Humidity sensor ! %RH
Output electric energy ?| kWh | Cumulative value of each hour Cumulative value of each day Cumulative value of each month™® Bar graph

(24 hours)

Data retention period

The previous three months and the
current month (from the 1st to the
current day.)

The data for the month from three
months ago is deleted on the 1st of

the next month.

The previous two years and the
current year (from January to the
current month.)

The data for the year from two years
ago is deleted on the 1st of January

of the next year.

The previous 10 years and the
current year

The data of the year from 10 years
ago is deleted on the 1st of January
of the next year.

desired accuracy.

*1 The names entered in the measurement names in "5.11.1 Registering sensor information" are displayed.
The accuracy of the humidity sensor varies depending on the number of years of usage. Examine the replacement period according to the

*2 The cumulative value is displayed only when the measurement information is "Output electric energy”. When the measurement information is
other than "Output electrical energy”, the "Average value" is displayed.

*3 The data is totaled for each hour. The graph is not updated automatically.

*4 When the statistical graph is not displayed, refer to "6.4.1 Configuring graph displays for the web display tool", and make sure "Create measured
value collecting data" is selected. The graph will not be created if this is not selected. The collecting data is created from the time the check box is
selected. Therefore, collecting data of the past cannot be created.

*5 In the bar graph of the annual report of output electric energy, the data of the past two years can be displayed on a year-on-year comparison
basis. For details, see "6.4.8 Displaying output electric energy comparison with the previous year as a graph”.

~
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6.4.3 Changing graph types

Select the measurement information to be

displayed.

e Input Volt. Load factor

® Input frequency Ambient Temp.
e Output Volt. Battery Temp.

e Qutput Curr.
e Output Pow.
e OQutput frequency

Output electric energy
Temperature sensor
Humidity sensor

Select Daily report, Monthly report, Annual report, and

Year-on-year comparison.

Statles graph

surement. | Output elecnic energy % Repan type;| Daily regort

(1) Click ¥ next to [Measurement] and select the

Output leciric energriivh) 0712572013Thu} measurement information to display.
1
(2) Click ¥ next to [Report type] and select the
period for the graph to display.
075 -t T
(3) Click the [Apply] button.
05
035 Caution
If you do not click the [Apply] button after selecting
0 "Measurement" and "Report type", the display will
! ! ? 2 1 o e not switch to the screen of the selected
_< | Meas. e ot puinttocate - | Mas Wi, and Tokal of graph data measurement information.
Flactric anargy 056kWh [0 - o 0] A DT kWh [0 -~ 2100]
N0 Bhkwh (0200 - 0800]
Todal: 160 kwh
Graph samn;s_ Refresh | Data display |

The graph switches. The figure below shows the graph when [Load factor] is selected in measurement information.

Statles graph
Measuremant | Lead factor ¥ Repontypa: Daily report L Apoly
Load factor(®) O7I282013Thu}
k]
~ ™ A
213 - kS —
/ L
— e __."' .
% ! AT T
T R A e
175
To update the graph to the latest state:
n
[ 4 [] 12 16 20 2 (miew
ﬂ Meas valug of paint lacate J Max, Min,, and average of graph data (4) Click the [RefreSh] button.
. M 4700 [2250:08] Mas 200 14247]
W vin o [2350:20] Ml 000% o]
W ~o-m00x Aug 333K
Geiph sietlingss Dt disply

Caution

The "output electric energy" is displayed as a bar graph and the other measurement information is displayed as a
line graph. You cannot change the type of graph display.
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6.4.4 Displaying graph values

To view the numerical data of the displayed graph, perform the operation described below.

Measurement | Load factor

Load facton%)

Statles graph
v Repontype. Daily report -

O72572013(Thu}

k]
b
o LY
~ N
625 - “s <
/ LS E
-~ -
! ol
— e / -
- - L
3 ==, - :.
% . =S S— —
7 a7 =
—ee——peee——— . L L L . —
175
[]
[ 4 ] 12 16 0 U iew
< | Maas value of paintlacata M, Min, 3nd avarage of graph dsta
. M 4700 [2250:08] Mas 200 142421
W vin oox (235029 Min, 20008 fren)
W oo rac m
Graph seflings Rufresh @

The numerical data is displayed.

(1) Click the [Data display] button.

Statics graph

easurement Report bpe: |
e, vnlue, Hin. wnlue n. valus, dwernge valus|

L8, IR .4, 4.8

97/25/2019 01 252013 -, 9.5

i o fit3 30

FATETE i 906

’ AL b 3.5

WIS b SRR 3.6

BIAL 01 DE: I 9.8

BTAG201E 07 R 4K

BIA62013 OB FRRE 4.4

A7/25/2019 08 252018 0.0

AA52010 10 FAR/20 1.5

;L}?smnla 1 0, /252013 11 0, 5.4

" [Daily report] Load factor (%)

Max. wvalue date,
072572013 00:59:55, 40.0,
07/26/2018 01:59:67, 40.0,
07/25/2018 02:58:59, 40.0,

Count ing date,

07/25/2013 01:00,
0772642018 02:00,
07/26/2018 03:00,

Max. walue, Min. walue date,
07/25/2013 00:59:55, 28.0,

0772642018 01:59:57, 24.0, 4.k
07/26/2018 02:59:59, 28.0, 9.8

Min. walue, fverage walue
29.8

(2) Click the [Back] button to return to the previous
screen.

The collected data of daily reports, monthly reports, and annual reports can be output either by FTP commands,

or by sending an "Information request E-mail."

For details on FTP commands, see "9.3 Using FTP and FTPS Client."

For details on the "Information request E-mail", see "5.6.5 Sending e-mail to the UPS to obtain status and
measurement information" and "Appendix C. LIST OF INCOMING E-MAILS."
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6.4.5 Displaying daily report graphs

If you click the [Statistic graph] button on the System condition screen, the [Output electric energy] and [Daily report] of the current day
on which the operation is performed is displayed.

To change the view from a monthly report graph or an annual report graph to a daily report graph, or to change the date of the graph to
be displayed, perform the operation described below.

To change the report type from monthly report and
annual report, perform the operation described in
Steps (1) and (2).

This operation is not required if the "Daily report"
graph is displayed on the screen that appears
after clicking the [Statistic graph] button.

(1) Select "Daily report”.

Each time you click [<] or [>],
the day changes by one day.

Statics graph

(1) Click ¥ next to [Report type] and select
[Daily report].

gy % Raport b Daily report v

OTISE0 TR

(2) Click the [Apply] button.

(3) Click Change date
075 Displaytoday The graph of the current day on which the
e 0712013 - operation is performed is displayed.
1 2 3 4 5 8 To change the day, perform the operations
’ in Steps (3) and (5).

~
@
©
=]
<]
©

S

(SR

by

(3) Click the [Change Date] button.

28 29 30 31

o T (4) Select the year, month, and day to be

: : : = = = = e (T displayed on the screen shown on the left.

< | M g of I Max, Min, and Totad of gragh data
.Facr.r.alm i NRGK W . ) - ) Max 000 ~ 71.00] n’ Cancel H
T S i e (5) Click the [OK] button.
Total 1684 Wh

== e G @ (4) Select the year, month, and day to

be displayed.

If there is no data to display for the specified day,
"There is no data to display" is displayed at the side
of the [Graph settings] button.

Caution

o |f you do not click the [Apply] button after changing "Measurement" and "Report type", the display will not switch to the selected graph.

e Regarding the data retention period
For daily reports, the data of the past three months and the current month (from 1st to the current day) is saved. Data from three months
ago is deleted on the 1st of the next month.

Example) For the operation day on December 31, 2012, the data is saved from September 01, 2012 to December 31, 2012
For the operation day on January 01, 2013, the data is saved from October 01, 2012 to January 01, 2013
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6.4.6 Displaying monthly report graphs

To view a monthly report graph, or to change the month of the graph to be displayed, perform the operation described below.

(1) Select "Monthly report." Each time you click [<] or [>],

Statics grapl

Measurement | Cutput electric energr = Repor bpe: | Monty repont

Output elacnc anergyiim) 062013 ) )
5| ~

[Monthly report].

the month changes by one
month.
(1) Click ¥ next to [Report type] and select
=

/ (2) Click the [Apply] button.
} (3) Click The graph of the month of the day on which
o | Change date the operation is performed is displayed.
(Dispiayifis monih To change the month, perform the operations
o < 2013 - in Steps (3) and (5).
1 2 3 4
= (3) Click the [Change date] button.
5 6 7 8
(4) Select the year and month to be displayed
: . i n ETETR B 10 1 X 12 on the screen shown on the left.
= | Meas. vabes ofpsintiocate = | Ma, Min, and Total of graph data ‘07/2013 (5) Click th [OK] butt
Eiecn entrgy PAOIR0INEE  Maca [A0a2 3Tl IC e utton.
e Min u::: [O80NDY 1M n’ CAncel

Tokal11705% S—oN"

Graph sedtings. Feetresh Drata desplay m

If there is no data to display for the specified month,
"There is no data to display" is displayed at the side of
the [Graph settings] button.

(4) Select the year and month to be displayed.

Caution

e If you do not click the [Apply] button after changing "Measurement" and "Report type", the display will not switch to the selected graph.

e Regarding the data retention period
For monthly reports, the data of the past two years and the current year (from January to the current month) is saved. Data from two years ago is
deleted on the 1st of January of the next year.

Example) For the operation day on December 31, 2012, the data is saved from January 2010 to December 2012
For the operation day on January 01, 2013, the data is saved from January 2011 to January 2013
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6.4.7 Displaying annual report graphs

To view an annual report graph, or to change the period of the graph to be displayed, perform the operation described below.

Each time you click [<] or [>],

(1) Select "Annual report.” ¢ !
the display period changes

EIRtEs GO ° by one year. (1) Click ¥ next to [Report type] and select
Measurement | Load tadior Repord type: Annual repon !
ot > [Annual report].
" , = (2) Click the [Apply] button.
= (8) Click The graph from January to December of this
year is displayed.
Change date To change the period, perform the operations
] S — — {Bisplay s vear in Steps (3) and (5).
— T T 1 —1 < 2004-2015
75 004 2005 2005 2007 (3) Click the [Change date] button.
2008 2000 2010 2011 (4) Select the year to be displayed on the
1 7 i 5 i 0 % 1 12 " screen shown on the left.
= | N vk Max, Min, and awrage of graph data 2012 2013 2014 2015 .
.l R [2O1E012MonE  Max B35 e N0 AMen] |ﬁ12 (5) C“Ck the [OK] bUtton'
. Min: 26,908 N220120MenT, Min.. 26108 0201201 2Wed)|
| TR g D3 n’ Cancel
Graph asttings Pefreah Data display |

If there is no data to display for the specified year,
"There is no data to display" is displayed at the side of
the [Graph Settings] button.

Caution

CELR3

(4) Select the year to be displayed.
The data of specified year is
displayed.

e Regarding the data retention period

deleted on 1st of January of the next year.

Example)

e |f you do not click the [Apply] button after changing "Measurement" and "Report type", the display will not switch to the selected graph.

For annual reports, the data of the past 10 years and the current year (from January to the current month) is saved. Data from 10 years ago is

For the operation day on December 31, 2012, the data is saved from 2002 to 2012
For the operation day on January 01, 2013, the data is saved from 2003 to January 2013
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6.4.8 Displaying output electric energy comparison with the previous year as a graph

The year-on-year comparison graph can be viewed only as an annual report graph of the output electric energy.

(1) Select "Output electric energy." |

(2) Select "Compare previous year."

Measurement | Cutout lectric energy  »

Dutput elechic ener

am

oykAh)

Statics graph'
Reportipe: Compare previous yeal v

112011- 102013

Each time you click [<] or [>],
the display period changes|

by one month.

Same month a year ago |

/-l Specified year and month |

(1) Click ¥ next to [Measurement] and select
[Output electric energy].

(2) Click ¥ next to [Report type] and select
[Compare previous year].

(3) Click the [Apply] button.

The graph of the past two years from one
month before the day when the operation is
performed is displayed in an overlapping
state.

To change the period, perform the operations
in Steps (4) and (6).

<] Meas vaueotpointiocate - | MaxfMinTotal [1WEOV.199092  Max /M (Tetal 112912 oz
I Elec enersy1190mwh U 11963 0720121 Mac 19w wesa3) ; 5 o " (4) Click the [Change date] button.
W Erec eneegy 1700 [IV2012]  Min. 11268kWh [02012]  Min11266kWh n2ram)

Total 464 Tetal 1206 3Wh

(5) Select the year and month to be displayed
on the screen shown on the left.

[Graph seftings| Refrash Data display
9 1] 1 12 .
(6) Click the [OK] button.
(5) Select the year and month to be

If there is no data to display for the displayed.

fgi?s";"?:y,}’;agisgg‘;; ':‘ tnhoe ‘iiadtz The data of the past two years from

of the [Graph settings] button. the specified month is displayed.
| 1 12 1 2 3 4 5 6 7 8 9 10
m [11/2012[12/2012|01/2013|02/2013|03/2013|04/2013|05/2013|06/2013|07/2013|08/2013(09/2013(10/2013
m [11/2011{12/2011|01/2012|02/2012|03/2012|04/2012|05/2012|06/2012|07/2012|08/2023(09/2012(10/2012

Caution

~N

e |f you do not click the [Apply] button after changing "Measurement" and "Report type", the display will not switch to the selected graph.

e Regarding the data retention period
For annual reports, the data of the past 10 years and the current year (from January to the current month) is saved. Data from ten years
ago is deleted on 1st of January of the next year.

Example) For the operation day on December 31, 2012, the data is saved from 2002 to 2012

For the operation day on January 01, 2013, the data is saved from 2003 to January 2013
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6.4.9 Configuring the Y axis scale and display subject

Set the Y-axis scale of the graph, the data to be displayed, and the threshold value display.

On the "Graph Settings" screen shown in the figure
below, the state set in "Automatic"/"Manual" is
displayed on the Y axis.

Statics graph (1) Click the [Graph settings] button.
Measuremeny | Ambiend bemperature  » | Repor bpe: | Daily report w Apply
Ambiert. perature(C) 07247201 3(Wed)

« | change date| = |
i On the "Graph Settings" screen shown in the
T figure below, if "Displaying threshold value" is
selected, the "Caution", "Warning" line is
displayed.

The graph of the value selected in the "Graph
Settings" screen shown in the figure below, under
————————————————————————————— the "Graph target" item is displayed.

I Maximum-value graph
5 I Minimum-value graph

] 4 [] 12 16 m 2 (Tiens
I ~verage-value graph
< | aoas vatue of point locate L, Min., a0 average of oraph data 9 grap
| e (9521 Max:2600C [1:4250]
. Min:nmc [2a5053] 1300 C e1970]
| RIS Mg 2045C

Rafrash Data deplay

The [Graph settings] screen is displayed.

Graph settings (2) Set each item in the [Graph Settings]
Report type:Daily report screen.

MeasurementAmbient temperature

(3) After making the settings, click the [OK]
¥ axis scale button.

~ automatic * Manual -8 - |%

"Automatic"/"Manual": Set the Y axis of the graph.
N\ Automatic: The Y-axis range is displayed automatically
from the collecting data.
¥ Max value ¥ Min. value o T Manual: Enter the range to be displayed on the Y axis.

Graph target

[~ Save seftings <€

"Graph target": Select the value to be displayed as a graph.

¥ Displaying threshold value(This setting will not be recorded)

"Save settings"

Click | When this is selected
7 The settings are saved in the UPS, and graphs set from
any terminal on the network, can be viewed.
When this is cleared

The set graph can be viewed only from the operating
terminal.

"Displaying threshold value"

Displayed as a selection item when "Monitor measured
value deviation" is selected in "5.7 Configuring Measured
Value Administration Information”, and a threshold value
is set as the monitoring target.

If this is selected, the values of caution and warning are
displayed on the graph screen.
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6.5 Displaying Measurement Information

This section describes the procedure for viewing the setup status and measured values of measured value deviation monitoring set in
"5.7 Configuring Measured Value Administration Information."

System conditio

" Statistic graph Meas. info.

~—

(1) Click the [Meas. Info.] button.

Time:02/18/2015 17:27:06 Next stop 02/19/2015-17:00:00

Next start 02/19/2015 -08:00:00

uPs ANTFI02 (Dbl Cone)
UPS serial no, 123456789012
Input Ternp: [5G Output
ARG _u-uuu-‘;

voit: [T 07 " volt 100.07
u

state: [iamal T Load 0. 0%
" — [BZ

REC N iR s

cum. power.  |100.0k#h

Output state
Charge 100%
Backuptime: [nin. Distribution: [

Constant  [There is
Outlett state: 0N
Qutlet? state: 0N

Alarm Info.: | [ | [

Battery check info. |(resu|l:05f13/2014 13:04:04 Normal finish) Auto check:Enable(Cycle 180 days)

The [Measurement Information] screen is displayed.

Measurement information

Select meas. item 1o see details. Received date : 07/25/2013 18:04:05

lleas item lleas value
—_—

—

Eoad ooy o1 The setup state and measured values of
‘“PS“E“I"‘““'“'E fﬂ“;ff‘ measured value deviation monitoring set in "5.7
T":;:;:f;éﬂgﬂ m{‘g: Setting the Measured Value Administration
T - Information” are displayed as a graph. For details
Y on the graph, see the next page.
| The current measured values are displayed.
| The values are updated to the most recent
\\ numbers at intervals of approx. 10 seconds.
[
If a measured value is displayed as [-—] it
indicates an unknown measured value due to a
communication error, etc.

Measurement information

Select meas. item fo see details Received dale : 07/25/2013 18:04:058

e lom oo value (2) To view the details, click any one of the

T ] measurement items, measured values, or
UPS temperature 20C1 graphs of the target measured values.
= ‘1m
I Temperature sensor 1 231[C] .I
e — —er
) N—
Click |
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The Measurement information screen is displayed.

Measurement information

Received date © 02119/2015 20:12:47 The measured value and sensor information is

— | displayed.

Meas. item Temperature sensor 1

Weas.value 2.1 [C] /
Location Server room Rackl

Comment Rack1 Top

Valid meas. range -40 - 85

The setup values of measured value deviation

WMonitor measured value deviation

Deviation Recovery Hysteresis 2

monitoring that are set in "5.7 Configuring
Measured Value Administration Information"

O Caution level
Monitor Caution Level Deviation

Normal Upper Limit 30

MNormal Lower Limit  © 0

Monitored : Upper/Lower Limits

[ Warning level
Monitor Warning Level Deviation

Menitored UpperiLower Limits
Normal Upper Limit 40

Normal Lower Limit -10

&< | are displayed.
To change the setup values, use the Web
Management Tool.

Specify the display range of the graph.

I

Display area configuration  |-40 - |85 ¢/
0

In its default state, the value of "Valid

30

[

1

Actual measured value

]

40

m Cancel

measurement range" is displayed.

(3) To change the display range of the graph, enter

Caution level range
Warning level range

The display returns to the Measurement Information screen.

Select meas. item to see details

Measurement information

the numeric values of the range you want to
display in [Display area configuration].

Example: Change the upper limit from
85 to 80.

(4) After making the settings, click [OK] button.

Received date : 07/25/2013 18:12:16

Meas. item Meas. value

Load factor 0[%]
UPS temperature 20[C]
Inputvoltage 104[V]
Temperature sensor 1 228[C]
Humidity sensor 1 —%RH]
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7. BASIC SETTINGS WITH THE TERMINAL TOOL

The terminal tool is operated by connecting the "RS-232C" connector of the UPS (LAN interface card) and the computer by an RS232C
cable, and then using terminal software (for example, Windows HyperTerminal, etc.).
Alternatively, the terminal tool is operated by establishing a connection from the Telnet/SSH terminal to the UPS via a network.

During basic settings, basic settings until the shutdown of devices connected to the UPS are performed. For details on setting the other
functions, see "8. DETAILED SETTINGS WITH THE TERMINAL TOOL."

7.1 Starting the Terminal Tool

Refer to the items corresponding to your usage environment, and then start the terminal tool.

Using the terminal tool by establishing a serial connection with the UPS

In cases where it is not possible to communicate with the IP address 192.168.1.1 during shipment due to reasons such as the
convenience associated with the network environment, perform the settings using terminal software such as Windows HyperTerminal.

Connect to the UPS with an RS-232C cable (9-pin D-sub cross cable.) For details on how to connect, see the LAN Interface Card
Instruction Manual.

(1) Start the terminal software.
(2) Set the communication conditions as described below.

Serial communication Character conversion
Setup item Setup value Durin * Aline feed character is not added at
transmisgion the end of a line.
Baud rate 9600 « Local echo is not performed.
Data bit 8 bit During * Aline feed character is not added in
Parity None reception the received data.
Stop bit 1 bit
Flow control None

Check the displayed screen and perform the operation described on the right side.

Welcome to UPS Agent (3) Enter "UpsAdmin" in the user name and then
User name: UpsAdmin press "Enter".

(4) Enter "UpsAdmin" in the password and then

Welcome to UPS Agent
press "Enter".

User name: UpsAdmin
Password:

Caution

e The character string entered in the password is
not displayed on the screen.
e The characters are case sensitive.

The Main Menu is displayed.
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When using the Telnet terminal software

Start the Telnet client from a computer that can be connected to the UPS via the network, and then perform log in.

Check the displayed screen and perform the operation described on the right side.

Welcome to UPS Agent
User name: UpsAdmin

Welcome to UPS Agent
User name: UpsAdmin
Password:

Using the SSH terminal software

(1) Enter "UpsAdmin" in the user name and then
press "Enter".

(2) Enter "UpsAdmin" in the password and then
press "Enter".

Caution

e The character string entered in the
password is not displayed on the screen.
e The characters are case sensitive.

The Main Menu is displayed.

You can not log in via SSH under the default settings. Once you log in via a serial connection, Telnet, or the Web Management Tool,

change remote login to a state in which access is possible via an SSH connection.

To change the settings using the Web Management Tool, see "5.3.1 Configuring services and access control" and "5.3.2 Configuring SSH

authentication."

To change the settings using the terminal tool, see "8.1.4.1 Configuring services and access control" and "8.6.5 Configuring SSH

authentication."

After changing the settings, log in using the set authentication format.
Once the SSH authentication is complete, the Main Menu is displayed.

RekeyLimit 4G

o

e When you log in via SSH using either the administrator account or the general user account, the account and the password are case
sensitive in both cases. The account can have only up to 16 characters and the password can have only up to 20 characters. If you
have set the administrator account or the general user account to 17 characters or more, change it to 16 characters or less.

e The SSH 2.0 protocol performs re-exchange of the session key at a constant interval. This device does not support the exchange of
the session key. Therefore, when the above timing is reached, the login state is disconnected. If the key re-exchange option can be
changed in the SSH client settings, the key re-exchange interval can be lengthened.

(Example) OpenSSH client configuration file (ssh_config)

\

J
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7.2 Main Menu Functions

When you log in to the terminal tool, the [Main Menu] is displayed.

[Main Menu] screen

Main Menu
1.Configuration
2.Schedule
3.Control
4 Display
5.Locale
6.Connection Device
7.Event
8.0utlet
9.Ping
10.Download/Upload
11.Exit
UPS Agent>

The functions of the [Main Menu] are described in the table below. For details on the functions and the operation method, see each item.

View Content Description

Sets the UPS operation.

1.Configuration UPS operation settings |The network settings, account change, control operation, SNMP, E-mail settings, NTP
settings, operation during a power failure, and measured value management are set.

2.Schedule Sch_edule operation Sets the schedule operation of the UPS.

settings
3.Control UPS control Sets the UPS ON/OFF control from a remote location.
4.Display UPS information display |Displays the UPS condition and measured value information, as well as the event log.

Time and language

5.Locale )
settings

Sets the UPS clock and selects a language.

Connection device

6.Connection Device .
settings

Registers a device on the UPS, changes the registration contents, and deletes the
registered devices. Also performs event and script settings, and executes a shutdown
test.

7.Event Event settings

Sets the E-mail sending conditions and the event log recording conditions.

UPS system output

Sets the delay time during ON/OFF for OUTPUT 1 and OUTPUT 2, when a UPS with

status check

8.0utlet - a system control output is used. This function can only be used when a UPS with a
settings ;
system control output is used.
9.Ping Communication line Executes a Ping command and checks the status of network communications with the

specified device.

Download/upload of

10.Download/Upload UPS setup values

Downloads or uploads the setup values of the UPS.

11.Exit End

Exits the terminal tool.

UPS Agent> Number input

Enter the menu number or the number of the setup values.

Caution

If no operation is performed on the Main Menu screen for up to five minutes, [Disconnected!] is displayed and the connection is
disconnected. In this situation, log in again to perform the operation.
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7.3 Basic Settings for Shutting Down Devices

This section describes how to perform the basic settings for shutting down the devices connected to the UPS. Once the settings described
here have been made, shutdown can be executed. For detailed settings of various functions, see "8. DETAILED SETTINGS WITH THE

TERMINAL TOOL."

7.3.1 Configuring UPS Operations entered in [UPS Agent>_] for each menu to be

If the numbers describedin [ | are

displayed later from the [Main Menu], an
explanatory screen for each page is displayed.

Set the UPS operations according to the procedure described below. \

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".

| Main Menu 1 >3

(2) Enter "3" on the [Configuration Menu] screen and then press "Enter".

The [Control Configuration Menu] is displayed.

Control Configuration Menu
1.Shutdown Condition
2.UPS Control
3.Common
4 Battery
5.UPS Linkage
6.Exit

UPS Agent>_ Enter the number of down.
the menu to be set. |

(3) Set the menus described in 1 through 3.
For details, see the items described below.

k Control Configuration Menu setup menu
When the settings for menus 1 through 3 are

complete, the connected devices can be shut

The functions of the setup menu in the [Control Configuration Menu] are described in the table below.

Setup menu

Description

1.Shutdown Condition

Set the shutdown triggers.
Power failure confirmation time
Shutdown during low battery voltage
Shutdown due to a serial communication error (not supported)
Shutdown due to the occurrence of a major breakdown
Shutdown due to the occurrence of an overload

2.UPS Control

Set the UPS control information.
Stop the UPS at power failure
Automatically start the UPS during power failure recovery
Battery charging rate

3.Common

Set the common information.
Existence of a delayed operation (waiting for user logoff)
Stop delay time (delay repetition interval when the delay operation is enabled)
Shutdown delay time
UPS auto stop time

4 Battery

Set the battery-related information.
Warning for battery replacement
Auto battery check (UPS main unit)
Auto battery check (LAN interface card)

5.UPS Linkage

Perform the settings for grouping several UPS units into a power-supply
redundant system.

UPS group member settings

Operation between UPS members

Synchronization of time between UPS members

6.Exit

Return to the [Configuration Menu].
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7.3.1.1 Configuring shutdown triggers

Set the conditions for the UPS to perform a shutdown.

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".
(2) Enter "3" on the [Configuration Menu] screen, and then press "Enter".

(3) Enter "1" on the [Control Configuration Menu] screen, and then press "Enter".

The [Control Configuration (Shutdown Condition)] screen is displayed.

Control Configuration (Shutdown Condition)

Main Menu 1>3>1

(4) Enter the number of the menu to be set, and

1.Power Failure Confirmation Time
2.Low Battery Voltage Operation

Power Failure Confirmation Time 160 (sec.)
Low Battery Voltage Operation :Enabled then press "Enter".

Won' t Shutdown As Long As Possible :Disabled

Low Battery Voltage Condition :0(min.)

(When The Backup-time Is Under The Specified Value) Y~ The current setup values are displayed.
Auto Shutdown Condition Condition  Confirm. Time (sec.)

UPS Breakdown Disabled 60

UPS Over Load Disabled 60

(5) Enter each setup value.

3.Serial Com. Error (_’—| Shutdown Condition setup menu

4.UPS Breakdown
5.UPS Overload
6.Exit

UPS Agent> Enter the number of
- the menu to be set.

(6) After you have finished making settings,
enter "6", and then press "Enter" to return.

Setup menu Description

1.Power Failure Confirmation Time | Set the [Power failure confirmation time] (sec.).

2.Low Battery Voltage Operation Set "Shutdown during low battery voltage".*?

When [Enabled] is selected, shutdown is performed.

Set whether or not to use [Low Battery Voltage
Condition (Backup-time)] (min.).

Set Low Battery Voltage

Input Time. Condition (Backup-time) (min.).

1. Enabled: 1 Enabled:
Perform a shutdown
© 2. Disabled:

i Do not use*'

When [Disabled] is selected, the [Low Battery
Voltage Condition (Backup-time)] is set to 0
(min.).

2. Disabled:
Do not perform a shutdown

When [Disabled] is selected, shutdown is not performed.

3.Serial Com. Error

settings cannot be made.

Set [Shutdown during a serial communication error].

This function is not supported in this device. Therefore, [Non Support] is displayed, and the

4.UPS Breakdown Set [Shutdown during the occurrence of a breakdown]. **

1. Enabled: Perform a shutdown

When [Enabled] is selected,
the [confirmation time] (sec.) is set.

2. Disabled: Do not perform a
shutdown

5.UPS Overload Set [Shutdown during the occurrence of an overload]. **

1. Enabled: Perform a shutdown

When [Enabled] is selected,
the [confirmation time] (sec.) is set.

2. Disabled: Do not perform a
shutdown

6.Exit Return to the [Control Configuration Menu].
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*1 When the UPS does not support [Low Battery Voltage Condition (Backup-time)], settings cannot be made.

/—| About setting transmission when using the UPS linkage function/ ~N

*2. When the "1. Power Failure" settings are "Enabled" in "4. Shutdown Operation" from the "8.11.1 Configuring UPS group

operations" menu, the settings for "Shutdown when low battery voltage occurs" are sent to all UPSs in the group, and the settings
are replaced.

*3. When the "3. Major Breakdown" settings are "Enabled" in "4. Shutdown Operation" from the "8.11.1 Configuring UPS group
operations" menu, the settings for performing a shutdown when a major breakdown occurs are sent to all UPSs in the group, and
the settings are replaced. The setting for confirmation time is not sent to the other UPSs. Operates at the value set for each UPS.

*4. When the "4. Overload" settings are "Enabled" in "4. Shutdown Operation" from the "8.11.1 Configuring UPS group operations"
menu, the settings for performing a shutdown when an overload occurs are sent to all UPSs in the group, and the settings are
replaced. The setting for confirmation time is not sent to the other UPSs. Operates at the value set for each UPS.

Y
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7.3.1.2 Configuring UPS control

Set the conditions for UPS control (startup/stop.)

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".

Main Menu 1>3> 2

(2) Enter "3" on the [Configuration Menu] screen, and then press "Enter".

(3) Enter "2" on the [Control Configuration Menu] screen, and then press "Enter".

The [Control Configuration (UPS Control)] screen is displayed.

Control Configuration (UPS Control)

:Disabled
:Disabled
:0(%)

UPS Auto Stop
UPS Auto Start
Starting Condition (The Rate of Battery Charge)

1.UPS Auto Stop

2.UPS Auto Start

3.Starting Condition (The Rate of Battery Charge)
4 Exit

UPS Agent>_ Enter the number of
the menu to be set.

AN

(4) Enter the number of the menu to be set, and
then press "Enter".

™—1| The current setup values are displayed.

(5) Enter each setup value.

\—| UPS Control setup menu

(6) After you have finished making settings,

enter "4", and then press "Enter" to return.

Setup menu

Description

1.UPS Auto Stop

Set the [Automatically stop the UPS at power failure] condition.

1. Enabled: Stop

2. Disabled: Do not stop

2.UPS Auto Start

Set [Start the UPS during power failure recovery].

1. Enabled: Start

2. Disabled: Do not start

3.Starting Condition

Set [Automatic start during power failure recovery (battery charging rate)] (%).

(The Rate of Battery Charge)

When the UPS does not support [Automatic start during power failure recovery (battery charging
rate)], [Non Support] is displayed, and settings cannot be made.

4 Exit

Return to the [Control Configuration Menu].
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7.3.1.3 Configuring common information

Set the common information of the UPS.

Main Menu 1>3>3

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".
(2) Enter "3" on the [Configuration Menu] screen, and then press "Enter".
(3) Enter "3" on the [Control Configuration Menu] screen, and then press "Enter".

The [Control Configuration (Common)] screen is displayed.

Delay(Condition/Repeat)
Delay Time

Shutdown Delay

UPS Auto Stop Time

1.Delay

2.Delay Time
3.Shutdown Delay
4.UPS Auto Stop Time
5.Exit

Control Configuration (Common)

(4) Enter the number of the menu to be set, and

:Disabled then press "Enter".
:10(Sec)

30(Sec) \ The current setup values are displayed.
:1120(Sec)

(5) Enter each setup value.

~ —| Common setup menu

UPS Agent>_ Enter the number of
the menu to be set. (6) After you have finished making settings,

enter "5", and then press "Enter" to return.

Setup menu

Description

1.Delay

Set whether or not to delay (the delay for awaiting logoff by the user) the shutdown operation during
schedule stopping and stopping by remote control.

This setup value is enabled in the PC or WS on which the UPS management software is operating.

(For details, see the user guide of the UPS Management Software.)

When [Enabled] is selected, the [Select Repeat] delay count is set.
1. Enabled: Perform the delay - .
operation ¢ 1.Number of Times | Enter the delay count.

2. Infinity Delay is repeated endlessly.

2. Disabled: Do not perform a
delay operation

2.Delay Time

The [Stop Delay Time] (sec.) is set.
When [1. Enabled] is set in [1. Delay], the delay is repeated at the interval (seconds) set in this menu.

3.Shutdown Delay

Set the time (seconds) from the state when recovery becomes impossible due to some shutdown trigger
until the start of the shutdown. This is the time period for performing the shutdown pre-processing.*

4.UPS Auto Stop Time

Set the delay time (seconds) from the start of the shutdown until stopping of the UPS, after the lapse of the
shutdown delay time. Set a time with some margin until the shutdown of all registered devices is
complete.”

5.Exit

Return to the [Control Configuration Menul].

* For details on the UPS operation, see "2.3.2 System configuration with a single UPS."
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7.3.1.4 Configuring the battery

Perform settings for the UPS battery.

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".
(2) Enter "3" on the [Configuration Menu] screen, and then press "Enter".

Main Menu 1 >3 >4

(3) Enter "4" on the [Control Configuration Menu] screen, and then press "Enter".

The [Control Configuration (Battery)] screen is displayed.

Control Configuration (Battery)

:6(Month Before)
:None
:None

Warning for battery Replacement
Auto Battery Check (UPS)
Auto Battery Check (LAN Board)

1.Warning for Battery Replacement
2.Auto Battery Check (UPS)
3.Auto Battery Check (LAN Board)
4.Exit

Enter the number of
UPS Agent>_ the menu to be set.

N

(4) Enter the number of the menu to be set, and
then press "Enter".

—| The current setup values are displayed.

(5) Enter each setup value.

—| Battery setup menu

(6) After you have finished making settings,

enter "4", and then press "Enter" to return.

Setup menu

Description

1.Warning for Battery Replacement

Set the time (how many months before the replacement period) for the output of the
[Warning for battery replacement].

2.Auto Battery Check (UPS)

Set the cycle of the [Auto battery check] (UPS) executed automatically by the UPS.
When the UPS does not support an [Auto battery check], [Non Support] is displayed,
and settings cannot be made.

3.Auto Battery Check (LAN Board)

Set the [Auto battery check cycle] (LAN interface card).
When the UPS does not support a battery check, [Non Support] is displayed, and
settings cannot be made.

4 Exit

Return to the [Control Configuration Menul].
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7.3.2 Registering devices to be shut down on the UPS

This example shows a case in which a Telnet login is performed from the UPS and the "Telnet-connected WS" devices are the devices
to be shut down.
For details on registering other devices, see "8.5.1 Registering devices on the UPS."

(1) Enter "6" on the [Main Menu] screen, and then press "Enter". Main Menu 6

The [Connection Device] screen is displayed.

Connection Device
1:None

2:None

3:None The registration number of the device appears.

------ MORE------ Continued on the next screen.
4:None
5:None

------ MORE------ (2) Press "Esc".

If ---—- MORE------ is displayed, press "Enter" to

] ] view the next screen, and press several times to
Connection Device . . . .
view up to 50 device registration numbers.

6:None If you press "Esc", the device registration number
7-:None input screen is displayed.

|

|

I

|
48:None 50 devices can be registered.
49:None
50:None . . .

(3) Enter the device registration number, and
Sglgc;\Cor}n?ction Device No. then press "Enter".
-

[Connection Device] screen

Connection Device

Connection Device No.1

AN The registration number of
1:None the device is displayed.

1.Add
2.Delete Select [1.Add] (4) Enter "1", and then press "Enter".

3.Event

4.Device Information
5.0utlet

6.Wake On LAN
7.Shutdown Test
8.Redundant

9.Exit

UPS Agent>1
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Select Type. Select the device type.
1.PC(CONTACT)

2.WS(SERIAL)
3.WS(TELNET)
4.WS(SSH)
5.Exit

UPS Agent>3

/— Enter the IP address

Input Network Name Or IP Address

UPS Agent>_
Enter the IP address

Select Kanji Code.
1. SHIFT JIS
2.JIs

3. EUC
UPS Agent>3

OK

Select the WS Kaniji code

After entering these values, the screen shown below is displayed.

(5) Enter "3", and then press "Enter".

(6) Enter the IP address, and then press "Enter".

(7) Enter the number of the WS Kanji code, and
then press "Enter".

Connection Device

Connection Device No.1

1:192.168.1.2 (WS-TELNET)

Kanji :EUC
Location :
Comment :
Outlet i

Wake On LAN :Disabled

The entered device information is displayed.

During registration, the setup values are displayed in the following state.

Set the necessary items in setup menus 4 through 6 from the Main Menu
[6.Connection Device].

Location :Blank «— Change from [4.Device Information]
Comment :Blank «— Change from [4.Device Information]
Outlet B « Change from [5.0utlet]

Wake On LAN ;Disabled (Displayed when anything other than
PC(CONTACT) or WS(SERIAL) is selected)
« Change from [6.Wake On LAN]

(8) If you need to make detailed settings, see
"8.5.2 Changing devices registered on the

UPS."
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7.3.3 Configuring the shutdown procedure for registered devices

| Main Menu 6 > Device No. > 3

Set the login script* and the event script* for executing a shutdown for the registered WS devices.
In this explanation, "Telnet connection WS" is registered in "7.3.2 Registering devices to be shut down on the UPS" as an example.

(1) Enter "6" on the [Main Menu] screen, and then press "Enter".
(2) Press "Esc", enter the number of the device to be set, and then press "Enter". “Scripts" are descriptions of a series of
(3) Enter Event "3", and then press "Enter".

operations such as transmitting commands to
computers.
They are different from shell scripts in UNIX.

The screen for setting the script is displayed.

Connection Device

The information of the device registered in the Connection Device No.

Connection Device No.1 entered in Step (2) is displayed. The script is set for this device.
3:192.168.1.2 (WS-TELNET)
Kanji EUC
Location
Comment Setting menu *
Outlet
Wake On LAN Dlsabled

1.Login Script  : Describes the procedure for logging in to WS.

2.Event Script  : Describes the operation to be performed when an
. event occurs.
Select Script.
1.Login Script

2.Event Script *In the case of SSH connection WS
3.SSH Settings
4.Exit "3. SSH Settings" is displayed on the setting menu.

UPS Agent>1 Set the SSH authentication method.

(4) Enter "1" to set the login script, and then press "Enter".

7.3.3.1 Configuring login scripts

The screen for setting the script is displayed.
WS(Telnet) / WS (LAN I/F card login connection) Main Menu 6 > Device No. >3 >1

Il
The default setup values are displayed.
Edit the values according to your environment
Connection Device No.1 and purpose of use.

Connection Device

Login Script
Liretry=1 Go to Step (1) on page 7-14, and then edit the
2:interval=30 ) )
3:timeout=30 login script.
4:wait=ogin:
5:send=<USER NAME>
6:wait=assword: If --mmev MORE------ is displayed,

7: send=<PASSWORD> press "Enter” to view the next screen.
8:wait=#

Operation  <a-key:Add d-key:Delete e-key:Exit>

UPS Agent>_
Line Login script Description

1 _retryzl Spec!fy the _number of retries wh_en the script has failed to execute. Operational configurations of the

2 |interval=30 Specify the interval between retries. login script

3 [timeout=30 Specify the maximum wait time before receiving data in items with "wait=". )

4 |wait=ogin: Specify the wait time for the login name. .

5 |send=<USER NAME> [Send the login name. Login name entry.

6 |wait=assword: Specify the wait time for the password.

7 |send=<PASSWORD> [Send the password. Password entry.
Waiting time for the login process

8 |wait=# Specify the wait time for completing logging in to the WS. completion.

B (Waiting for the prompt display) ("#" prompt is displayed when the

login is successful)
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List of available commands

Use the commands described in the "List of available commands" in the table below to describe the login script.

Notes on command entry

Specify within 510 single-byte characters. Whether or not to
enter a space before and after "=" does not affect the process.

Command
name

Description

Example

send

Specify the text to send to the WS.

send=shutdown

wait

Specify the text (prompt, etc.) to receive at the UPS.

wait=login

sleep

Specify the standby time without performing any processes. Unit: Seconds

sleep=90

timeout

Specify the wait time for the process to finish after executing a process.
Unit: Seconds. Default: 30 seconds

timeout=60

retry

Specify the number of retries when the script has failed to execute.
Unit: Times (0 to 10). Default: 1

retry=2

interval

Specify the interval between retries when the script has failed to execute.
Unit: Seconds (1 to 60). Default: 30 seconds

interval=10

port

Specify the port number for Telnet or SSH on the WS.
Valid range: 0 to 65, 535

The following port numbers are used if omitted.
WS(Telnet): 23

WS(SSH): 22

port=10023

cr_only

Specify the line feed code to be <CR>.

Specify yes or no.

The line feed code in any subsequent transmission data becomes <CR> if you specify
yes.

yes is assumed when omitted.

(The line feed code is <CR>.)

cr only=yes
cr only=no

binsend

Specify the 8-bit code to send to the WS.
Valid range

Hexadecimal view: x00 to xff

Octal view: 000 to 377

Hexadecimal view
binsend=x07
Octal view
binsend=004

keep_time

Specify the duration of the logged-in status.

The UPS is not logged off for the specified duration after completing the previous WS
script. You can execute other WS scripts without logging in to WS.

Valid range from 0 to 65, 535

The following duration is used if omitted.

WS(Telnet): 0 second

WS(SSH): 0 second

WS (LAN I/F card Log-in connection): 60 seconds

keep_time=120

When you cannot log in with superuser (root) privileges...

You may not be able to log in with superuser (root) privileges in some environments.
In this situation, use a "su" command to execute the command as the root user.

The following table shows an example of login scripts when using the "su" command.
This example assumes the user (user name: guest, password: guest) and root (password: root).

WS (Telnet connection) / WS (LAN I/F card login connection)

Line Login script Description

1 retry=1

2 interval=30 Operational configurations of the login script.

3 timeout=30

4 wait=ogin: Log in as a user "guest".

5 send=guest Enter the login name "guest".

6 wait=assword: Enter the password of the user "guest".

7 send=guest Enter the password "guest".

8 wait=$ Wait for the $ prompt after the login.

9 send=su Send the "su" command and execute it.

10 | wait=assword: Enter the password of root.

11 | send=root Enter the password "root".

12 | wait=# Wait for the # prompt after logging in as root.
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Editing the login script Main Menu 6 > Device No. >3 > 1

Change the login script.
This example uses a case of changing the coding of the fifth line of the login script of the device with registration No. 1 from
send=<USER NAME> to send=root.

This is a continuation of the state of displaying the screen for setting the script described in Step (4) on page 7-12s.
From here on, the screen display is shortened and explained. Enter the characters displayed in blue.

(1) Delete the line to be changed.

Operation <a-key: Add d-key: Delete e-key: Exit> |

PS Agent> -
UPS Agent>d — |&Add 7 Enterthe letrer Connection Device No.1
d: Delete

for the operation
e: Exit

Login Script
retry=1
linterval=30
‘timeout=30

:send= <USER NAME><=,line-

‘wait= assword:
:send= <PASSWORD>
wait= #

Select Script Line Number.

UPS Agent>ill ¥ ~— Enter the number of the line

to be changed.
=== Hit Enter Key !l === (——' Press Enter |

Operation <a-key: Add d-key: Delete e-key: Exit>

UPS Agent>| a
(\—{ Select Add.

OK delete script 5 line.

oO~NOOUIh WN

(2) Add the line to be changed.

Connection Device No.1

o Login Script
Select Script Line Number. 1 retry=1
UPS Agent>5 <—_ Enter the number of the line 2 tinterval=30 —
to be added. 3 :timeout=30 Add to the fifth line.

4 :wait=ogin: L
5 :wait=assword:
6 :send=<PASSWORD>
7 wait=#

Input script.

UPS Agent>send=root (—' Describe the operation. (3) Enter the operation in the added line.

Connection Device No.1

Login Script
i : 1 :retry=1
Operation <a-key: Add d-key: Delete e-key: Exit> > interval=30
UPS Agent>fe ‘\—| End the editing task. 3 :timeout=30
5 :send=root
6 :wait=assword:
7 :send=<PASSWORD>
8 :wait=#
Save Event Script.
1. Yes
2. No | -
UPS Agent> 1 <€— | Save the edited contents. |

(4) Save the edited contents.

OK |

Return to the screen for setting the script.

(5) To set an event script, enter "2", and then press
Select Script. " "
1. Login Script Enter”.

2. Event Script

a'PEnggent> 2 Go to Step (1) on page 7-16, and then edit the

event script.
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7.3.3.2 Configuring event scripts

Enter the script operation for the shutdown to be executed in WS.
The commands used in an event script are described in the table below.

Notes on command entry

Specify within 598 single-byte characters. Whether or not to
enter a space before and after "=" does not affect the process.

Command Description Example
name
send Specify the text to send to the WS. send=shutdown
wait Specify the text (prompt) to receive at the UPS. wait=login
sleep Specify the standby time without performing any processes. Unit: seconds (s) sleep=90
timeout Specify the wait time for the process to finish after executing a process. timeout=60
Unit: Seconds. Default: 30 seconds
retry Specify the number of retries when the script has failed to execute. retry=2
Unit: Times (0 to 10). Default: 1
interval Specify the interval between retries when the script has failed to execute. interval=10
Unit: Seconds (1 to 60). Default: 30 seconds
cr_only Specify the line feed code to be <CR>. cr_only=yes
Specify yes or no. cr_only=no
The line feed code in any subsequent transmission data becomes <CR> if you specify
yes.
yes is assumed when omitted.
(The line feed code is <CR>.)
binsend Specify the 8-bit code to send to the WS. Hexadecimal view
Valid range binsend=x07
Hexadecimal view: x00 to xff Octal view
Octal view: 000 to 377 binsend=004
delay Specify the delay time for executing the script. delay=60
The login script is executed after the specified delay time and then the event script are
executed if "delay" is specified in the event script.
keep_time Specify the duration of the logged-in status. keep_time=120
The UPS is not logged off for the specified duration after completing the previous WS
script. You can execute other WS scripts without logging in to WS.
Valid range: 0 to 65,535
The following duration is used if omitted.
WS(Telnet): 0 second
WS(SSH): 0 second
WS (LAN I/F card Log-in connection): 60 seconds

You can use macro characters in the text you are sending. See "5.5.3.3 Available macro characters for scripts" for

details.
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Editing the event script

Change the event script No. 511 "Shutdown execution".

Main Menu 6 > Device No. >3 > 2

This is the continuation of the state of displaying the screen for setting the event script described in Step (5) on page 7-14.

From here on, the screen display is shortened and explained. Enter the characters displayed in blue.

Enter the event number to be
changed.

Input event No.
UPS Agent>[ 511 €«

1.Condition
2.Edit Script
3.Test

4.Exit /—| Select the menu number.
UPS Agent> 2

Operation  <a-key: Add d-key: Delete e-key: Exit>

UPS Agent> d
\ a:Add ) Enter the letter
d: Delete | for the operation

e: Exit

Select Script Line Number. "

UPS Agent> 1 <€—_ Enter the number of the line
to be deleted.

OK delete script 1line.
=== Hit Enter Key !l ===

Operation  <a-key: Add d-key: Delete e-key: Exit>

UPS Agent> a
(\—| Select Add. |

Select Script Line Number.

UPS Agent> 1 <« Enter the number of the line
to be added.

Describe the operation. |

Input script.
UPS Agent>| send = shutdown -i0 -g0 -y

Operation  <a-key: Add d-key: Delete e-key: Exit>

UPS Agent> e
(\—| End editing |

Save Event Script.
1. Yes

2. No (/—| Save the edited contents. |
UPS Agent>| 1

OK

7-16

(1) Enter the event number "511" for shutdown
execution.

(2) Select the menu to be set.

(3) Delete the line to be changed.

Condition : ON

Event Script
1 : send=shutdown -h now

2 : sleep=60

(4) Add the line to be changed.

Condition - ON [ Aqq to the first line.
Event Script /

1: sleep=60

(5) Enter the operation in the added line.

N Enter the operation.
Condition : ON
Event Script

1 : send=shutdown -i0 —g0 -y
2 : sleep=60

(6) Save the edited contents.

Condition : ON

Event Script
1 : send=shutdown -i0 —g0 -y
2 : sleep=60

(7) Go to Step (1) of "7.3.4.2 Testing a shutdown ",
and then perform a shutdown execution test.



7.3.4 Checking shutdown operations for the registered devices

7.3.4.1 Enabling and disabling scripts

Main Menu 6 > Device No. >3 >2 > Event No. > 1

The initial value of the shutdown script execution conditions is set to ON "enabled".
If you have changed the settings to "disabled", set them back to "enabled." Operations are not performed if the value is set to
"disabled".

Connection Device

Condition: Script execution settings

Condition  :ON «— | on - Enigltaled/wsabled is displayed.
Event Script T
1 : send = shutdown -i0 —g0 -y OFF: Disabled
2 :sleep = 60 "
ﬁ Select 1. Condition, and set enabled/disabled.
1.Condition
2.Edit Script
3.Test

. 1) Enter "1", and then press "Enter".
UPS Agent>1 m

The screen for setting enabled/disabled is displayed.

Select No. 1. ON : Enabled (2)Enter the number to be set, and then press
1.ON / 2. OFF: Disabled "Enter".
2.0FF

UPS Agent>_ Enter the number to be set.j

If the set script is not to be executed for the
time being, set [2.0FF] disabled.
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7.3.4.2 Testing a shutdown

Main Menu 6 > Device No. >3 > 2 > Event No. > 3

Test if the event script of the set "shutdown execution" event No. 511 is being executed.
The execution results are recorded in an event log.

This is the continuation of the state of completion of editing of the event script described in Step (7) on page 7-16.

Connection Device

Condition  :ON The set event script is displayed.

Event Script
1: send = shutdown -i0 —g0 -y
2 :sleep =60

1.Condition
2.Edit Script

3 Test — Select 3.Test
1 Exit (1) Enter "3", and then press "Enter".
UPS Agent>3 ||

The execution of the test is checked.

(2) Enter "1", and then press "Enter".

Test OK?

1.Yes .

2.No The test is executed.
UPS Agent>1

OK

(3) From the event log, check if the test has
been executed normally.
See "8.4.2 Checking the UPS event log" and
check the test results.

About the test results

The test results are recorded in the event log as described below.
When the test is successful : Inf 0405 MM/DD/YYYY HH:MM:SS 192.168.1.100 EVT = 0511

When the test has failed : Err 0406 MM/DD/ YYYY HH:MM:SS 192.168.1.100 E = 0511, L = 3T

However, unless "Finished sending script (0405)" is set to "Enabled" in the event log recording conditions, the result for successful test
execution is not recorded. The default setting is "Disabled". Therefore, see "8.7.1 Configuring event log recording conditions" and set "2.
All Enabled".

For details on the displayed contents when the test has failed, see "Script test results" on page 5-44.

A "Successful" test result does not indicate that the set command was successful, but indicates that the operation set in the script is
complete in general.
Even if the test is successful, command execution might fail on the WS side due to reasons such as the fact that the path of the set command
is not followed or the input characters of the command are wrong. Check the result of the set command execution from the actual condition
of the device.

.
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7.4 Setting the Time on the UPS

Set the information such as the month, day, and time of the clock provided in the UPS. If the UPS clock is not set accurately, the
operation might not be performed correctly during the execution of the scheduled operation. Therefore, set the clock periodically.

If the NTP server is not used to set the clock, the clock can be set from this menu. If you want to set the clock using the NTP server, see
"8.1.7 Setting the time with the NTP server."

(1) Enter "5" on the [Main Menu] screen.

The [Locale Information] screen is displayed.

Locale Information
Date Time 17/ 9/2013 16:28:51
Date Format :MM/DD/ YYYY
Time Zone :09:00 ! :
; — Displays the current settings.
Language :English Spiay Y "9
1.Date Time Locale Information menu
2.Date Format /
3.Time Zone
4.Language
5 Exit (2) Enter the number of the menu to be set, and
UPS Agent> then press "Enter".
See the table below to make the respective
settings menu.
Setup menu Description
1.Date Time Enter the year, month, day, and hour. *
Select the display format of the year, month, and day.
1. YYYY/MM/DD YYYY: Year
2.Date Format 2. MM/DD/YYYY MM: Month
3. DD/MM/YYYY DD: Day
3.Time Zone Enter the time zone.

Select the language.
The display of the Web Management Tool and the Web Display Tool changes to the

4.Language selected language.
1. Japanese
2. English
5.Exit Return to the [Main Menul].

This completes basic settings for shutting down the connected devices. For detailed settings, see "8. DETAILED SETTINGS WITH THE
TERMINAL TOOL."
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8. DETAILED SETTINGS WITH THE TERMINAL TOOL

—

Perform settings for each function using the terminal tool.
This chapter describes the details of the contents set in "7.3 Basic Settings for Shutting Down Devices", as well as how to set other

items and functions.

For details on how to start the terminal tool, and the explanation of the main menu, see "7. BASIC SETTINGS WITH THE TERMINAL

TOOL".

8.1 Configuring Detailed Settings on the UPS

Set the details of the UPS, such as the network, account, E-mail, and the operation during a power failure from "Configuration”.

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".

The [Configuration Menu] is displayed.

Configuration Menu
Network

Account

Control Configuration
Service

UPS Information
E-mail

NTP

©oNOGORr~WNPE

Deviation Monitoring
10. Sensor Information

Collecting Data Monitoring

11. Exit Enter the number of
UPS Agent>_ the menu to be set.

The menu items of the [Configuration Menu] are described in the table below.

. Collecting Data Monitoring

Sets the measured value administration information of the UPS.

. Deviation Monitoring

Setup menu Description
1. Network Sets the network information of the UPS.
2. Account Sets the account at the time of logging on to the UPS.
3. Control Configuration Sets the operation during a power failure, and the UPS ON/OFF control.
4. Service Performs service settings for SNMP, Telnet/SSH, etc.
5. UPS Information Enter the "Location" and "Comment”, and make settings.
6. E-mail Sets the server for sending and receiving E-mails.
7.NTP Performs the settings for setting the UPS clock in the NTP server.
8
9

Sets normal range deviation monitoring for managing measured values.

10. Sensor Information

Registers, changes, and edits the sensor information when a temperature sensor or humidity sensor
is connected to a LAN interface card of model No. PRLANIFO13B or PRLANIF014B, and the
measured values are to be managed.

11. Exit

Returns to the [Main Menul].
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8.1.1 Configuring the network

This section describes how to configure network settings on the UPS.

You can specify both the IPv4 and IPv6 addresses.

Main Menu 1>1

(1) Enter "1" in the [Main Menu] screen and then press "Enter".

The [Configuration Menu] is displayed.

Configuration Menu
1.Network
2.Account
3.Control Configuration
4.Service
5.UPS Information
6.E-Malil
7.NTP
8.Collecting Data Monitoring
9.Deviation Monitoring
10.Sensor Information
11.Exit

UPS Agent> 1

1.IPv4 Settings
2.1Pv6 Settings

(2) Enter "1" and then press "Enter".

[Network Information] is displayed.

Network Information

IPv4 :Condition :Enabled 7
DHCP :Disabled
IP Address 1192.168.1.1 < T_he current setup values for the IPv4 address are
Subnet Mask :255.255.255.0 displayed.
Default Gateway :
DNS Server : -~

Ipv6 :Condition :Enabled ~
IP Address :
Subnet Prefix Length  : The current setup values for the IPv6 address are
Link Local Address -fe80:2e0:4eff:fe00:9b45 ~ S displayed.
Default Gateway :
DNS Server : _J

(3) Enter the number of the menu item you

3.Exit Enter the number of the want to configure and then press "Enter".
UPS Agent>_ menu to be set.
Setup menu Description
1.1Pva Specify the settings for the IPv4 address of the UPS.
' See "8.1.1.1 Configuring the IPv4 address".
2 1PV6 Specify the settings for the IPv6 address of the UPS.
' See "8.1.1.2 Configuring the IPv6 address".
3.Exit Return to the "Configuration Menu".
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8.1.1.1 Configuring the IPv4 address

Enter "1" in Step (3) on page 8-2, and then press "Enter".
[Network Information (IPv4)] is displayed.

Network Information(IPv4)

IPv4 :Condition Enabled
DHCP :Disabled
IP Address :192.168.1.1 «—— The current setup values are displayed.
Subnet Mask :255.255.255.0 P piay
Default Gateway :
DNS Server

1.Condition

4.DNS Server

5.Exit Enter the number of
UPS Agent>_ the menu to be set.

(4) Enter the number of the menu item you
want to configure and then press "Enter".

2.IP Address IPv4 address setup menu
3.Default Gateway

Setup menu Description
1.Condition Specify the condition for the network address of the UPS.
1. Disabled Select when you do not use the IPv4 address.
2. Enabled Select when you use the IPv4 address.
2.IP Address Specify the network address of the UPS.
Select this to set a static IP address.
DHCP 1.Disabled | e Enter the IP address.
Mode e Enter the subnet mask.
2.Enabled | Select this to assign the IP address by DHCP. ™
3.Default Gateway Enter the address of the default gateway.
4.DNS Server Enter the address of the DNS server.
5.Exit Return to the "Configuration Menu".

*1 Caution

o If you change the UPS address, select "11. Exit" in the [Main Menu] to exit.
The IP address is updated after existing the [Main Menu].

o |[f the IP address of the UPS is to be assigned to DHCP, it must be possible to convert the network name to an IP
address. Register an IP address corresponding to the MAC address of the UPS in the DHCP server, and then register
the network name corresponding to the IP address in any one of the DNS server, WINS server, and the Hosts file.

*? Settings when DHCP is enabled =

e You cannot make "3.Default Gateway" or "4.DNS Server settings" on the setting menu when DHCP is enabled.
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8.1.1.2 Configuring the IPv6 address

Enter "2" in Step (3) on page 8-2, and then press "Enter".
[Network Information (IPv6)] is displayed.

Network Information(IPv6)

IPv6 :Condition
IP Address
Subnet Prefix Length
Link Local Address
Default Gateway
DNS Server

1.Condition

2.1P Address
3.Default Gateway
4.DNS Server

:Enabled
:fd00::1
164

fe80:2e0:4eff:fe00:9b45 <

5.Exit
! Enter the number of I
UPS Agent>_ the menu to be set.

| —— The current setup values are displayed.

/— IPv6 address setup menu

(4) Enter the number of the menu item you
want to configure and then press "Enter".

Setup menu Description

1.Condition Specify the condition for the network address of the UPS.
1.Disabled Select when you do not use the IPv6 address.
2.Enabled Select when you use the IPv6 address.

2.IP Address Enter the network address and subnet prefix length of the UPS.

3.Default Gateway Enter the address of the default gateway.

4.DNS Server Enter the address of the DNS server.

5.Exit Return to the "Configuration Menu".

*Caution

e If you change the UPS address, select "11. Exit" in the [Main Menu] to exit.
The IP address is updated after existing the [Main Menu].
e You cannot change [Link Local Address] from the displayed value.
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8.1.2 Configuring login accounts

Set an account.

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".
(2) Enter "2" on the [Configuration Menu] screen, and then press "Enter".

The [Select Account] screen is displayed.

Select Account. 1. Administrator: Administrator
1. Administrator / 2. User: General user
2. User

UPS Agent>
gent>_ Enter the number of
the menu to be set.

The [Account Information] screen is displayed.

The screen shown below is displayed when the Administrator is to be set.

Account Information (Administrator)

User Name: UpsAdmin
Password :***************

Input User Name.

UPS Agent>_
Enter the new user name,
new password

Main Menu 1 > 2

(3) Enter the number for setting an account, and
then press "Enter".

(4) Enter the new user name and password, and
then press "Enter".
Enter the password again for confirmation.

,_| Caution }

e The password is case sensitive.

~

e If you change the password, be sure to remember the correct password.

e When logging in from an SSH client, the user name can have only up to 16
characters and the password can have only up to 20 characters. When logging in
using an SSH client, change to make sure the lengths are below the number of
characters mentioned above.

e When you log in via SSH using either the administrator account or the general
user account, the account and the password are case sensitive in both cases.
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8.1.3 Configuring UPS control

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".

Main Menu 1 >3

(2) Enter "3" on the [Configuration Menu] screen, and then press "Enter".

The [Control Configuration Menu] is displayed.

1. Shutdown Condition
2. UPS Control
3. Common
4. Battery
5. UPS Linkage
6. Exit
UPS Agent>1

Control Configuration Menu

For details on how to set menus 1 through 4, see "7.3.1
Configuring UPS operations".

For details on the setup menu 5, see "8.11 Configuring
UPS Linkage".

A

The functions of the setup menu of [Control Configuration Menu] are described in the table below.

Setup menu Description Reference item
1. Shutdown Condition Set the shutdown triggers. 7.3.1.1 Configuring shutdown
Power failure confirmation time triggers

Shutdown during low battery voltage

Shutdown due to a serial communication error (not
supported)

Shutdown due to the occurrence of a major breakdown
Shutdown due to the occurrence of an overload

2. UPS Control

Set the UPS control information. 7.3.1.2 Configuring UPS control
Stop the UPS during a power failure
Automatically start the UPS during power failure recovery
Battery charging rate

3. Common

Set the common information. 7.3.1.3 Configuring common
Existence of a delay operation (waiting for user logoff) information
Stop delay time (delay repetition interval when the delay
operation is enabled)
Shutdown delaying time
UPS automatic stopping time

4. Battery

Set the battery-related information. 7.3.1.4 Configuring the battery
Warning for battery replacement
Auto battery check (UPS main unit)
Auto battery check (LAN interface card)

5. UPS Linkage

Perform the settings for grouping several UPS units into a 8.11 Configuring UPS Linkage
power-supply redundant system.
UPS group member settings
Operation between UPS members
Synchronization of time between UPS members

6. Exit

Return to the [Configuration Menu].
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8.1.4 Configuring services

8.1.4.1 Configuring services and access control

Perform the settings for the HTTP, FTP, remote login (Telnet/SSH), SNMP enabled/disabled settings, port number change, access

control, etc.

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".

The [Configuration Menu] is displayed.

Configuration Menu

. Network

Account

. Control Configuration
. Service

UPS Information
E-mail

NTP

. Collecting Data Monitoring
. Deviation Monitoring
10. Sensor Information
11. Exit

UPS Agent>4

© O N U A WN P

The [Service Information] screen is displayed.

Service Information

HTTP : Enabled (HTTP)
Port No. (HTTP) :80
Port No. (HTTPS) : 443

Remote Login : Enabled (Telnet)

Port No. (Telnet) :23
Port No. (SSH) 122
FTP : Enabled (FTP)
Port No. (FTP) 121
Port No. (FTPS)  :990

Press the "Enter"
key.

Main Menu 1 > 4

(2) Enter "4", and then press "Enter".

screen.

The current setup values are displayed.
—————— MORE------ Continued on the next

The screen of the [Service Information] setup menu is displayed.

Service Information

Access Limitation : Disabled
Access Address 11,

2.

3.

4.

5.

1. Condition
2. Port
3. Access Limitation

/ displayed.

The current setup values are

4. Access Address

5. SSH

Service setup menu

6. SNMP
7. Exit
UPS Agent>_

Enter the number of
the menu to be set.
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(3) Press "Enter".

(4) Enter the number of the menu to be set, and
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Setup menu Description
1. Condition Perform the settings for HTTP, Remote Login, and FTP operation enabled/disabled.
1. HTTP 1. Enabled (HTTP)
2. Enabled
(HTTPS)
3. Disabled
2. Remote Login ;1. Enabled (Telnet) ;| Enter the number to be set.
2. Enabled (SSH) | Select the number according to your environment.
3. Disabled
3. FTP 1. Enabled (FTP)
2. Enabled (FTPS)
3. Disabled
2. Port Perform settings for the HTTP, Telnet, FTP, and SNMP port number. (1 ~ 65535)
1. HTTP
2. HTTPS
3. Telnet . )
4 SSH Enter the port number. Select the port number according to your environment.
5. FTP
6. FTPS
3. Access Limitation Set limitations when each service is accessed externally.
1. Enabled: Permit access from the specified terminal.
When [1. Enabled] is set, specify the IP address of the computer from which access is
: permitted in [4. Access Address].
2. Disabled: | Permit access from all the terminals.

4. Access Address

Add or delete the IP address of the computer from which access is permitted for the HTTP, remote login, FTP,
and SNMP.

1. Add Add the IP address from which access is permitted. (Up to five IP addresses can be
registered.)
2. Delete Delete the already-registered IP address.
3. Exit Return to [Service Information].

5. SSH Set the user authentication method for remote login (SSH).
1. Authentication Enter the number of the method to be set.
Method : The user authentication method used for logging in to this device is
1. Password L
: password authentication.
2. Public Key The user authent|c_at|qn method used for logging in to this device is
_ public key authentication.
2. Exit | Return to [Service Information].
6. SNMP Set the SNMP function.
See "8.1.4.2 Configuring SNMP".
7. EXIT Return to the [Configuration Menu].
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8.1.4.2 Configuring SNMP

Set the details of the SNMP function.

(1) Enter "6" on the [Service Information] screen, and then press "Enter".

The screen of the [SNMP Information] setup menu is displayed.

The screen of the [SNMP Information (Common)] setup menu is displayed.

Main Menu1>4>6

SNMP Information

Condition : Enabled The current setup values are

SysContact : None displayed.

Version :v3

MIB v
UPS-MIB : Enabled (2) Enter "1" to set the common items, and then
JEMA-MIB : Disabled " "
EXUPSMIB : Enabled press "Enter".

Shutdown Mode : Normal Shutdown

Auth. Trap : Disabled

1. Common

2. SNMP v1/v2

3. SNMP v3

4. Exit

UPS Agent> 1

6. Auth. Trap
7. Exit

5. Shutdown Mode

UPS Agent>_ ﬁnter the number of

1. Condition (3) Enter the number of the menu to be set, and
2. SysContact " "
then press "Enter".
3. Version /— Setup menu p
4. MIB

setup menu.

the menu to be set.

Setup menu Description
1. Condition Set the SNMP function to enabled/disabled.
1. Enabled
2. Disabled

2. SysContact

Input SysContact. | Enter the SNMP place of inquiry.

3. Version Select the SNMP version. Set the version according to your environment.
1. vii2 Set the details on page 8-10.
2.v3 Set the details on page 8-11.
4. MIB Select the MIB to be used.
1. Enabled
1. UPS-MIB 2. Disabled
1. Enabled . )
2. JEMA-MIB 2 Disabled Set according to your environment.
1. Enabled
3. EXUPSMIB S Dieabiod

5. Shutdown Mode

Specify the shutdown method when a UPS stop/reset control is output from the SNMP manager.
(Target MIB : UPS-MIB / JEMA-MIB / EXUPSMIB)

When a PC or WS is connected, shut down the computer according to the
"Shutdown delaying time" or the "UPS automatic stopping time", and turn OFF
the UPS output.

1. Normal Shutdown

Turn OFF the UPS output regardless of the devices connected to the UPS.

2. Immediate Shutdown In this mode, the computer is not shut down.

6. Auth. Trap Set authentication trap sending to enabled/disabled.
1. Enabled
2. Disabled

7. Exit Return to the [SNMP Information] menu.
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Setting SNMP v1/v2c information

Main Menu1>4>6

On the [Common] setup menu, under [3. Version], if you set [1. v1/v2], the items described below are set.

(1) Enter "6" on the [Service Information] screen, and then press "Enter".

The screen of the [SNMP Information] setup menu is displayed.

1. Common
2. SNMP v1/v2
3. SNMP v3

UPS Agent>2 M

The screen of the [SNMP Information (SNMP v1/v2)] setup menu is displayed.

SNMP Information (SNMP v1/v2)

Write Community ~ : *x*

arwnE

1. Community

4. Trap Test
5. Exit

2. Trap Type ﬁ Setup menu
3. Trap Address

Read Community =~ ***xr*
Trap Type - SNMP v2 The current setup values are
Trap Address K displayed.

UPS Agent>_ 'ﬁ Enter the number of |
the menu to be set.

(2) Enter "2", and then press "Enter".

(3) Enter the number of the menu to be set, and
then press "Enter".

See the table below and set the respective
setup menu.

Setup menu Description
1. Community Enter the community.
1. Write Community | Input Write Community. Enter a new Write community.
2. Read Community | Input Read Community. Enter a new Read community.
2. Trap Type Set the trap type.
1. SNMP VL Set according to your environment.
2. SNMP v2
3. Trap Address 1. Add Input Trap Address.
Register the IP address for sending trap. Up to five addresses can be registered.
2. Delete Delete the registered IP address.
3. Exit Return to the previous menu.
4. Trap Test Test OK? Perform the trap sending test.
1. Yes Perform the test.
2. No Cancel the test.
5. Exit Return to the [SNMP Information] menu.
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Setting SNMP v3 information

Main Menu1>4>6

On the [Common] setup menu, under [3. Version], if you set [2. v3], the items described below are set.

(1) Enter "6" on the [Service Information] screen, and then press "Enter".

The screen of the [SNMP Information] setup menu is displayed.

1. Common
2. SNMP v1/iv2
3. SNMP v3

4. Exit
UPS Agent>3

SNMP Information (SNMP v3)
Engine ID : 80000D890300E04E006842

(2) Enter "3", and then press "Enter".

The screen of the [SNMP Information (SNMP v3)] setup menu is displayed.

<No.><User Name> <Authority> <Authentication> <Encrypt>
1. None The current setup values are
2. None / displayed
3. None )
4. None >
Trap Address 1.
2.
3.
é- ) (3) Enter the number of the menu to be set, and
' then press "Enter".
1. User Info. Setup menu
. | .
;l Egg f}\ggress See the table below and set the respective
fJ.PEsxigenb Enter the number of j setup menu.
- ‘% the menu to be set.
Setup menu Description
1. User Info. Add or delete a user. Up to four users can be registered.
1. Add Select User No. Enter the number to which you want to add a user.
Input User Name. Enter the user name to be added. Enter 8 to 32 single-byte characters.
Select User Authority. Select the authority of the user to be added.
1. Read Read only
2. Write Both read and write
Select Authentication. Select the authentication method.
1. None Select according to your environment.
2. MD5 If you select [2. MD5] or [3. SHA], enter the authentication pass phrase according
3. SHA to the procedure described below.
Input Auth. Passphrase. Enter the pass phrase. Enter 8 to 32 single-byte characters.
The entered characters are not displayed.
Input Auth. Passphrase. Enter the pass phrase again for confirmation.
Select Encryption. Select the encryption method.
1. None Select according to your environment. If you select [2. DES], enter the encrypted
2. DES pass phrase according to the procedure described below.
Input Encryption Passphrase. Enter the pass phrase. Enter 8 to 32 single-byte characters. The
entered characters are not displayed.
Input Encryption Passphrase Again. Enter the pass phrase again for confirmation.
2. Delete Delete the registered user information.
3. Exit Return to the previous menu.
2. Trap Address | 1. Add Input Trap Address.
Register the IP address for sending trap. Up to five addresses can be registered.
2. Delete Delete the registered IP address.
3. Exit Exit the menu.
3. Trap Test Test OK? Perform the trap sending test.
1. Yes Perform the test.
2. No Cancel the test.
4. Exit Return to the [SNMP Information] menu.
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8.1.5 Configuring UPS information

Enter information about the location of the UPS.

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".

The [Configuration Menu] is displayed.

Main Menu 1 >5

PN O AN

Configuration Menu

. Network
. Account
. Control Configuration

Service

UPS Information
E-mail

NTP

. Collecting Data Monitoring
9.
10. Sensor Information
11. Exit

UPS Agent>5

Deviation Monitoring

(2) Enter "5", and then press "Enter".

The screen of the [UPS Information] setup menu is displayed.

1.
2.
3.

UPS Agent>__ Enter the number o
the menu to be set.

UPS Information

Location
Comment :

Location

The current information is displayed.

(3) Enter the number of the menu to be set.

UPS Information setup menu

Comment <

Exit

]

1. Location: Enter the location. (Can be blank)
2. Comment: Enter a comment. (Can be blank)

(4) Enter "3", and then press "Enter" to return.
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8.1.6 Configuring the e-mail server

Main Menu 1 > 6

You can configure an e-mail server (SMTP server) to transmit notification e-mails to specified addresses in the event of errors, and an
e-mail server (POP3 server) to query the status to the UPS and receive the stats information e-mails.
See "8.7.2 Configuring event notification e-mail transmissions" For information on how to configure e-mails.

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".

The [Configuration Menu] is displayed.

Configuration Menu
1.Network
2.Account
3.Control Configuration
4.Service
5.UPS Information
6.E-Mail
7.NTP
8.Collecting Data Monitoring
9.Deviation Monitoring
10.Sensor Information
11.Exit

UPS Agent> 6

(2) Enter "6", and then press "Enter".

The screen of the [E-Mail Menu] setup menu is displayed.

E-Mail Menu E-Mail Menu setup menu
1. E-Mail Address /
2. E-Mail Transmission (SMTP)
3. E-Mail Reception (POP3) (3) Enter the number of the menu to be set.
4. Exit
See the table on the next page, and set each
UPS Agent>_ <Enter the number of menu.
the menu to be set.
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Setup menu

Description

1. E-Mail Address

Set the source address for sending e-mails from the UPS.

1. UPS E-Mail Address

2. Exit

Enter the E-mail address.

Return to the previous menu.

2. E-Mail Transmission
(SMTP)

Make settings for the SMTP server.

1. SMTP Server Address

2. SMTP Port No.

3. E-Mail Sending Delaying Time

4. SMTP Authentication

Set the IP address of the SMTP server.

(Default value: blank space)

Set the port number of the SMTP server.

(Default value: 25)

Set the delay time during mail sending.

(Default value: 15 secs.)

Set the authentication method during mail sending.

1. None Authentication is not performed.

2. POP before SMTP i Perform POP authentication.

3. SMTP Auth. Perform SMTP authentication using the
(Automatic) authentication method selected automatically

by the UPS. If you do not know the
authentication method supported by the SMTP
server, select "SMTP Auth. (Automatic)".

4. SMTP Auth. (PLAIN) : Perform SMTP authentication.
The authentication method is PLAIN.

5. SMTP Auth. (LOGIN)| Perform SMTP authentication.
The authentication method is LOGIN.

6. SMTP Auth. Perform SMTP authentication.
(CRAM-MD5) The authentication method is CRAM-MD5.
5. Encryption Make settings for encryption.
1. None Set according to your environment.
2. SMTP over SSL/TLS
3. STARTTLS

6. Exit

Return to the previous menu.

3. E-Mail Reception
(POP3)

Make settings for the POP3 server.

1. Confirmation of Received

E-Mail

Set whether to confirm receipt of the information request e-mail.

1. Enabled | Enabled
2. Disabled Disabled The status and measured value are
not sent.

2. POP3 Server Address

Set the address of the e-mail server (POP3 server)
that receives the information request e-mail.

3. POP3 Port No.

Set the port number of the e-mail server (POP3 server.)
(Default value: 110)

4. Account

Set the account information for authentication of the POP3 server.

5. E-Mail Confirmation Interval

Check for information request e-mails for the e-mail server (POP3
server) at the set interval.

6.POP3 Authentication

Specify if you want to use USER and PASS commands or the APOP
command.

1.USER/PASSWORD | Use USER and PASS commands.
2. APOP Use the APOP command.

7. Encryption Make settings for encryption.
1. None Set according to your environment.
2. POP over SSL/TLS
3. STLS

8. Exit

Return to the previous menu.

4. Exit

Return to the [Configuration Menu].
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8.1.7 Setting the time with the NTP server

Main Menu 1 >7

The time for the LAN interface card is set before shipment, and should be adjusted to suit your environment.
If the time has not been set when performing scheduled operations, normal operations such as operations at the scheduled time might

not be performed.

You can set the time using one of the following methods.
« Setting the time from the [Main Menu] and then selecting [5. Locale Information]. See "7.4 Setting the Time on the UPS".

+» Acquiring the time information from the NTP server. — Go to Step (1) below.

(1) Enter "1" on the [Main Menu] screen.

The [Configuration Menu] is displayed.

Configuration Menu
1.Network
2.Account
3.Control Configuration
4 Service
5.UPS Information
6.E-Mail
7.NTP
8.Collecting Data Monitoring
9.Deviation Monitoring
10.Sensor Information
11.Exit

UPS Agent> 7

The [NTP Information] screen is displayed.

NTP Information

NTP Service :Disabled
Server Name / IP Address

Interval :24(Hour)
Timeout :10(sec.)

1.NTP Service

2.Server Name / IP Address
3.Interval

4. Timeout

5.Exit

UPS Agent>__ <“Enter the number of
the menu to be set.

(2) Enter "7", and then press "Enter".

The current setup values are displayed.

NTP Information setup menu

(3) Enter the number of the menu to be set.

See the table below and set the respective

If there is no response within the set time period, an error log is recorded in the event log.

setup menu.
Setup menu Description
1. NTP Service Set whether or not to acquire time information from the NTP server and set the UPS clock.
1. Enabled Select when using the NTP server.
2. Disabled Select when not using the NTP server.
2. Server Name / IP Address Enter the IP address or network name of the NTP server.
3.Interval Set whether or not to adjust the time at the specified interval.
4. Timeout Set the time period (in seconds) to wait for a response from the NTP server.

5. Exit Return to the [Configuration Menu].
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8.1.8 Configuring measurement value management

Main Menu 1> 8

You can make settings for measurement value administration.

For details on the measurement value administration function, see "5.7 Configuring Measured Value Administration Information”.
This explanation provides a case when the Web Management Tool is used, but the functions are the same for the terminal tool.

(1) Enter "1" on the [Main Menu] screen.

The [Configuration Menu] is displayed.

Configuration Menu

. Network

. Account

. Control Configuration
Service

. UPS Information
E-mail

NTP

. Collecting Data Monitoring
9. Deviation Monitoring
10. Sensor Information
11. Exit

UPS Agent>8

© N OAWN =

The [Collecting Data Monitoring Information] screen is displayed.

Collecting Data Monitoring Information

Monitoring : Disabled

Caution

If the UPS does not support measurement value
administration information, measured value
administration is not performed even if the
settings are made.

(2) Enter "8", and then press "Enter".

Exclude Measured Value N

From Collecting Target

The current setup values are displayed.

During Power Failure. : Enabled
1. Monitoring
2. Exclude Measured Value From Collecting Target During Power Failure
3. Exit

UPS Agent>_ Enter the number
of the menu to be

(3) Enter "1", and then press "Enter".
(4) Select whether or not to use the measured
value administration function.

(5) Enter "2", and then press "Enter" to return.

Setup menu Description
1. Monitoring Set whether or not to create collecting data of the measurement values.
1. Enabled Create collecting data.
2. Disabled Do not create collecting data.
2. Exclude Measured Value From Set whether or not to exclude measurement data from the collecting data during a
Collecting Target During Power Failure | power failure. |
The measurement data for "Input frequency" and "Input Volt." is
1. Enabled - ] ]
excluded from the collection during a power failure.
2. Disabled Measurement data is collected during a power failure.
3. Exit Return to the [Configuration Menu].
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8.1.9 Configuring measurement value deviation monitoring

Main Menu 1 >9

You can make settings for measurement value deviation monitoring.
For details on measurement value deviation monitoring, see "5.7 Configuring Measured Value Administration Information".
This explanation provides a case when the Web Management Tool is used, but the functions are the same for the terminal tool.

(1) Enter "1" on the [Main Menu] screen.

The [Configuration Menu] is displayed.

. Network
. Account

Service

E-mail
NTP

PN O R ON

11. Exit

Configuration Menu

. Control Configuration
UPS Information
. Collecting Data Monitoring

9. Deviation Monitoring
10. Sensor Information

UPS Agent>9

The [Deviation Monitoring Information] screen is displayed.

Caution

If the UPS does not support measurement value
administration information, deviation monitoring
is not performed even if the settings are made.

(2) Enter "9", and then press "Enter".

Deviation Monitoring Information
Monitoring : Disabled
\— The current setup values are displayed.
1. Monitoring (3) Enter "1", and then press "Enter".
2. Meas. Item \ Menu to be set
3. Exit 1. Meas. Value Deviation Monitoring
UPS Agent>1 2. Meas. ltem
Setup menu Description
1. Monitoring Set whether or not to perform measurement value deviation monitoring.
1. Enabled Select to perform measurement value deviation monitoring.
When [1. Enabled] is set, the measurement values are monitored, and when there is a
deviation in the setup value, it is recorded in the event log, an e-mail is sent, or the syslog
server is notified depending on the settings.
2. Disabled Select when you do not want to perform measurement value deviation monitoring.

2. Meas. Item

Make detailed settings for measurement value deviation monitoring.

See the table on page 8-19 for the setup items.

3. Exit

Return to the [Configuration Menu].
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The screen for setting measured value deviation monitoring to enabled/disabled is displayed.

Select No.

;- Ehat:)lleti' (4) Enter "1", and then press "Enter".
. Disable

UPS Agent>1

OK

=== Hit Enter Key !l === (5) Press "Enter" again.

Deviation Monitoring Information

Monitoring : Enabled

\—{ The current setup values are displayed. |

o (6) Enter "2", and then press "Enter".
1. Monitoring } Menu to be set

2. Meas. Item €—— 11 Meas. Value Deviation Monitoring
3. Exit 2. Meas. ltem

UPS Agent>2 "

Caution

In the setup menu of "8.1.8 Configuring
measurement value management", if "1. Monitoring"
is not set to "1. Enabled", then the value set in "2.
Meas. Item" is not enabled.

Deviation Monitoring Information

Meas. Item
1. Load Factor
2. UPS Temperature
3. Input Voltage <

4 FFx*

Measured value items

1. Load Factor

2. UPS Temperature

3. Input Voltage

4. Meas. Name (see the next page)

(7) Enter the number of the measurement value
Select Meas. Item No.

to be set.
UPS Agent>_ Enter any one of
the above

Deviation Monitoring Information

2. UPS Temperature ~N
Caution Level : Upper/Lower Limits
Normal Upper Limit  : 30 (C) | | The current setup values of the selected
Normal Lower Limit  : 0 (C) / measurement values are displayed.
Warning Level : Upper/Lower Limits >

Normal Upper Limit  : 40 (C)
Normal Lower Limit  :-10 (C)
Shutdown Operation : Enabled
Shutdown Confirmation Time: 30 (sec.) p,
Deviation Recovery Hysteresis: 2

Menu to be set
1. Caution Level

2. Warning Level
1. Caution Level 3. Deviation Recovery Hysteresis

2. Warning Level
3. Deviation Recovery Hysteresis
4. Exit

UPS Agent>_ Erior the momber of (8) Enter the number of the menu to be set.
the menu to be set.

See the table on the next page, and set each

menu.
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The item in pink is available when the LAN
interface card supports sensors and a sensor
is connected.

Setup menu

Description

2.Meas.ltem

Select Meas. Item No.

Select the target for measured value monitoring.

1.Load Factor

Load factor

The load factor of the devices connected to the UPS.

2.UPS
Temperature

UPS temperature

Battery temperature; when the battery temperature is not measured, this shows the
ambient temperature.

3.Input Voltage

Input voltage

The input voltage of the UPS.
Deviation monitoring is not performed while in a power failure, or when the input voltage
is 30V or less.

4 pkrofton Meas. name Measurement value of the connected temperature sensor or the humidity sensor.
: You can specify the value for deviation monitoring for each registered sensor.
The measurement names entered when registering the sensor information in "8.1.10.1
Registering sensor information" are displayed. All registered measurement names are
displayed after "4." if you register more than one sensor.
Caution: The accuracy of the humidity sensor varies depending on the number of years
of usage. Replace the sensor according to the required accuracy.
1.Caution Level Make settings for caution level monitoring.
1.Monitored Set the monitoring conditions.
1.Disabled Disabled
- - Input Normal Upper Limit. (unit)
2.Upper Limit Only Upper limit only Enter the normal upper limit.
3.Lower Limit Only Lower limit only Input Normal Lower L|m'|t. '(unlt)
Enter the normal lower limit.
Input Normal Upper Limit. (unit)
. . Enter the normal upper limit.
4.Upper/Lower Limits Upper and lower limits Input Normal Lower Limit. (unit)
Enter the normal lower limit.
2.Exit Return to the previous menu.
2.Warning Level Make settings for warning level monitoring.
1.Monitored Set the monitoring conditions.

1.Disabled Disabled

Input Normal Upper Limit. (unit)
Enter the normal upper limit.

2.Upper Limit Only Upper limit only

Input Normal Lower Limit. (unit)

3.Lower Limit Only Enter the normal lower limit.

Lower limit only

Input Normal Upper Limit. (unit)
Enter the normal upper limit.
Input Normal Lower Limit. (unit)
Enter the normal lower limit.

4. Upper/Lower Limits Upper and lower limits

2.Shutdown Operation

Set whether or not to shut down the device when the measured value is outside the
range of the value set in the warning level. *'
For details on the operation, see "2.3.3" (8).

1.Enabled Execute

2.Disabled Do not execute

3. Shutdown
Confirmation Time

Shutdown confirmation time. (Default value: 30 secs.)
Specify the confirmation time between the occurrence of the deviation and starting the
shutdown process.

4. UPS automatic
Stop/Start operation

Specify whether or not to shut down the UPS after shutting down devices due to
deviation of their measured values from the warning level, and whether or not to restart
the UPS when the measured values returned to the specified normal range. *2

1.Don’t Stop/ Don't Start Don't stop / Don't start

2.Stop/ Don’t Start Stop / Don't start

3.Stop/Start Stop / Start

5. Shutdown Device*

This option is enabled if you select measurement values for the temperature sensor and
humidity sensor and select [Monitor Warning Level Deviation] and [Shutdown upon
deviation]. You can select the device to be shut down for each measured value.

1.Add To Shutdown Device Add the device to be shut down.
1.Device 2.Dglete From Shutdown Delete the device to be shut down.
Device
2 UPS 1.Add To Shutdown UPS Add the UPS to be shut down.
2.Delete From Shutdown UPS |Delete the UPS to be shut down.
3.Exit Return to the previous menu.

6.Exit

Return to the previous menu.

3.Deviation Recovery Hysteresis

Input Deviation Recovery Hysteresis. Enter the hysteresis numerical value when it is
judged that recovery has been performed after the measured value has deviated from
the set range.

4. Exit

Return to the previous menu.
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*Caution

You can select devices to be shut down for [Devices to be shut down] only when you have selected measurement values for the
temperature sensor and humidity sensor. All devices are shut down for any other measurement values.

bout setting transmission when using the UPS linkage function > 3\

*1. When the "4. Deviation" settings are "Enabled" in "4. Shutdown Operation" from the "8.11.1 Configuring UPS group operations" menu,
the settings for performing a shutdown when a deviation occurs are sent to all UPSs in the group, and the settings are replaced.

*2. When the "4. Deviation" settings are "Enabled" in "4. Shutdown Operation" from the "8.11.1 Configuring UPS group operations" menu,
the settings for performing UPS automatic stop / start operations are sent to all UPSs in the group, and the settings are replaced.
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8.1.10 Registering, modifying, and deleting sensor information

8.1.10.1 Registering sensor information

You can register sensor information when a temperature sensor or a humidity sensor
is connected to the UPS, and measure and manage the ambient temperature and humidity.

You can register information for up to 16 sensors.

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".

The [Configuration Menu] is displayed.

Configuration Menu
. Network
. Account
. Control Configuration
Service

UPS Information
E-mail

NTP
Collecting Data Monitoring
Deviation Monitoring
10. Sensor Information
11. Exit

UPS Agent>10 Enter 10

©E N s ®N R

The [Sensor Information] screen is displayed.

See this section when connecting a sensor to
a LAN interface card that supports sensors.

Main Menu 1 > 10

Caution

If a sensor is connected, be sure to register the
sensor information. If the information is not
registered, the measured values cannot be
managed even if a sensor is connected.

(2) Enter "10", and then press "Enter".

Sensor Information

displayed.

No Sensor —

displayed.

The registration status of the sensor is

If no sensor is registered, [No Sensor] is

Edit menu

1. Add /
2. Delete
3. Change

4. Exit
UPS Agent>1

1. Add: Add sensor information
2. Delete: Delete sensor information
3. Change: Change sensor information

(3) Enter "1", and then press "Enter".

The screen for selecting the sensor ID input method is displayed.

Select Sensor ID Input Method.
1. Select Sensor List
2. Manual Input

Sensor ID input method menu

1. Select Sensor List: If a sensor is connected to the
UPS, a list of sensor IDs that can
be registered is displayed. Select

fe
3. Exit

UPS Agent>_ Select the sensor ID
input method

and enter a sensor from this list.
2. Manual Input: If no sensor is connected to the UPS, no
list is displayed. Therefore, enter the
sensor IDs individually.
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[ When a sensor ID is selected from the list |

Select Sensor ID Input Method.
1. Select Sensor List
2. Manual Input

3. Exit (4) Enter "1", and then press "Enter".
UPS Agent>1

The sensor ID is set as shown in the table below
depending on the type of sensor.

A list of sensor IDs that can be registered is displayed.

The last 2 digits
of the sensor ID 42 —
Type Temperature sensor | Humidity sensor
Select No.
1. 36000001732BEC26
2. CB00000019710C42 (5) Enter th b fth tob
nter the number of the sensor to be
UPS Agent>_ Enter the number of the . " "
. registered, and then press "Enter".
sensor to be registered.

l
Go to Step (6)

[ When the sensor ID is entered individually |

(4) Enter "2", and then press "Enter".
Select Sensor ID Input Method.

1. Select Sensor List
2. Manual Input
3. Exit

UPS Agent>2

The input screen of the sensor ID to be registered is displayed.

(5) Enter the sensor ID to be registered, and
then press "Enter".

Caution

Input Sensor ID.

UPS Agent>_ Enter the sensor ID to
be registered

If an overlapping sensor ID is entered, "NG" is displayed
and registration is not possible.

(6) Enter the measurement name, and then
press "Enter".

Input Meas. Name. Example: Enter "Templ", and then press
UPS Agent>Temp1 fnter the measuremenj "Enter".
name _
Caution

~

We recommend setting a measurement name to allow
easy identification of the sensor type, etc. Set the
measurement name within 32 single-byte characters.
If a measurement name that is already being used is
entered, "NG" is displayed and registration is not
possible.

Sensor Information

Meas. Name  : Templ The registered sensor information is displayed.
Sensor ID : CA00000019710C42 Meas. Name : Measurement name entered in Step (6)
Type : Temperature Sensor ID  : Sensor ID (assigned to the sensor at the time of
Unit ‘C shipment)
Location . \ Type : Type of sensor (Temperature: Temperature sensor)
Comment ] ) (Humidity: Humidity)
Unit : Unit of the measured value (Temperature: C,
Humidity: %RH)
Location : Location
Comment : Comment
AdgKS?ensor. Input the Location and Comment in "8.1.10.3 Modifying registered
’ sensor information ".
1. Yes
2. No
UPS Agent>1
OK (7) Enter "1" on the confirmation screen, and

then press "Enter".
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8.1.10.2 Modifying the display order of registered sensor information

Sensor information is displayed in the order it is registered on the sensor information screen. | Main Menu 1 > 10

To easily manage the displayed sensor information, the sensor information can be rearranged in any order.

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".
(2) Enter "10" on the [Configuration Menu] screen, and then press "Enter".

Sensor Information

1. CB00000019710C42: Templ
2.36000001732BEC26: Hum1

1. Add
2. Delete
3. Change (3) Enter "3", and then press "Enter".

4. Exit
UPS Agent>3

The screen for selecting the sensor information edit menu is displayed.

Edit menu
Select Change Item No. 1. Sensor Information: Edit the registered sensor information.
1. Sensor Information / 2. Display Order: Change the display order of the registered
2. Display Order sensor information.

3. Exit
UPS Agent>2 (4) Enter "2", and then press "Enter".

Sensor Information

—| List of registered sensors
1. CB00000019710C42: Templ} —

2.36000001732BEC26: Hum1

Select and enter the number of the sensor whose display order is to

/ be changed from the sensor information list in the upper column.

(5) Enter the number of the sensor whose

Select Sensor No_~"Ener the number of the sensor

UPS Agent>2 whose display order is to be display order is to be changed, and then
changed press "Enter".
Select DiSplesy Order No. (6) Enter the order to display the selected
PS A - -
UPS Agent> ﬁner the desired order of display 1 sensors, and then press "Enter".

1. Continue Changing Order: Continue changing the display order.
2. Apply : Apply the change.

3. Exit : Return without confirming the change.
1. Continue Changing Order }

2. Apply
3. Exit
UPS Agent>2 ﬁnter T8 an numberj (7) Enter the menu number, and then press
"Enter".
Example: Enter "2" here and then confirm the
Sensor Information changed display order.
1. 36000001732BEC26: Hum1
2. CB00000019710C42: Templ \
The sensor information list with a changed display order is displayed.
OK

== Hit Enter Key ==
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8.1.10.3 Modifying registered sensor information

You can change registered sensor information.

Main Menu 1 > 10

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".

(2) Enter "10" on the [Configuration Menu] screen, and then press "Enter".

Sensor Information

1. Add
2. Delete
3. Change

1. CB00000019710C42: Templ
2.36000001732BEC26: Hum1

4. Exit
UPS Agent>3

(3) Enter "3", and then press "Enter".

The screen for selecting sensor information edit menu is displayed.

1. Sensor Information
2. Display Order

Select Change Item No.

Edit menu
1. Sensor Information: Edit the registered sensor information.

«—

3. Exit
UPS Agent>1

2. Display Order: Change the display order of the registered
sensor information.

(4) Enter "1", and then press "Enter".

Sensor Information

Select Sensor No.

1. CB00000019710C42: Templ
2.36000001732BEC26: Hum1

} /— —| List of registered sensors

Select and enter the number of the sensor

UPS Agent>2 Enter the number of the sensor
whose information is to be

Qhanged

whose information is to be edited from the
sensor information list in the upper column.

(5) Enter the number of the sensor to be edited,
and then press "Enter".

Sensor Information

Meas. Name
Sensor ID
Type

Unit
Location
Comment

1. Sensor ID

2. Meas. Name
3. Location

4. Comment

5. Exit

: Templ
: CA00000019710C42

The items described below are displayed according to the
selected sensor.

: Temperature } /

:C

These items cannot be changed arbitrarily.

Type
Unit

Edit menu
Sensor ID : Sensor ID (assigned to the sensor at the
time of shipment)
Meas. Name : Any arbitrary measurement name that has

v

been entered
Location : Location
Comment : Comment

UPS Agent>_ @ter the edit menu numberj

(6) Enter the number of the item to be edited,

and then press "Enter".
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The screen for editing sensor information is displayed.

Input Location.

UPS Agent>_ Enter the required
information

Input Location.
OK

== Hit Enter Key ==

UPS Agent>2F Server room

Sensor Information

Meas. Name
Sensor ID
Type

Unit
Location
Comment

1. Sensor ID

2. Meas. Name
3. Location

4. Comment

5. Exit

UPS Agent>_

(7) Enter the necessary information, and then
press "Enter".

(8) Press "Enter" again.

(9) Make sure the information has changed.

: Templ

: CA00000019710C42

: Temperature

:C /

: 2F Server room
: Rack1-Bottom

The edited sensor information is displayed.
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8.1.10.4 Replacing connected sensors

Main Menu 1> 10 >3

When the connected sensor is replaced, the registered sensor ID is replaced with the new sensor ID.
The registered information and the collected data of the sensor prior to replacement can be inherited as is by the new sensor.

Caution

The sensor "Type" cannot be changed. When the humidity sensor and the temperature sensor are replaced, delete the registered
information and then register the new sensor. When the registered information of a sensor is deleted, the collected data of the sensor
is also deleted. If necessary, write the data beforehand.

The accuracy of the humidity sensor varies depending on the number of years of usage. Examine the replacement period according to
the desired accuracy.

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".
(2) Enter "10" on the [Configuration Menu] screen, and then press "Enter".
(3) Enter "3", and then press "Enter".

The screen for selecting the sensor information edit menu is displayed.

Sensor Information

1. CB00000019710C42: Templ _| : -
. <«
2 36000001732BEC26: HUML } List of registered sensors

Edit menu
1. Sensor Information: Edit the registered sensor
Select Change Item No. information.
1. Sensor Information / 2. Display Order: Change the display order of the registered

2. Display Order sensor information.
3. Exit

UPS Agent>1

(4) Enter "1", and then press "Enter".

Select and enter the number of the sensor
prior to replacement from the sensor
Select Sensor No. «— information list in the upper column.

UPS Agent>2 Enter the number of the
sensor prior to replacement

(5) Enter the number of the sensor prior to
replacement, and then press "Enter".

Sensor Information

Meas. Name : Templ

Sensor ID : CA0O0000019710C42

Type : Temperature

Unit :C

Location : 2F Server room

Comment : Rack1-Bottom

Edit menu

1. Sensor ID < Select 1. Sensor ID.
2. Meas. Name
3. Location
4. Comment

l5J‘PESX£gent>1 (6) Enter "1", and then press "Enter".
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The screen for selecting the sensor ID input method is displayed.

Select Sensor ID Input Method.
1. Select Sensor List

2. Manual Input } —
3. Exit

UPS Agent>_ Enter the sensor ID
registration method

Sensor ID input method menu
1. Select Sensor List: If a new sensor is connected to the UPS,
the sensor ID list is displayed. Select
the sensor from this list and enter the
information.

2. Manual Input: If a new sensor is not connected to the UPS,
enter the sensor ID.

[ When a sensor ID is selected from the list |

Select Sensor ID Input Method.
1. Select Sensor List
2. Manual Input

3. Exit

UPS Agent>1

The sensor ID is set as shown in the table below depending
on the type of sensor.

The last 2 digits
of the sensor ID 42 .26
Type Temperature sensor | Humidity sensor

(7) Enter "1", and then press "Enter".

A list of sensor IDs that can be registered is displayed.
Select No.

1. CD00000019710C42

UPS Agent>1 Enter the number of the
sensor ID to be registered.

[ When the sensor ID is entered individually |

Select Sensor ID Input Method.
1. Select Sensor List
2. Manual Input

3. Exit

UPS Agent> 2

The sensor ID input screen is displayed.

Input Sensor ID.

UPS Agent> _ Enter the sensor ID to
be registered

Input Sensor ID.

UPS Agent>CD00000019710C42
OK

== Hit Enter Key ==
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Only the ID of the sensor of the same type as that
selected in Step (5) is displayed.

(8) Enter the number of the sensor to be
registered, and then press "Enter".

(7) Enter "2", and then press "Enter".

(8) Enter the sensor ID to be registered, and
then press "Enter".

Caution

If a sensor ID of a different type is entered, or an
overlapping sensor ID is entered, "NG" is displayed,
and registration is not possible.




8.1.10.5 Deleting registered sensor information

Main Menu 1 > 10

You can delete registered sensor information when a sensor is removed.
When the sensor type is changed, such as when a temperature sensor is replaced by a humidity sensor, delete the sensor
information and then register a new sensor.

Caution

® You cannot undo the delete operation.

e When sensor information is deleted, the data collected by the sensor is also deleted. If necessary, use FTP commands or the
"Information request E-mail" function beforehand to output the data.

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".

(2) Enter "10" on the [Configuration Menu] screen, and then press "Enter".

The screen for selecting the sensor information edit menu is displayed.

Sensor Information

1. CB00000019710C42: Templ
2.36000001732BEC26: Hum1

1. Add

2. Delete
3. Change (3) Enter "2", and then press "Enter".

4. Exit
UPS Agent>2

Sensor Information

1. CBO0000019710C42: Templ } —] —| List of registered sensors

2.36000001732BEC26: Hum1

Select and enter the number of the
sensor to be deleted from the sensor
information list in the upper column.

Select Sensor No. (4) Enter the number of the sensor information

UPS Agent>1 Enter the number of the sensor I " "
ﬁormaﬁon to be deleted. to be deleted, and then press "Enter".

A confirmation screen is displayed.

Sensor Information

Meas. Name : Templ

Sensor ID : CA0O0000019710C42
Type : Temperature

Unit :C

Location : 2F Server room
Comment : Rack1-Bottom

Delete Sensor.

. 35: (5) Enter "1" on the confirmation screen, and
2: No then press "Enter".

UPS Agent>1

OK
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8.2 Configuring Scheduled

Operations

Set scheduled operations.

Main Menu 2

For details on the scheduling operation function, see "5.4 Configuring Scheduled Operations". This example provides for a case when the

Web Management Tool is used, but the functions

are the same for the terminal tool as well.

(1) Enter "2" on the [Main Menu] screen, and then press "Enter".

The [Schedule Information] screen is displayed.

Schedule Information

Condition : OFF

Week Schedule
Week On Time  Off Time

Sun None None
Mon None None
Tue None None
Wed None None
Thu None None
Fri None None
Sat None None

------ MORE-----—

Week schedule
<« Day: On time: Off time

(2) Press "Enter".

If ------ MORE------ is displayed,
press "Enter" to view the next screen.

“ The current setup values are displayed.
------ MORE------Continued on the next
screen.

The screen of the [Schedule Information] setup menu is displayed.

Schedule Information
Day Schedule Day schedule
No. Day OonTime OffTime & Month & Day: On time: Off time
Next On Time: None — Next On time
Next Off Time: None Next Off time
1. Condition ;
2 Week Schedule — Schedule Information setup menu
3. Day Schedule
4. Exit
UPS Agent>_~<T'Enter the number of (3) Enter the number of the menu to be set.
the menu to be set.
Setup menu Description
1. Condition Set scheduled operations to enabled/disabled.

2. Week Schedule

Set the weekly schedule.

3. Day Schedule

Set the schedule for the specified day.

4. Exit

Return to the [Main Menu].
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8.2.1 Enabling and disabling scheduled operations

Main Menu 2 > 1

Set the scheduled operations to enabled/disabled. If you set to enabled, the UPS can be started or stopped at the specified time.

[Schedule Information] setup menu screen

Schedule Information

Thu None None
Fri None None
Sat None None
Day Schedule
No. Day On Time Off Time

Next On Time: None
Next Off Time: None

1. Condition

2. Week Schedule
3. Day Schedule
4. Exit

UPS Agent>1

The screen shown in the figure below is displayed.

fe(lgzﬁt No. 1. ON : Enabled
> OFF <« | 2. OFF: Disabled

UPS Agent>_ —Fier the number
to be set.

Return to the [Schedule Information] screen.
Screen displayed when the schedule operation is set to [Enabled].

Schedule Information
Condition : ON

Week Schedule

Week On Time  Off Time
Sun None None
Mon None None

Tue None None

Wed None None
Thu None None x The ON/OFF time to be set in the

Fri None None o A
Sat None None weekly schedule is displayed.

1. Condition

2. Week Schedule
3. Day Schedule
4. Exit

UPS Agent>_
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(1) Enter "1", and then press "Enter".

(2) Enter the number to be set, and then press
"Enter".

(3) If [----- MORE------ ] is displayed on the
screen, press "Enter" again.



8.2.2 Configuring scheduled weekly operations

Main Menu 2 > 2

Set the ON/OFF time for each day from Sunday to Saturday.
This section explains how to set the On time to 7:00 and the Off time to 19:00 on a Monday.

[Schedule Information] setup menu screen

1. Condition

2. Week Schedule
3. Day Schedule
4. Exit

UPS Agent>2

(1) Enter "2", and then press "Enter".

The Day Selection screen is displayed.

The On/Off Selection screen is displayed.

Select Schedule Type.
1. Off Time
2.0n Time

1. Sun : Sunday
Select Week. 2. Mon: Monday
1. Sun 3. Tue : Tuesday
2. Mon 4. Wed: Wednesday
3. Tue 5. Thu : Thursday
4. Wed 6. Fri : Friday
5. Thu 7. Sat : Saturday
6. Fri
7. Sat

! Enter the number of I

UPS Agent>2 the day to be set.

(2) Enter number "2" for the day to be set, and
then press "Enter".

" Set the Off time.

&

1. Off Time: Set the Off time
2. On Time: Set the On time

UPS Agent>1 Enter the number of
the menu to be set.

The Time Input screen is displayed.

UPS Agent>19:00

Enter the time

|

Input Time. ([hh:mm], [O]: Delete)

Enter in the format 19:00.
Hour: min

(3) Enter "1", and then press "Enter".

(4) Enter the time of stopping the UPS, and then
press "Enter".

Set the On time in the same way.

Changing and deleting the time>

When changing the set time, enter a new time.
When deleting the set time, enter "0". If it is deleted, the display
changes to "None".

Return to the [Schedule Information] setup menu screen.

If you set the On/Off time for the day on which the scheduled operation is to be performed, the set time is displayed in the On Time
and Off Time in the screen of Step (3) when the scheduled operation is set to "Enabled" on the previous page.
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8.2.3 Configuring scheduled operations for a specific date

Setting the specified day Main Menu 2 > 3

Set the On/Off time for a specific day.
This section explains how to set the On time to 8:00 and the Off time to 12:00 on December 31, 2012.

[Schedule Information] setup menu screen.

1. Condition (1) Enter "3", and then press "Enter".
2. Week Schedule
3. Day Schedule

4. Exit
UPS Agent>3

The screen for adding or deleting the specified day is displayed.

Select No. 1.Add :Add the specified day
1. Add & 2. Delete : Delete the specified day
2. Delete

UPS Agent>1 ﬁ Enter 1 |

(2) Enter "1", and then press "Enter".

The screen for entering the year, month, and day is displayed.

Specify the date.

Input Day. ([mm/dd/yy])
UPS Agent>12/31/14 (3) Enter the month, day, and year for which the

\ schedule is to be specified.
Enter in the format 12/31/14.

Month /Day/Year
|

Enter the month,
day, and year

The setup screen for On time is displayed.

1. Set Time : Specify the time
2. Repression: Make repression settings such as the set schedule is

Select On Schedule. not executed.
1. Set Time v 3. None: Select this when setting a startup for the schedule is not
2. Repression necessary. ("--.--" is displayed for the schedule)

3. None

UPS Agent>1

(4) Enter "1", and then press "Enter".
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The Time Input screen is displayed.

Input Time. ([hh:mm])
UPS Agent>8:00

Enter the time

(5) Enter the time of starting the UPS, and then

press "Enter".

~__|

Enter in the format 8:00.
Hour:min

The screen for setting the Off time is displayed.

Select Off Schedule.
1. Set Time

2. Repression

3. None

UPS Agent>1

1. Set Time : Specify the time
2. Repression: Make repression settings such as the set
schedule is not executed.
3. None: Select this when setting a startup for the schedule is not
necessary. ("--.--" is displayed for the schedule)

The Time Input screen is displayed.

Input Time. ([hh:mm])
UPS Agent>12:00

(7) Enter the time for stopping the UPS, and

then press "Enter".

Enter in the format 12:00.

Hour:min

Return to the [Schedule Information] screen.
Screen displayed when the scheduled operation is set to "Enabled"

Schedule Information

screen, press "Enter" again.

The month, day, and year the ON/OFF

2. Week Schedule
3. Day Schedule
4. Exit

UPS Agent>_

Sat None None
Day Schedule
No. Day On Time Off Time
<«
1.12/31/14 8:00 12:00
Next On Time: 12/1/14 8:00
Next Off Time: 12/1/14 17:00
1. Condition

time set in the daily schedule are
displayed.

(6) Enter "1", and then press "Enter".

(8) If [----- MORE------ ] is displayed on the

Up to 50 schedules can be set.

Caution

included.

Schedules that have already been executed are not

After setting a startup/shutdown time, the next startup/shutdown time may
not be reflected immediately. Since the schedule time is checked
periodically, wait for a while and then check the display.
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Deleting the specified day

Delete the specified day for which the On/Off time has been set.

Main Menu 2 > 3

The screen that is displayed is the same as for "Adding the specified day." The screen display is shortened and explained.

1. Condition

2. Week Schedule
3. Day Schedule
4. Exit

UPS Agent>3

Select No.
1. Add
2. Delete

Enter the Schedule Information
number to

be deleted

Select No.

UPS Agent> Day Schedule

2: When "12/31/14" is to be deleted Q2/31/14 8:00

No. Day On Time Off Time
1: When "12/30/14" is to be delete: 612/30/14 8:00  20:00

12:00

Delete OK?
1. Yes
2. No

UPS Agent>1

OK

(1) Enter "3" on the [Schedule Information]
screen, and then press "Enter".

(2) Enter "2" on the Add/Delete Specified Day
screen, and then press "Enter".

(3) For the days displayed on the [Schedule
Information] screen, enter the number of the
day to be deleted, and then press "Enter".

(4) Enter "1" on the screen for deletion
confirmation, and then press "Enter".

The display returns to the [Schedule Information] screen. The deleted state is visible on the displayed screen.

Schedule Information

Sat None None

Day Schedule
No. Day On Time  Off Time

1.12/31/13 8:00 12:00

Next On Time: 12/1/14  8:00
Next Off Time: 12/1/14 17:00

1. Condition

2. Week Schedule
3. Day Schedule
4. Exit

UPS Agent>_
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Repressing the daily schedule e Mo 25 3

About schedule repression settings >

Even when the On/Of time has been set for Monday through Friday in the weekly schedule, there are days, such as national holidays, when
the UPS does not need to be started or stopped. In this situation, perform settings to repress On/Off of the scheduled operation (such that
starting and stopping are not performed.) There is no need to change the settings for the weekly schedule. Scheduled repression can be
set even when the daily schedule has been set.

The repression functions for the weekly schedule and daily schedule are combined and the execution of the schedule operation is
repressed on national holidays falling on weekdays, without changing the weekly schedule.
This section explains how to set repression for the set-up week schedule.

Weekly schedule setting Monday to Friday  On Time 8:00 Off Time 17:00

Daily schedule setting 1/1/13 Make settings so that the scheduled operation is not performed on national holidays.
From here on, the screen display is shortened and explained. Enter the characters displayed in blue.

1. Condition

2. Week Schedule (1) Enter "3" on the [Schedule Information]
3. Day Schedule

4 Exit screen, and then press "Enter".
UPS Agents[8] «—] Select day schedule

Select No.
le:dcd © (2) Enter "1" on the Add/Delete Specified Day

2. Delete Select Add. screen, and then press "Enter".
UPS Agent> 1 «

Input Day. ([mm/dd/yy]) Enter the year, month, and day in the
UPS Agent>1/1/15 <— | 1/1/15 format. (3) Enter the month, day, and year for which the

Month/Day/vear scheduled operation is to be repressed.

On Time: Select repression
1. Set Time : Specify the time

Select On Schedule. 2. Repression: Make repression settings such as the set schedule is
1. Set Time not executed.

2. Repression 3. None: Select this when setting a shutdown for the schedule is
3. None not necessary. ("--.--" is displayed for the schedule)

UPS Agent>| 2

(4) Set repression for the On Time.

Select Off Schedule. Enter "2", and then press "Enter".
1. Set Time

2. Repression /—{ Off Time: Select repression

3. None (5) Set repression for the Off Time.
UPS Agent>/2 Enter "2", and then press "Enter".
OK

Screen after making settings

SRR e By setting this scheduled repression, the scheduled operation
Condition: ON is not performed on January 01.

Week Schedule
Week OnTime Off Time

Sun None None
Mon 8:00 17:00
Tue 8:00 17:00
Wed 8:00 17:00
Thu 8:00 17:00
Fri 8:00 17:00
Sat None None
Day Schedule
No. Day OnTime Off Time The schedule for which repression

/_ setting is made is displayed as (XX:XX).
1.2/1/715  XX:XX XX: XX T
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8.3 Controlling the UPS

Main Menu 3

Perform settings for controlling the start/stop operation of the UPS (UPS start/stop for a UPS that does not have a power distribution
control output, and UPS output ON/OFF for a UPS that has a power distribution control output.)

(1) Enter "3" on the [Main Menu] screen, and then press "Enter".

If you are using a UPS that has a power distribution control output, the [UPS Control] screen shown below is displayed.

UPS Control

Outlet Status UPS On Delay UPS Off Delay

1. ON 0 0
2. ON 0 0

Select Outlet No. (All Outlet = 9999)
UPS Agent>_

1: Output status of OUTPUT1

AN 2: Output status of OUTPUT2
——— The setup values are displayed for
UPS On Delay: ON delay time*

UPS Off Delay: OFF delay time*

*Caution

When you enter "All Outlet", it is enabled and operations start.]

If you are using a UPS that does not have a power distribution control output, the [UPS Control] screen shown below is displayed.

UPS Control

Outlet Staws - UPS On Delay - UPS Off Delay There is only one output system from the UPS.

1 ON 0 0 UPS On Delay: Delay t_ime when UPS‘is started .

' \ UPS Off Delay: Delay time when UPS is stopped is

displayed as [0].
The delay time is disabled for a UPS that does not
have a power distribution control output.

1.UPS On

2.UPS Off

3.UPS Off(No Shutdown Delay) — UPS Control menu

4.UPS Reset

5.UPS Reset(No Shutdown Delay)

6.Exit

UPS Agent>_ fmer the number of the

menu to be executed.

Operation menu

Description

1. UPS On

Starts (turns ON) the UPS output.

2. UPS Off

Stops (turns OFF) the UPS output.

3. UPS Off (No Shutdown Delay)

Stops (turns OFF) the UPS output without performing the delay operation.

4.UPS Reset

Starts (turns ON) the UPS when the specified duration (seconds) has elapsed

after stopping the UPS.

5.UPS Reset (No Shutdown Delay)

Starts (turns ON) the UPS when the specified duration (seconds) has elapsed
after stopping (turning OFF) UPS output without the delay operation.

6. Exit

Returns to the [Main Menul].
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8.3.1 Turning UPS output ON

Main Menu 3 > 1

Turn the UPS output [ON] by following the procedure described below.

This section describes how to turn ON the outlet of OUTPUT1 when you are using a UPS with a power distribution control output.

UPS Control

Outlet Status UPS On Delay UPS Off Delay

1. OFF 0 0
2. OFF 0 0

Select Outlet No. (All Outlet = 9999)

UPS Agent>1
Enter the outlet
number.

— 2: Enter to turn ON OUTPUT2.

(1) Enter the outlet number to be turned [ON],
and then press "Enter".

1: Enter to turn ON OUTPUTL1.

9999: Enter to turn ON all outlets (OUTPUT1, OUTPUT2.)

UPS Control

Outlet Status UPS On Delay UPS Off Delay

1. OFF 0 0

1.UPS On

2.UPS Off

3.UPS Off(No Shutdown Delay)
4.UPS Reset

5.UPS Reset(No Shutdown Delay)
6.Exit

UPS Agent>1 ﬁ Enter the number of the
menu to be executed.

(2) Enter "1", and then press "Enter".

UPS On OK?
1. Yes

2. No
UPS Agent>1

OK

(3) Enter "1" on the confirmation screen, and
then press "Enter".

[OK] is displayed indicating that the outlet of OUTPUT1 has been turned ON.

When using a UPS with a system control output and "UPS On Delay" is
set, selecting "All Outlet" enables "UPS On Delay" and operations start.
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8.3.2 Turning UPS output OFF

Main Menu 3 > 2

Turn the UPS output [OFF] by following the procedure described below.

This section describes how to turn OFF the outlet of OUTPUT1 when you are using a UPS with a power distribution control output.

UPS Control

Outlet Status UPS On Delay UPS Off Delay

1. ON 0 0
2. ON 0 0

Select Outlet No. (All Outlet = 9999)

(1) Enter the outlet number to be turned [OFF],
and then press "Enter".

1: Enter to turn OFF OUTPUT1.
2: Enter to turn OFF OUTPUT2.

9999: Enter to turn OFF all outlets (OUTPUT1, OUTPUT2.)

Outlet Status UPS On Delay UPS Off Delay

1. ON 0 0
1.UPS On

2.UPS Off

3.UPS Off(No Shutdown Delay) *
4.UPS Reset

5.UPS Reset(No Shutdown Delay)

UPS Agent>1
Enter the outlet —
number.

UPS Control

E'EQtA ent>2 Enter the number of the
9 menu to be executed.

(2) Enter "2", and then press "Enter".

*Caution

2.UPS Off and 4.UPS Reset :

perform the same processes.

If you are using UPS management software, the shutdown process occurs after waiting for the computer to log off.
If you are not using UPS management software, [3.UPS Off (No Shutdown Delay)] and [5.UPS Reset (No Shutdown Delay)]

3.UPS Off (No Shutdown Delay) and 5.UPS Reset (No Shutdown Delay):
The shutdown process occurs without waiting for the computer to log off.
(The pre-shutdown process executes after the shutdown delaying time count starts.)

UPS Off OK?
1. Yes

iy
UPS Agent>1 <<cne!
oK

(3) Enter "1" on the confirmation screen, and
then press "Enter".

[OK] is displayed indicating that the outlet of OUTPUT1 has been turned OFF.
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8.4 Displaying UPS Information

You can view different types of information on the UPS. Main Menu 4

(1) Enter "4" on the [Main Menu] screen, and then press "Enter".

The [Display Menu] screen is displayed.

o O WN PP

Display Menu
. UPS Condition/Meas. Value
. LAN Board Information
. Event Log
. WS Script Monitor
. Sensor Condition/Meas. Value
. Exit

UPS Agent>_

Depending on the UPS model, the measurement display

function might not be available.

Display menu

Description

1. UPS Condition/Meas. Value

The UPS condition and the measured value information is displayed.

2. LAN Board Information

The UPS (LAN interface card) information is displayed.
The MAC address, program, and the version are displayed.

3. Event Log

The event log of the UPS is displayed.

4. WS Script Monitor

Checks the sent and received contents of the WS script.

5. Sensor Condition/Meas. Value

The sensor condition and the measured value information is displayed.
Can be used when a sensor is connected to a LAN interface card with the
model number PRLANIF013B or PRLANIF014B.

6. Exit

Returns to the [Main Menul].
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8.4.1 Checking the UPS status and measurement values

Main Menu 4 > 1

The UPS condition and the measurement values are displayed by performing the operation described below.
(1) Enter "4" on the [Main Menu] screen, and then press "Enter".

The [Display Menu] screen is displayed.

Display Menu
1. UPS Condition/Meas. Value
2. LAN Board Information
3. Event Log
4. WS Script Monitor
5. Sensor Condition/Meas. Value

6. Exit
UPS Agent>1

(2) Enter "1", and then press "Enter".

Display item
SCI With UPS(Status)

Description
Communication status with UPS
Normal communication: Normal
Communication error: Error
Protocol version used for
communication with UPS
UPS Serial No. UPS serial number
UPS Profile UPS profile
UPS Internal Information | UPS internal information
UPS Condition Information about UPS condition
UPS Meas. Value UPS measurement information

SCI With UPS(Ver)

The UPS information is displayed.

SCI With UPS(Status) :Normal
SCI With UPS(Ver) :3.0

UPS Serial No. :01234567A

UPS Profile

Style :A11F102_A001

Controlled part Ver. :05

Input phase 1 |

g;;ggtspphh?; i """ js displayed for display items that
Rated input voltage 1100V are not supported by the UPS.
Rated output voltage :100V

Rated capacity :1.0kVA

Rated backup time :5min

Number of outlet 2

Constant output :Yes

The current status is displayed.

------ MORE------Continued on
------ MORE--—-- —
«— | the next screen.

' Batiery voltage :Normal
Testing the battery :No . . .
Battery test possible :Possible I — MORE------ is displayed, press "Enter
Overload ‘None to view the next screen.
Battery Temp. trouble :Normal
Battery Chg. Breakdown :None
Fin Temp. trouble :None
Fan breakdown :None
------ MORE------
— || Amnorent rempr 30T
Battery Temp. : 30.0C
Fin Temp. ;. 48.0C
Battery Charge. : 100.0%
Battery Backup Time. 23.0min
OK
=== Hit Enter Key !! ===
(3) Press "Enter" to return.
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8.4.2 Checking the UPS event log

The procedure for checking the event log of the U

Main Menu 4 > 3

PS is described below.

(1) Enter "4" on the [Main Menu] screen, and then press "Enter".

The [Display Menu] screen is displayed.

Display Menu
1. UPS Condition/Meas. Value
2. LAN Board Information
3. Event Log
4. WS Script Monitor
5. Sensor Condition/Meas. Value
6. Exit

UPS Agent>3

Up to 1,000 logs are displayed in the UPS event log.
For details on the Type and No. of the displayed event log, see "Appendix B. LIST OF UPS EVENTS."

Type : Type of event log
No. . Event No.
DateTime : Date and time of occurrence
Address : IP address of the device when an external access matches
Detail : Detailed information
Type No. DateTime Address Detail
Inf 0552 07/05/2014 19:23:35 0. 0. 0. OOUTLET1
Inf 0408 07/05/2014 19:23:31 0. 0. 0. OOUTLET1
Inf 0351 07/05/2014 19:23:31 0. 0. 0. O Terminal
Inf 0553 07/05/2014 19:22:45 0. 0. 0. OOUTLET2
Inf 0553 07/05/2014 19:22:45 0. 0. 0. OOUTLET1
Inf 0407 07/05/2014 19:22:31 0. 0. 0. O
Err 0406 07/05/2014 19:20:41 192.168. 1.100 E = 0511, L =4T
Err 0406 07/05/2014 19:19:37 192.168. 1.100 E = 0511, L =4T
Err 0406 07/05/2014 19:19:01 192.168. 1.100 E = 0506, L =4T
Err 0406 07/05/2014 19:17:57 192.168. 1.100 E = 0506, L = 4T
Err 0406 07/05/2014 19:17:22 192.168. 1.100 E = 0504, L = 4T
Err 0406 07/05/2014 19:16:18 192.168. 1.100 E = 0504, L =4T —
Inf 0352 07/05/2014 19:15:44 0. 0. 0. O Terminal
Inf 0552 07/05/2014 19:04:23 0. 0. 0. OOUTLET2
Inf 0514 07/05/2014 19:04:14 0. 0. 0. 0 0x00000004 i
Inf 0552 07/05/2014 19:04:13 0. 0. 0. 0OUTLET 1 _T_t‘_‘f_&“ggg__s_tfg:ftig'jg'jaye‘j'
Inf 0407 07/05/2014 18:08:45 0. 0. 0. O L — h
Err 0406 07/05/2014 18:08:32 192.168. 1.100 E = 0504, L=4T |- on the next screen.
------ MORE------
— ] Err 0406 07/05/2014 19:19:37 192.168. 1.100 E = 0511, L= 4T
Err 0406 07/05/2014 19:19:01 192.168. 1.100 E = 0506, L =4T
Err 0406 07/05/2014 19:17:57 192.168. 1.100 E = 0506, L =4T
Err 0406 07/05/2014 19:17:22 192.168. 1.100 E = 0504, L =4T If ------ MORE------
Err 0406 07/05/2014 19:16:18 192.168. 1.100 E = 0504, L =4T :
Inf 0511 07/05/2014 19:16:11 192.168. 1.100 view the next screen.
Inf 0552 07/05/2014 19:04:23 0. 0. 0. OOQUTLET2 Press "Esc" to exit.
Inf 0514 07/05/2014 19:04:14 0. 0. 0. 0 0x00000004
Inf 0552 07/05/2014 19:04:13 0. 0. 0. OOUTLET1
Inf 0407 07/05/2014 18:08:45 0. 0. 0. O
Err 0406 07/05/2014 18:08:32 192.168. 1.100 E = 0504, L =4T
=== Hit Enter Key !l ===
(3) Press "Esc" or "Enter" to return.

(2) Enter "3", and then press "Enter".
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is displayed, press "Enter" to



8.4.3 Checking script exchanges

Main Menu 4 > 4

The procedure for checking the contents of script exchanges of a WS (serial), WS (Telnet connection), and WS (SSH connection) device

is described below.

This function can be used to check the contents exchanged from the computer when the set-up command does not operate, or when

script execution has failed.

(1) Enter "4" on the [Main Menu] screen, and then press "Enter".

The [Display Menu] screen is displayed.

Display Menu
1. UPS Condition/Meas. Value
2. LAN Board Information
3. Event Log
4. WS Script Monitor
5. Sensor Condition/Meas. Value
6. Exit

UPS Agent>4

(2) Enter "4", and then press "Enter".

Input Connection Device No.
UPS Agent>_

Enter the registration number of
the device for which the contents
are to be checked.

(3) Enter the registration number of the device
for which the contents of the exchanged
script are to be checked, and then press
"Enter".

The contents of the exchanged script are displayed.

WS Script Display Mode.([ESC]:EXxit)

>>"D"\D

<<Last login: Thu Nov 25 20:04:08 2012 from 172.30.1.1¥r

¥r

¥n

[sg@vm40spl ~|$

>>echo Power Failure occurred. System will be stopped after Osec.
[¥r

/— The exchanged contents are displayed.

(4) Press "Esc" to return.

The details of the displayed symbols and character strings are described in the table below.

Symbol Meaning Description
>> Send Indicates the sending status.
<< Receive Indicates the receiving status.
¥r CR Displayed at the time of sending and receiving CR.
¥n LF Displayed at the time of sending and receiving LF.
"D D Displayed at the time of sending and receiving "D.
0x?2 (Cj:iZEIr:;:jrs that cannot be | Characters that cannot be displayed are displayed in hexadecimal.
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8.4.4 Checking the sensor status and measurement values

The sensor condition and the measured values are displayed by performing

. . These items are available only when the LAN
the operation described below. interface card supports sensors and a sensor
is connected.

(1) Enter "4" on the [Main Menu] screen, and then press "Enter".

Main Menu 4 > 5

The [Display Menu] screen is displayed.

Display Menu
1. UPS Condition/Meas. Value
2. LAN Board Information
3. Event Log
4. WS Script Monitor
5. Sensor Condition/Meas. Value
6. Exit

UPS Agent>5

(2) Enter "5" and then press "Enter".

The sensor condition and the measured values are displayed.

Sensor Condition/Meas. Value

Meas.Name : Com. State : Meas. Value )
) . The current measurement values of all registered
Templ : Normal 1255C P sensors and the sensor information is displayed.
Humil : Normal - 45%RH - The display is updated at an interval of approx. 10
seconds.
OK

== Hit Enter Key ==

(3) Press "Enter" to return.

The details of items displayed in this condition are described in the table below.

Display item Description
Meas. Name Measurement name
the name of the measured value entered at the time of registering the sensor information
is displayed.
Com. State Sensor condition
Normal : Normal communication

Com. Error : Communication error
Meas. Value Error : Measured value error
Unknown : Not measured

Meas. Value Measured value
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8.5 Registering, Changing, and Deleting Devices from the UPS

This section describes the procedure for registering devices to the UPS, changing the registered | Main Menu 6

information, and deleting the registered information.

(1) Enter "6" on the "Main Menu" screen, and then press "Enter".

Device type
The "Connection Device" screen is displayed. PC-CONTACT : PC contact connection
PC-LAN-SG : UPS management software operating PC
Connection Device WS-TELNET : Telnet connection WS
WS-SSH : SSH connection WS
1:192.168.1.2 (WS-TELNET) WS-SERIAL  : Serial connection WS
Kanji :EUC WS-LAN-SG  : UPS management software operating WS
Location : OTHER : Other devices
Comment :
Outlet 1

Wake On LAN : Disabled

Press "Enter" or
"Esc".

\

The information about the currently connected
device is displayed.

2: None
I
3: None If no device is registered, "None" is displayed.
4: None II
______ MORE - — ------MORE------Continued on the next screen.

(2) Press "Enter" or "Esc".

Connection Device

Select Connection Device No.

is displayed, press "Enter" to
view the next screen, and then press "Esc" to open

6: None the input screen for the device registration number.
7: None

| 50 devices can be registered.

|
49: None (3) Enter the number for device registration, or
50: None the number for editing or deleting the

registered information, and then press

UPS Agent>_

~—~< Enter the number for
device registration -

"Enter".

Connection Device

Connection Device No. 2

2: None

Add
Delete
Event
Device Information
Outlet

Wake On LAN
Shutdown Test
Redundant
Exit

111
If you enter "2",
Connection Device No. 2 is displayed, and the menu
for editing the information of No. 2 is displayed
below.

Connection Device menu

(4) Enter the number of the menu to be set, and
then press "Enter".

PS Agent> ﬁnter the number of thej
menu to be set.

Setup menu Description

1. Add Registers a device.

2. Delete Deletes the information about the registered device.

3. Event Sets the WS script during the occurrence of an event.

4. Device Information Enter the device information (location/comment).

5. Outlet If you are using a UPS with a power distribution control output, enter the outlet number of the UPS
to be connected to.

6. Wake On LAN Perform the settings for using the WakeOnLAN function.

7. Shutdown Test Starts or cancels the shutdown test.

8. Redundant Sets the necessary number of UPS in a power supply redundant system through UPS linkage.

9. Exit Returns to the screen for setting the device number.
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8.5.1 Registering devices 0

n the UPS

Section "7.3.2 Registering devices to be shut down on the UPS" explains how to register a "Telnet connection WS". This section,
describes how to register each device type.

Registering a contact connection

PC

Main Menu 6 > Device No. > 1

The method of registering a "Contact connection PC" device in No. 2 is described below.

"Connection Device" screen

Add

Delete

Event

Device Information
Outlet

Wake On LAN
Shutdown Test
Redundant

Exit

UPS Agent>1

©CoNoOrWN =

Select Type.

5. ExitUPS Agent>1 W

1. PC (CONTACT)

2. WS (SERIAL) Select the device type
3. WS (TELNET)

4. WS (SSH)

Enter the name of the device

Input Device Name. ¥

UPS Agent>ABC Enter the name

Select Power Failure Signal
1. Negative
2. Positive

UPS Agent>1

/_

Select the polarity of the contact
signal during a power failure.

1. Negative

2. Positive

(1) Enter "2" in Step (3) on the previous page,
and then press "Enter".
(2) Enter "1", and then press "Enter".

(3) Enter "1", and then press "Enter".

If a serial connection device is already
registered, "NG (serial port was already used.)"
is displayed, and a device cannot be added.

(4) Enter the name of the device, and then press
"Enter".

Caution

You cannot set a name that has already been
registered to another device.

(5) Enter the number of the polarity of the contact
signal during the occurrence of a power
failure, and then press "Enter".

,_| Caution o
aution ~

If you set the contact signal to "Negative", a
power failure is detected when the serial
communication cable is disconnected, or when
the LAN interface card is reset and then started
again. In order to prevent a shutdown from being
executed at this time, see "Appendix A. Using
the Windows Standard Service" and then make

Select Low Battery Signal
1. Negative

Select contact signal during
occurrence of low battery voltage
1. Negative

2. Positive

2. Positive /_
UPS Agent>2 w
v Enter 2]
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the settings.
\ 9 J

(6) Enter the number of the contact signal during
the occurrence of a low battery voltage, and
then press "Enter".



| Registering a serial login WS

The method of registering a "serial login WS" device in No. 3 is described below.

Main Menu 6 > Device No. > 1

From here on, the screen display is shortened and explained. Enter the characters displayed in blue.

. Add

Delete

Event

. Device Information
Outlet

. Wake On LAN

. Shutdown Test

. Redundant

CEND O A WN S

Exit P |
UPS Agent> 1 < | Select Add.

Select Type.

1. PC (CONTACT)
2. WS (SERIAL)
3. WS (TELNET

ype

)
4. WS (SSH) Select the device t
5. Exit

UPS Agent>| 2

Input Device Name Enter the name of
UPS Agent>ABC<— device

the

Select Baud Rate.
1. 1200 bps
2. 2400 bps
2. 4800 bps
4. 9600 bps

Select baud rate

5.19200bps . —

UPS Agent> 4

Select Data Bit.

1. 8 bit \
2.7 bit

3. 6 bit

4. 5 bit

5. 4 bit

UPS Agent> 1

Select Flow.
1. None

2. Hardware
3. Xon/Xoff
UPS Agent> 1

Select Parity. settings

Serial communication
> P

1. None

2. Even

3. Odd

4. Mark

5. Space

UPS Agent> 1

Select Stop bit.
1.1

2.1.5

3.2

UPS Agent> 1

J

Select Kanji Code. <« code
1. SHIFT JIS

Select the WS Kanji

2.JIS

3. EUC

UPS Agent>| 3
OK
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Caution

If a serial connection device is already
registered, "NG (serial port was already used.)"
is displayed, and a device cannot be added.

(1) Enter "3" in Step (3) on page 8-44, and then
press "Enter".

(2) Enter "1", and then press "Enter".

(3) Enter "2", and then press "Enter".

(4) Enter the name of the device, and then press
"Enter".

Caution

You cannot set a name that has already been
registered to another device.

(5) Enter "4", and then press "Enter".

(6) Perform the settings for serial
communication.
Enter the number to be set in each item, and
then press "Enter".

(7) Enter the number of the WS Kanji code, and
then press "Enter".



| Registering a Telnet connection WS

| Main Menu 6 > Device No. > 1

The method of registering a "Telnet connection WS" device in No. 4 is described below.

"Connection Device" screen

. Add

. Delete

Event

. Device Information
Outlet

. Wake On LAN

. Shutdown Test

. Redundant

. Exit
UPS Agent>1

©CENO TR WN

(1) Enter "4" in Step (3) on page 8-44, and then
press "Enter".
(2) Enter "1", and then press "Enter".

Select Type.

Select the device type |

1. PC (CONTACT)
2. WS (SERIAL)
3. WS (TELNET)
4. WS (SSH)

5. Exit
UPS Agent>3

(3) Enter "3", and then press "Enter".

Enter the IP address or
network name

Input Network Name Or IP Address

UPS Agent>_

ﬁinter the IP addressj (4) Enter the IP address or network name, and

then press "Enter".

3.EUC
UPS Agent>3

OK

Select Kanji Code. Select the WS Kaniji code
1. SHIFT JIS
2.JIS

(5) Enter the number of the WS Kaniji code, and
then press "Enter".

After entering the information, the screen shown below is displayed.

Connection Device

Connection Device No. 4

4:192.168.1.3(WS-TELNET)
Kanji :EUC

Location
Comment

Outlet x

The entered information is displayed.
The default value of the three items below is displayed in the following state.
Set the necessary items in "Connection Device" setup menu Steps 4 to 6.

Location :Blank <« Change from "4. Device Information"

Comment :Blank <« Change from "4. Device Information"
Outlet 1 «— Change from "5. Outlet"
Wake On LAN: Disabled (Only displayed when anything other than
WS(SERIAL) or PC(CONTACT) is selected)
«— Change from "6. Wake On LAN"

Wake On LAN: Disabled
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| Registering a SSH connection WS | Main Menu 6 > Device No. > 1

The method of registering a "SSH connection WS" device in No. 5 is described below.

"Connection Device" screen

. Add (1) Enter "5" in Step (3) on page 8-44, and then

. Delete " "
Event press "Enter".

. Device Information (2) Enter "1", and then press "Enter".
Outlet

. Wake On LAN
. Shutdown Test
. Redundant

- Exit
UPS Agent>1

©ONOGOAWN

Select the device type |

Select Type.
1. PC (CONTACT)
2. WS (SERIAL)

3. WS (TELNET)
4. WS (SSH) (3) Enter "4", and then press "Enter".

5. Exit
UPS Agent>3

Enter the IP address or

/ network name

Input Network Name Or IP Address

UPS Agent>_
ﬁinter the IP addressj (4) Enter the IP address or network name, and
then press "Enter".

Select Kanji Code. Select the WS Kaniji code
1. SHIFT JIS
2.JIs

3. EUC 5) Enter the number of the WS Kaniji code, and
UPS Agent>3 © ) code.

OK then press "Enter".

After entering the information, the screen shown below is displayed.

- - The entered information is displayed.
Connection Device The default value of the three items below is displayed in the following state.
Set the necessary items in "Connection Device" setup menu Steps 4 to 6.

Connection Device No. 5

Location :Blank <« Change from "4. Device Information"

. g Comment :Blank « Change from "4. Device Information"
S'Lgazn'j} 68'1'4(W.SES%H) / Outlet 1 « Change from "5. Outlet"
Location Wake On LAN: Disabled (Only displayed when anything other than
Comment : WS(SERIAL) or PC(CONTACT) is selected)
Outlet 1 « Change from "6. Wake On LAN"

Wake On LAN: Disabled "
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8.5.2 Changing devices registered on the UPS

You can change the default values that are set automatically when a device is registered in "8.5.1 Registering devices on the UPS".

(1) Enter "6" on the "Main Menu" screen, and then press "Enter".

(2) Enter the number of the device you want to change, and then press "Enter". Main Menu 6 > Device No.

The "Connection Device" setup menu screen is displayed.

Connection Device

Connection Device No. 2

2:192.168.1.3(WS-TELNET)
Kanji :EUC
Location
Comment :
Outlet 1
Wake On LAN : Disabled

1. Add
2. Delete
3. Event . Change the device information
4. Device Information ﬁ from the setup menu 4 to 6.
5. Outlet
6. Wake On LAN
7. Shutdown Test
8. Redundant (3) Enter the number of the setup menu, and
9. Exit then press "Enter".
UPS Agent>_ Enter the number of
the menu to be set.
Setup menu Description
4. Device Information Enter the device location and comment.
5. Outlet If you are using a UPS that has a power distribution control output, set the
outlet of the UPS with which the selected device is to be connected.
1: OUTPUT1
2: OUTPUT2

0: OUTPUTO (normal output)
Set whether or not Wake On LAN is used.
6. Wake On LAN See "8.5.4 Configuring the Wake On LAN function".
“PC(CONTACT)” and “WS(SERIAL)” are not supported.

Caution

® You cannot change items other than setup menu 4 to 6 of the registered device. To change such items, first
delete the registered information, and then register again.
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8.5.3 Deleting device information registered in the UPS

Delete the registered information of the device connected to the UPS. Main Menu 6 > Device No. > 1

(1) Enter "6" on the "Main Menu" screen, and then press "Enter".

The "Connection Device" screen is displayed.

Connection Device

1: 192.168.1.2(WS-TELNET)

Kanji :EUC
Location :
Comment :
Outlet 1

Wake On LAN : Disabled —
2:192.168.1.3(WS-TELNET)

Kanji :EUC
Location :
Comment :
Outlet 1
Wake On LAN : Disabled
3: None
4: None
. ot [f -] MORE------ is displayed,
5:None Eress Irpees press "Enter" to view the next screen, and
______ MORE---—- <A press "Esc" to view the input screen for device

registration number.

Select Connection Device No.

UPS Agent>2 < Enter the device number
to be deleted (2) Enter the number of the registered device to

be deleted, and then press "Enter".

Connection Device

Connection Device No. 2 If you enter "2, . _ _
©— | the information of the device registered in

Connection Device No. 2 is displayed.

2:192.168.1.3(WS-TELNET)

Kanji :EUC
Location :
Comment :
Outlet 1

Wake On LAN : Disabled

Add
Delete <«— Select "2. Delete"
Event

Device Information
Outlet

Wake On LAN

Shutdown Test (3) Enter "2", and then press "Enter".
Redundant

. Exit
UPS Agent>2

©CoNOOR~WN =

Select "1. Yes".
The registered device is deleted.

Delete Device
1. Yes

2. No
UPS Agent>UPS Agent>1

OK

(4) Enter "1" on the confirmation screen, and
then press "Enter".

Caution

® You cannot recover registered information once it
has been deleted.

e You cannot use this function to delete information
on a device on which the UPS management
software is operating. Perform the operation with
the UPS management software.
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8.5.4 Configuring the Wake On LAN function

Main Menu 6 > Device No. > 6

You can use this function only when the connection device is "WS (TELNET): Telnet connection WS" or "WS (SSH): SSH connection

WS". For details, see "5.1.4 Configuring the Wake On LAN function" of the Web Management Tool.

About Wake On LAN...
This function starts up a networked computer from

another computer via the network.

The computer starts up when it receives the "magic packet". This must be supported by the computer hardware such as the network
card, mother board, and BIOS for this function to be available.

About the Wake On LAN function of the UPS...

If Wake On LAN is set to "Enabled" when registering a device connected to the UPS, a "magic packet" is sent to the device when the

UPS output is turned ON, or after the delay time if

(1) Enter "6" on the "Main Menu" screen, and then

"sending delaying time" is specified.

press "Enter".

(2) Enter the number of the device you want to change, and then press "Enter".

(3) Select the setup menu "6. Wake On LAN", and

then press "Enter".

Connection Device

Connection Device No. 2

3. Exit Enter the number of
UPS Agent>_ the menu to be set.

]

The current setup information is

- displayed.
Wake On LAN : Disabled &« pay
Mac Address Acquisition Condition: Automatic
Mac Address : 00-00-00-00-00-00
Delay Time : 0 (sec)
1. Condition
2. Delay Time

.

Setup menu Description
1. Condition Select Wake On LAN Condition. : Set Wake On LAN to Enabled or Disabled.
1. Disabled
2. Enabled Select Mac Address Acquisition Condition.
Set the method of acquiring the MAC address.
1. Automatic §Automatic acquisition
2. Fixation Manual setting Input MAC Address.([XX XX XX XX XX XX])
Enter the address.
2. Delay Time Input Delay Time. : Enter the delay time (seconds).
3. Exit Return to the previous menu.
If the method of acquiring the MAC address is set to "1. Automatic", after making the settings, make sure the correct address
is displayed in the "Mac Address" for the current setup information. If "00-00-00-00-00-00" is displayed, it indicates that the
MAC address has not been acquired properly. Make the settings manually.
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8.5.5 Testing shutdown of registered devices

You can execute or cancel a shutdown test for registered devices.
The shutdown test can be started or cancelled from the setup menu "7. Shutdown test" for devices other than "OTHER:
ETC". Check the execution result on the actual device. For details on the shutdown test, see "5.1.5 Performing a
shutdown test for the registered devices" for the Web Management Tool.

(1) Enter "6" on the "Main Menu" screen, and then press "Enter".

Main Menu 6 > Device No. > 7

(2) Enter the number of the device for which the shutdown test is to be executed, and then press "Enter".

The "Connection Device" screen is displayed.

Restrictions on the shutdown test of the terminal tool >-

Connection Device

Connection Device No. 2

2:192.168.1.3(WS-TELNET)
Kanji :EUC
Location
Comment
Outlet
Wake On LAN

1
: Disabled

Add

Delete

Event

Device Information
Outlet

Wake On LAN
Shutdown Test
Redundant

. Exit

UPS Agent>7

©RNoOOrWN =

Using the terminal tool, the shutdown test is executed for one
device with a one-time operation. The shutdown test cannot be
executed simultaneously for several devices.

If you enter device number "2", the
information of the device registered in
Connection Device No. 2 is displayed.

Execute or cancel the shutdown test from
the setup menu "7".

1. Test Start
2. Test Cancel
3. Exit

UPS Agent>1 ~Enter 1 ]

Select Test Type.

Select the execution sequence.
1. Power Failure
2. Low Batt. Volt (Low battery voltage)
3. Shutdown

—

1. Power Failure
2. Low Batt. Volt.
3. Shutdown

UPS Agent>_ @nter the menu numbea

Test Start OK?
1. Yes
2. No

UPS Agent>1

1. Test Start
2. Test Cancel
3. Exit

UPS Agent>2

Test Cancel OK?
1. Yes
2. No

UPS Agent>1

8-52

(3) Enter "7", and then press "Enter".

When the shutdown test is to be executed

(4) Enter "1", and then press "Enter".

(5) Enter the number to be set, and then press
"Enter".

(6) Enter "1", and then press "Enter".

(7) From the event log, check if the test has
been executed normally.
See "8.4.2 Checking the UPS event log" and
check the test results.

When the shutdown test is to be canceled

(4) Enter "2", and then press "Enter".

(5) Enter "1", and then press "Enter".



8.6 Configuring Scripts

Main Menu 6 > Device No. > 3

Set the script executed during the occurrence of an event for the registered WS.
This function allows you to set the shutdown operation when a power failure occurs, and the content of messages sent when a power

failure occurs.

About script... >

“Scripts" are descriptions of a series of operations such as transmitting commands to computers.
They are different from shell scripts in UNIX.

(1) Enter "6" on the [Main Menu], screen and then press "Enter".
(2) Enter the number of the device to be set, and then press "Enter".
(3) Enter Event "3", and then press "Enter".

The screen for setting the script is displayed.

Connection Device

Connection Device No.1 The information of the device registered in the Connection
1:192.168.1.2 (WS-TELNET) Device No. entered in. Step (2) is displayed.
Kanji - EUC / The script is set for this device.
Location : 2F Server room
Comment 1201
Outlet - Setup menu

Wake On LAN : Disabled . . . .

1. Login Script : Describes the procedure for logging in to WS.

2. Event Script : Describes the operation to be performed when
an event occurs.

Select Script.
1.Login Scﬁpt / 3. SSH Settings : This menu is displayed only when the device
specified in Step (2) is a WS (SSH connection)

2.Event Script > (9
type. Set the SSH authentication method.

3.Exit
UPS Agent> Enter the number of
—__|the menu to be set.

(4) Enter the number of the menu to be set, and
then press "Enter".

For details on the setup method, see the respective items on the next page and thereafter.
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8.6.1 Configuring login scripts

You can set the WS login operation during the execution of the event script.
The default settings of the login script are described in the figure below. Edit the settings according to your environment and purpose of

use.

Main menu 6 > Device No. >3 >1

If you have edited the settings in "7.3.3.1 Configuring login scripts”, the state after editing is displayed.

Screen for a WS (Telnet) / WS (LAN I/F card login connection)

Connection Device

Connection Device No.1

Login Script

retry=1

linterval=30
‘timeout=30
:wait=ogin:
:send=<USER NAME>
wait=assword:
:send=<PASSWORD>
wait=#

O~NOTRAWNE

Operation <a-key: Add d-key: Delete e-key: Exit>

The registered login script is displayed.

is displayed,
press "Enter" to view the next screen.

UPS Agent>_
Line Login script Description
1 |retry=1 S[_)eufy the number of retries when the script has
failed to execute.
2 linterval=30 Specify the interval between retries. Operational configurations of the login script.
3 ltimeout=30 Spec!fy_the ma_xm]um_ !v"aut time before receiving
data in items with "wait=".
4 |wait=0gin; Specify the wait time for the login name. Lodin name entr
5 |send=<USER NAME> |Send the login hame. 9 Y-
6 |wait=assword: Specify the wait time for the password. Password entr
7 |send=<PASSWORD> |Send the password. Y-
. o . —_ Waiting time for the login process completion.
8 |wait=# Specify the wait time for complet_lng logging in to ("#" prompt is displayed when the login is
the WS.(Waiting for the prompt display) successful)

Screen for a WS (SSH)

Connection Device

Connection Device No. 2

Login Script
1 :retry=1
2 :interval=30
3 :timeout=30
4 keep_time=60
5 :wait=#

Operation <a-key: Add d-key: Delete e-key: Exit>

The registered login script is displayed.

UPS Agent>
Line Login script Description
1 [retry=1 Specify the number of retries when the script has failed to execute.
2 linterval=30 Specify the interval between retries.
3 [timeout=30 Specify the maximum wait time before receiving data in items with "wait=".
4 |keep_time=60 Specify the duration of the logged-in status.
5 |wait=# Specify the wait time for completing logging in to the WS. (Waiting for the prompt display)

\

Account settings are not required in the WS login procedure for WS(SSH) since the account is specified in SSH authentication
settings (see "8.6.5 Configuring SSH authentication").

~
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Use the commands described in the "List of available commands" in the table below to describe the login script.

List of available commands

Notes on command entry >

Specify within 510 single-byte characters. Whether or not to
enter a space before and after "=" does not affect the process.

~

The UPS is not logged off for the specified duration after completing the
previous WS script. You can execute other WS scripts without logging in to
WS.

Valid range: 0 to 65,535

The following duration is used if omitted.

WS(Telnet): 0 second

WS(SSH): 0 second

WS (LAN I/F card Log-in connection): 60 seconds

Command name Description Example
send Specify the text to send to the WS. send=shutdown
wait Specify the text (prompt etc.) to receive at the UPS. wait=login
sleep Specify the standby time without performing any processes. Unit: seconds (s) | sleep=90
timeout Specify the wait time for the process to finish after executing a process. timeout=60

Unit: Seconds. Default: 30 seconds
retry Specify the number of retries when the script has failed to execute. retry=2
Unit: Times (0 to 10). Default: 1
interval Specify the interval between retries when the script has failed to execute. interval=10
Unit: Seconds (1 to 60). Default: 30 seconds
port Specifies the Telnet or SSH port number of the WS. port=10023
Valid range: 0 to 65,535
If the value is omitted, use the following port numbers:
WS (Telnet connection) ... 23
WS (SSH connection) ... 22
cr_only Specify the line feed code to be <CR>. cr only=yes
Specify yes or no. cr only=no
The line feed code in any subsequent transmission data becomes <CR> if
you specify yes.
yes is assumed when omitted.
(The line feed code is <CR>.)
binsend Specify the 8-bit code to send to the WS. Hexadecimal
Valid range view
Hexadecimal view: x00 to xff binsend=x07
Octal view: 000 to 377 Octal view
binsend=004
keep_time Specify the duration of the logged-in status. keep_time=120

When you cannot log in with superuser (root) privileges...

You may not be able to log in with superuser (root) privileges in some environments.
In this situation, use a "su" command to execute the command as the root user.

The following table shows an example of login scripts when using the "su" command.
This example assumes the user (user name: guest, password: guest) and root (password: root).

WS(Telnet) / WS (LAN I/F card login connection)

Line Login script Description
1 retry=1
2 interval=30 Operational configurations of the login script.
3 timeout=30
4 wait=ogin: Log in as a user "guest".
5 send=guest Enter the login name "guest".
6 wait=assword: Enter the password of the user "guest".
7 send=guest Enter the password "guest".
8 wait=$ Wait for the $ prompt after the login.
9 send=su Send the "su" command and execute it.
10 | wait=assword: Enter the password of root.
11 | send=root Enter the password "root".
12 | wait=# Wait for the # prompt after logging in as root.
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Editing the login script Main Menu 6 > Device No. >3 > 1

Change the login script.
This example uses a case of changing the coding of the fifth line of the login script of the device with registration No. 1 from
send=<USER NAME> to send=root.

This is a continuation of the state when "1" is entered in the operation described in Step (4) on page 8-52, and the setup screen for
the login script is displayed.
From here on, the screen display is shortened and explained. Enter the characters displayed in blue.

Operation <a-key: Add d-key: Delete e-key: Exit> || (1) Delete the line to be changed.
UPS Agent> d
\ a:Add | Enter the Connection Device No.1
d: Delete | letter for the
e Exit J operation Login Script
1 :retry=1
Select Script Line Number. 2 tinterval=30
3 :timeout=30
UPS Agent>| 5 . 4 ‘wait=ogin: Delete the
OK delete scrint 5 line Enier t:e ”“”&ber of the line 5 :send=<USER NAME> <{ifth line.
P : to be changed. 6 :wait=assword:
7 :send=<PASSWORD>
8 :wait=#

Operation <a-key: Add d-key: Delete e-key: Exit>

UPS Agent> a .
\—{ Select Add. (2) Add the line to be changed.

Connection Device No.1

Select Script Line Number. Login Script
UPS Agent>'5| «__ Enter the number of the line 1retry=1
to be added. g :'t',‘te”’alt:gg Add to the
‘timeout= e
4 :wait=ogin: LTS,
5 :wait=assword:
6 :send=<PASSWORD>
) 7 :wait=#
Input script.
UPS Agent>send = root
Describe the operation. (3) Enter the operation in the added line.

Connection Device No.1

Login Script
Operation <a-key: Add d-key: Delete e-key: Exit> 1 :retry=1
UPS Agent> e 2 :interval=30
(\—{ End the editing task. 3 timeout=30 -
4 :wait=ogin: :| Enter the operatlon]
5 :send=root
6 :wait=assword:
7 :send=<PASSWORD>
Save Event Script. 8 :wait=#
1. Yes
2. No

UPS Agent>| 1
oK (\—| Save the edited contents. |

(4) Save the edited contents.

Return to the screen for setting the script.

Select Script. (5) To set an event script,

1. Login Script enter "2" and then press "Enter".
2. Event Script

3. Exit
UPS Agent>| 2 Go to Step (1) on page 8-57, and then edit the

event script.
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8.6.2 Configuring event scripts

Enter the script operation to be performed in WS for each event.
The commands used in an event script are described in the table below.

Notes on commandentry >

Specify within 598 single-byte characters.

Whether or not to enter a space before and
after "=" does not affect the process.

Command name

Description

Example

send

Specify the text to send to the WS.

send=shutdown

wait

Specify the text (prompt) to receive at the UPS.

wait=login

sleep

Specify the standby time without performing any processes. Unit: seconds

(s)

sleep=90

timeout

Specify the wait time for the process to finish after executing a process.
Unit: Seconds. Default: 30 seconds

timeout=60

retry

Specify the number of retries when the script has failed to execute.
Unit: Times (0 to 10). Default: 1

retry=2

interval

Specify the interval between retries when the script has failed to execute.
Unit: Seconds (1 to 60). Default: 30 seconds

interval=10

cr_only

Specify the line feed code to be <CR>.

Specify yes or no.

The line feed code in any subsequent transmission data becomes <CR> if
you specify yes.

yes is assumed when omitted.

(The line feed code is <CR>.)

cr_only=yes
cr_only=no

binsend

Specify the 8-bit code to send to the WS.
Valid range

Hexadecimal view: x00 to xff

Octal view: 000 to 377

Hexadecimal view
binsend=x07
Octal view
binsend=004

delay

Specify the delay time for executing the script.
The login script is executed after the specified delay time and then the event
script is executed if "delay” are specified in the event script.

delay=60

keep_time

Specify the duration of the logged-in status.

The UPS is not logged off for the specified duration after completing the
previous WS script. You can execute other WS scripts without logging in to
WS.

Valid range: 0 to 65,535

The following duration is used if omitted.

WS(Telnet): 0 second

WS(SSH): 0 second

WS (LAN I/F card Log-in connection): 60 seconds

keep_time=120

8-57




Editing the event script

Main menu 6 > Device No. >3 > 2

This section explains how to change the content of a message sent when a power failure occurs through the event script of the

"Power failure" event No. 101 of the device with registration number 1.

This is a continuation of the state when "2" is entered in the operation described in Step (4) on page 8-53, or when "2" is entered in
the operation described in Step (5) on page 8-56, and the setup screen of the event script is displayed.
From here on, the screen display is shortened and explained. Enter the characters displayed in blue.

Input event No.

UPS Agent>/ d

Select Script Line Number.
UPS Agent> 1

Select Script Line Number. |

UPS Agent>101
— Enter the event number to be
changed.
1. Condition
2. Edit Script
3. Test
4. Exit |
UPS Agent>| 2 <€— | Select the menu number.

Operation <a-key: Add d-key: Delete e-key: Exit>

e: Exit operation

\ a: Add Enter the letter
d: Delete | for the

) —~—— Enter the number of the line

OK delete script 1line.

to be deleted.

=== Hit Enter Key !l === <— Press “Enter”.

Operation <a-key: Add d-key: Delete e-key: Exit>
UPS Agent> a

'\—{ Select Add.

M

@)

®

4)

About the event number

Enter the event number with reference to
"Appendix B. LIST OF UPS EVENTS."

Enter event No. "101" of "Power failure".

Select the menu to be set.

Delete the line to be changed.
Condition  :ON

Event Script

1 :send = echo Power failure occurred. System
will be stopped after %STOP_TIME_S% sec.
and %STOP_TIME_M%min. [wall

2 :sleep=5

Add the line to be changed.

Condition  : ON :lAdd to the first Iine.l
Event Script A_

1 :sleep=5

UPSAgent>[ 1 < i L .
9 E)nlt)eergé%g;mber of the line (5) Enter the operation in the added line.
| Event No. 0101
. Enter the operation.
/—| Describe the operation. | Condition  : ON E\/p—j
Input script. Event Script :
UPS Agent> send = echo Power failure occurred. |wall ; E:Ieel::f—?ho Power failure occurred. |wall
) ) (6) Save the edited contents.
Operation <a-key: Add d-key: Delete e-key: Exit>
UPS Agent> e
(\—{ End editing
Condition  : ON
- Event Script
fa¥gSEvent Script. 1 :send=echo Power failure occurred. |wall
2. No 2 :sleep=5
UPS Agent>| 1
OK (\—| Save changed contents |
[Point >
Point -
You can use macro characters in the text you are sending. See ”5.5.3.3 Available macro characters for scripts” for details.
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8.6.3 Enabling and disabling event scripts

Main Menu 6 > Device No. >3 >2 > Event No. > 1

For some events, the default value of the script execution condition is set to "Disabled."”
If "Disabled" is set, the script is not executed even if set. Set Enabled/Disabled according to your system environment and purpose of
use.

This section provides an example of setting enabled/disabled for the event script of "Shutdown execution" event No. 0511 for a device
with the registration number 1.

About the event number >

(1) Enter "6" on the [Main Menu] screen, and then press "Enter". ]

: Enter the event number with reference to
(2) Enter the number of the device to be set, and then press "Enter". "Appendix B. LIST OF UPS EVENTS."
(3) Enter Event "3", and then press "Enter".
(4) Enter Event Script "2", and then press "Enter".
(5) Enter Event No. "511", and then press "Enter".

Connection Device ||

--------------------- Condition: Script execution settings

Event No. 0511 Enabled/disabled is displayed.
«— | ON :Enabled
Condition  : ON OFF: Disabled

Event Script
1 :send=shutdown -h now
2 :sleep=60

1.Condition < Select 1. Condition, and set enabled/disabled.
2.Edit Script
3.Test

4.Exit
UPS Agent> 1 (6) Enter "1", and then press "Enter".

The screen for setting enabled/disabled is displayed.

Select No 1. ON : Enabled (7) Enter the number to be set, and then press
1.0N / 2. OFF: Disabled "Enter".
2.0FF

UPS Agent>_ @nter the number to be setj

If the set script is not to be executed for the time
being, set [2.0FF] disabled.
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8.6.4 Testing event script operations

(_| About the test results

The test results are recorded in the event log. However, unless the event log recording conditions are set to "Enabled”, the result is not
recorded. Depending on the event, the default setting may be "Disabled". Therefore, see "8.7.1 Configuring event log recording conditions "
and set "2. All Enabled".

N

For details on the displayed contents when the test results in an "Error", see "Script test results" on page 5-44.

A "Successful" test result does not indicate that the set command was successful, but indicates that the operation set in the script is complete
in general.

Even if the test is "Normal", command execution might fail on the WS side due to reasons such as the path of the set command is not followed
or the input characters of the command are wrong. Check the result of the set command execution from the actual condition of the device.

Main Menu 6 > Device No. > 3 > 2 > Event No. > 3

Test if the script that has been set can be executed. The execution results are recorded in an event log.

This section provides an example of how to test the event script of "Power failure" event No. 0101 for a device with the registration
number 1.

About the event number

(1) Enter "6" on the [Main Menu] screen, and then press "Enter". )

: Enter the event number with reference to
(2) Enter the number of the device to be set, and then press "Enter". "Appendix B. LIST OF UPS EVENTS."
(3) Enter Event "3", and then press "Enter".
(4) Enter Event Script "2", and then press "Enter".
(5) Enter Event No. "101", and then press "Enter".

Connection Device

Condition  : ON }/ The set event script appears.

Event Script
1: send = echo Power failure occurred. |wall
2:sleep=5

1. Condition
2. Edit Script (6) Enter "3", and then press "Enter".
3. Test <€ Select 3. Test.

4. Exit ||

UPS Agent>3

The execution of the test is checked.

(7) Enter "1", and then press "Enter".

Test OK?

1. Yes

2. No i

UPS Agent>1 The test is executed.
OK

(8) From the event log, check if the test has
been executed normally.
See "8.4.2 Checking the UPS event log" and
check the test results.

~
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8.6.5 Configuring SSH authentication

Main Menu 6 > Device No. > 3

For a WS (SSH), the setup menu for the SSH authentication method (3. SSH Settings) is displayed.
Set the SSH authentication method (use authentication/public key authentication.)

(1) Enter the number of the device to be set, and then press "Enter".
(2) Enter Event "3", and then press "Enter".

The screen for setting the script is displayed.

Connection Device

Connection Device No. 2

2:192.168.1.5(WS-SSH)

Kaniji : SHIFT JIS
Location : 3F Computer room
Comment 1301

Outlet 01

Wake On LAN Disabled

Select Script.

1. Login Script For a WS (SSH) device,

2. Event Script set the SSH authentication
3. SSH Settings 4« method.

4. Exit

UPS Agent>3 Enter 3
(3) Enter "3", and then press "Enter".

The setup screen shown in the figure below is displayed.

Connection Device
(4) From the setup menu, set the SSH

Authentication Method: Password Authentication thenticati thod

(A detailed setup is necessary by the Web tool.) authentication method.

Account :

PaSSWOr: *rkkikiritiik \ For password authentication
Account:

Password:  are displayed.

1. Authentication Method
2. Account

3. Exit
UPS Agent>_ &nter the menu numbeD

You cannot set the key for host authentication/user
authentication from the tool for serial (Telnet/SSH)terminal.
Use the Web Management Tool to set the key.

Connection Device

Authentication Method: Password Authentication
(A detailed setup is necessary by the Web tgal.) For public key authentication
Account : Account: is displayed.

1. Authentication Method
2. Account L Enter the menu numbeCI

3. Exit
UPS Agent>_
Setup menu Description

1. Authentication Method | Set the SSH authentication method. (user authentication/public key authentication)
1. Password Select when password authentication is used. (Default setup value)
2.Challenge Responce Select when challenge Responce authentication is used.
3. Public Key Select when public key authentication is used.

2. Account Set the account/password for user authentication, and the account for public key authentication.

3. Exit Returns to the [Event" menul].
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8.7 Configuring Events

You can set the event log recording conditions and the e-mail sending conditions used when an event occurs.

To set event script, select the Main Menu [6. Connection Device], and then [3. Event]. See "8.6.2 Configuring event scripts".
You can check the event log from the Main Menu [4. Display], under [3. Event Log]. See "8.4.2 Checking the UPS event log".

8.7.1 Configuring event log recording conditions

Set the event log recording conditions.

Main Menu

. Configuration
. Schedule
Control
Display
Locale

. Connection Device
Event (——' Select 7. Event.

. Outlet
Ping
10. Download/Upload

11. Exit
UPS Agent>7

CONOORrLWNE

The [Event Menu] setup menu screen is displayed.
From here on, the screen display is shortened and explained.

Event Menu

1. Event Log (—/—| Select 1. Event Log.
2. E-Mail

3. Syslog

4. Exit

UPS Agent>1

1. Condition

2. Exit
UPS Agent>1

Main Menu 7 > 1

(1) Enter "7" on the [Main Menu] screen, and
then press "Enter".

If you want to set recording conditions for individual
events, use the Management Tool from the Web
browser.

Select the setup value.

1. Default 2. All Enabled: Record all events.

Select No. } Y 1. Default: Return to the initial setup value.

2. All Enabled
UPS Agent>
gent=_ <|Enter the number to be set:|
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(2) Enter "1", and then press "Enter".

(3) Enter "1", and then press "Enter".

(4) Enter the number to be set, and then press
"Enter".



8.7.2 Configuring event notification e-mail transmissions

Set the conditions for the E-mail sent when an event occurs.

Main Menu

. Configuration
. Schedule
Control
Display
Locale

. Connection Device
Event (———' Select 7. Event.

. Outlet

. Ping

10. Download/Upload
11. Exit

UPS Agent>7

CONOUAWNR

The [Event Menu] setup menu screen is displayed.

Event Menu

1. Event Lol -
2. E-mail %/——| Select 2. E-mail.

3. Syslog
4. Exit

UPS Agent>2

Input Event No.
UPS Agent>101

J Enter the event numberj

The [E-Mail Information] screen is displayed.

E-Mail Information

The selected event number is displayed.

Condition : ON
E-Mail Address

2: None
3: None

The registered E-mail address is displayed.
You can register up to five E-mail addresses.

4: None
5: None

1: None
}

1. Condition

2. E-Mail Address
3. Test

4. Exit

UPS Agent>_£nter the menu numberj

Main Menu 7 > 2

(1) Enter "7" on the [Main Menu] screen, and

then press "Enter".

(2) Enter "2". and then press "Enter".

(3) Enter the event number, and then press
"Enter".

About the event number = \

Enter the event number with reference to
"Appendix B. LIST OF UPS EVENTS."

(4) Set the E-mail sending conditions.

Setup menu

Description

1. Condition

Select No.: Set whether or not to send an e-mail.

1. 0On

Enabled: E-mail is sent.

2. Off

Disabled: E-mail is not sent.

2. E-Mail Address

the upper column.

Select E-Mail Address No.:
Select the number to which you want to set the E-mail address from the numbers 1 to 5 displayed in

1-5 1. Add Enter the E-mail address.
2. Delete Delete the registered address.
3. Exit Return to the previous menu.
3. Test Send a test e-mail to the set address.
4. Exit Return to the previous menu.
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8.7.3 Configuring syslog notifications

Main Menu 7 > 3

Set the conditions for sending notification of the event log from the UPS to the syslog server when an event occurs.

(1) Enter "7" on the Main Menu screen, and then press "Enter".

The [Event Menu] setup menu screen is displayed.

Event Menu

1.Event Log Select 3. Syslog. |
2.E-Mail

3.Syslog

4.Event Notification Interval
5.Exit (2) Enter "3", and then press the "Enter". key.

UPS Agent> 3

The [Syslog Information] screen is displayed.

Syslog Information "
The event notification and the level of

Condition :Disabled :
Severity Code /_ the message are displayed.
Error

Warning

Information
Facility Code
Syslog Server Info.

(3) Set the condition.

arWNPRPOR®

1.Condition
2.Severity Code
3.Facility Code
4.Syslog Server
5.Test

6.Exit Enter the menu to be set :l
UPS Agent>72f

Setup menu Description

1. Condition Set whether or not to notify the syslog server.

1. Enabled

2. Disabled

2. Severity Code Select the type of events that send notifications to the syslog server.

Make the setting based on "RFC3164".

1. Error

2. Warning

3. Information

3. Facility Code Set the message code to be sent from the UPS to the syslog server.

Make the setting based on "RFC3164".

4. Syslog Server Select a number from 1 to 5, and set the address of the syslog server that will receive notification of the
event. Information for the servers registered in 1 to 5 in the upper column is displayed.
1. Add Enter the address of the server and register as a new server.

2. Delete Delete the registered address.

3. Exit Return to the previous menu.

5. Test Execute a syslog sending test for the set address.

6. Exit Return to the previous menu.

Caution

When "All Enabled" is set in "8.7.1 Configuring event log recording conditions”, the syslog server is notified when all events occur.
When "Default" is set, the syslog server is notified when an event occurs for which the initial setting in the event log recording conditions is
set to "enabled".
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8.7.4 Configuring event notification intervals :
Main Menu 7 > 4

You can specify the intervals (days) between event notifications when the following events are occurring repeatedly.

«Battery life

* Major breakdown

o Minor breakdown

e Batt.-replace warning time

Caution

You need to configure as follows to receive event notifications.

e Specify [Enable] for [Condition of Event-Log operation].

e Specify [E-mail] for [Event Settings] receive the events via
e-mail. See "8.7.2 Configuring event notification e-mail
transmissions" for details.

(1) Enter "7" in the [Main Menu] screen and then press "Enter".

The [Event Menu] setup menu screen is displayed.

Event Menu "

1.Event Log Select [4.Event Notification Interval].
2.E-Malil

3.Syslog

4.Event Notification Interval
5.Exit

UPS Agent> 4 (2) Enter "4" and then press "Enter".

The [Event Notification Interval] screen is displayed.

Event Notification Interval

Notification Interval : 7(day(s))

\-{ The notification intervals (days) is displayed.

1.Notification Interval
2.Exit

UPS Agent> 1 (3) Enter "1" and then press “Enter".

(4) Enter the interval (days) between notifying
events and then press "Enter".

Input Notification Interval.
UPS Agent>__

Events are notified at intervals of the specified number of days.
Settable range: 0 to 30 days
Default: 7 days
(Set 0 if you do not want to send a notification for the interval between
specified days)

Enter the number
of days.

Input Notification Interval.
UPS Agent>10

OK
== Hit Enter Key ==

(5) Press "Enter" to return.
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8.8 Configuring UPS Power Distribution Control

Main Menu 8

If you are using a UPS with a power distribution control output, set the operation for each output outlet to "OUTPUT1", "OUTPUT2",
"OUTPUTO". If your UPS does not have a power distribution control output, you can specify the operation only for "outlets to shut down at

power failure" for "OUTPUT1".

You can make the following settings for each of the output outlets.

e OUTPUT1, OUTPUT2: Delay time settings when the UPS output is turned ON/OFF

e OUTPUT1, OUTPUT2, OUTPUTO: Outlets to shut down at power failure

Make the settings according to the procedure described below.

Main Menu
1.Configuration
2.Schedule
3.Control
4 .Display
5.Locale
6.Connection Device

7.Event

Select [8.0utlet].
8.0Outlet

9.Ping
10.Download/Upload

11.Exit
UPSXAgent>8

The [Outlet Information] screen is displayed.

Outlet Information

Power Failure Confirmation: Enabled

Select Outlet No.
UPS Agent>1 ﬁnter the outlet numberj

1:Outlet 1

On Delay Time :0(sec.
Off Delay Time :0(sec.
Power Failure Confirmation: Enabled

2:Outlet 2
On Delay Time :0(sec.
Off Delay Time :0(sec.
Power Failure Confirmation: Enabled

3:Outlet 0
On Delay Time :0(sec.
Off Delay Time :0(sec.

(1) Enter "8" on the [Main Menu] screen, and
then press "Enter".

—| Current setting is displayed.

Outlet Information

1:Outlet 1
On Delay Time :0(Sec)
Off Delay Time :0(Sec)

Power Failure Confirmation :Enabled

1.0n Delay Time
2.0ff Delay Time
3.Power Failure Confirmation
4 Exit
UPS Agent>_ @nter the menu number j

(2) Enter the outlet number to be set, and then
press "Enter".

(3) Set the operation of the outlet.

Caution

You can only set [Power Failure Confirmation] for
Outlet0. [On Delay Time] and [Off Delay Time] are
unavailable.

Setup menu

Description

1.0n Delay Time

Enter the ON delg%/ time (sec.). Output is supplied after the specified time has elapsed since
the UPS started.

2.0ff Delay Time

Enter the OFF delay time (sec.). Output stops after the specified time has elapsed since the
UPS automatic stop time has elapsed.

3.Power Failure Confirmation
1. Enabled

2. Disabled

Set whether or not to execute a shutdown when a power failure occurs.

Z

4. Exit Return to the previous menu.
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*1. When performing output control, the delay time is enabled when performing output control in all outlets.

*2. When the "1. Power Failure" settings are "Enabled" in "4. Shutdown Operation" from the "8.11.1 Configuring UPS group operations”
menu, the settings for whether or not to execute a shutdown when a power failure occurs are sent to all UPSs in the group, and the
settings are replaced.
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8.9 Checking Communication Circuits with Ping

Main Menu 9

By performing a Ping from the UPS to a specific device after specifying the IP address or the network name (a character string in
which the host name and the domain name are joined by dots), you can check the status of the communication line between the UPS
and that device.

Check the status according to the procedure described below.

1 (’gloar:?igMuﬁ:tﬁ)n (1) Enter "9" on the [Main Menu] screen, and
2.Schedule then press "Enter".

3.Control

4 .Display

5.Locale
6.Connection Device
7.Event

8.0utlet (/—{ Select [9.Ping].
9.Ping

10.Download/Upload
11.Exit

UPS Agent>9

Input Network Name Or IP Address. (ESC: Cancel)

or> Agent> 192:168.1.10 N(Enter the P address ) (2) Enter the IP address of the device with which
the communication is to be checked, and
=== Hit Enter Key-t-a== [OK] is displayed once then press "Enter".
communication has been
checked.

Input Network Name Or IP Address. (ESC: Cancel)
UPS Agent> 192.168.1.30

NG i Enter the IP addressj

=== Hit Enter Keyt<=== [NG] is displayed if

communication has not
been checked.

When the communication status has to be checked continuously

Input Network Name O IP Address.(ESC: Cancel) " (3) Enter the IP address of the device with which

UPS Agent> 192.168.1.30o-t —~—~~ communication is to be checked with "[J-t"

OK (Sent = 10, Recv = 10) Enter the IF address with "L1-t" (O is a single-byte space) added at the end
at the end. ’

(O is a single-byte space) and then press "Enter".

The communication status is displayed.
Sent : Sending status
Recv : Receiving status

(4) Press "Esc" to return.
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8.10 Downloading and Uploading UPS Setting Values

Main Menu 10

You can save the information set in the UPS to a file, and then when replacing the UPS, the saved information can be written to the

new UPS.
When the UPS (LAN interface card) breaks down, this function can be used for a fast recovery.

Caution

This function cannot be used from the Telnet/SSH terminal. Connect the "connector for the serial interface" of the UPS (LAN interface card)
and the computer with a serial communication cable and an RS-232C cable (9-pin D-sub cross cable), and make the settings from the
terminal software.

Because the "Xmodem" protocol is used for data transfer, the terminal software must support the "Xmodem" protocol.

Note that this device does not support the CRC option of the "Xmodem" protocol. Therefore, when an upload is performed by using the
CRC option in the terminal software, sending starts after transitioning to the "Xmodem" protocol of the checksum method after a packet
timeout occurs three times.

Make the settings according to the procedure described below.

Main Menu (1) Enter "10" on the [Main Menu] screen and

;:ggﬁggﬁlreanon then press "Enter".

3.Control

4 .Display

5.Locale
6.Connection Device
7.Event

8.0utlet Select [10.Download/Upload].
9.Ping
10.Download/Upload
11.Exit

UPS Agent>10

1-DDCCJ>\:/err]1IIC<)):éJ/UpIoad Menu | (2) Enter "1" or "2", and then press "Enter".
2.Upload Select [1.Download] or

3.Exit < [2.Upload].

UPS Agent>1

Start Xmodem Protocol.([ESC]: Exit)

This example uses a Hyperterminal.
Perform the operation with a Hyperterminal that has similar functions to your system environment.

Receive icon : Select this icon to download information.
Send icon : Select this icon to upload information.

4% LANCARD - HyperTerminal
File Edit “iew Call /Transfer Help

(3) Click the Receive (or the Send) icon from the
Hyperterminal.

-

0| 53] =
mk‘l Receive iconj
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i Receive File 21x|

Place received file in the following folder:

IE:\temp Browse... |

Usze receiving protocal:

Select [Xmodem].

IXmodem V' j
Beceive I Lloze | Cancel |

/\

Click

i Receive Filename ﬂﬁl

=modem never sends a filename, so pou must specify a
filename for storing the received file.

Folder:  C:htemp

Filenarne:

OF. Cancel

Click

The screen shown below is displayed.

Xmodem file receive for LANCARD

Stoing as: |

Packet: Enrar checking |EHE

Reties [0 Tolal retries: [0 File: |

Throughput: |

Lastenor. |

Elapsed:

The file upload procedure is the same as the download procedure.

(4) Perform the reception (sending) operation.

(5) Enter the file name you want to save, and
then click the [OK] button.

Data transfer starts a short while after the
screen is displayed.

This screen disappears after the completion
of data transfer.

*Using a hyper terminal >

When your Windows version does not include a hyper terminal, you
need to use dedicated terminal software.

A link local address is set for each LAN interface card and cannot be changed. Even when uploading a response
file on a different LAN interface card, the link local address is not changed.
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8.11 Configuring UPS Linkage

Set UPS linkage when grouping several UPS connected on the network and operating them as a power-supply redundancy system.
You can group up to five UPS. You can also link starting and stopping the UPS, and scheduled operations. For details on the setup
procedure, see "5.10 Configuring UPS Linkage." This explanation provides a case when the Web Management Tool is used, but the
functions are the same for the terminal tool. However, since the terminal tool does not have a function that allows the transfer of
registered device information, register the necessary device information for each UPS.

8.11.1 Configuring UPS group operations Main Menu 1 >3 > 5

Perform settings to link several UPS into a power-supply redundancy system. Caution

When a single device is connected to
several UPS, backup is not performed for
UPS in which the device information has
not been registered. Register the device
information for all UPS to which the device
is connected.

(1) Enter "1" on the [Main Menu] screen, and then press "Enter".
(2) Enter "3" on the [Configuration Menu] screen, and then press "Enter".
(3) Enter "5" on the [Control Configuration Menu] screen, and then press "Enter".

The [Control Configuration (UPS Linkage)] screen is displayed.

/—{ (Current UPS) indicates this UPS.

Control Configl?{ion(UPS Linkage)

UPS Address
Current UPS :fd00::1

Member UPS : ,_| The current setup values are displayed.

|/

Time Svnchronization If "meen MORE------ " is displayed, you can press
Cond%tion - Enabled "Enter" to display the next screen.
Standard UPS : fd00::1(Current UPS) Press "Esc" to quit.
Synchronization Time : 0:00 Yy,
------ MORE------ " "
(Current UPS) indicates this UPS. (4) Press "Enter".
------ MORE----- L
There are more than one page.
The [Control Configuration (UPS Linkage) ] screen is displayed.
Control Configuration(UPS Linkage)
Group Synchronization ~N
Control -
Schedule - Enabled % The current setup values are displayed.
UPS Control : Enabled /
Shutdown >
Power Failure : Enabled
Deviation : Enabled
Major Breakdown : Enabled
Overload : Enabled _J/
1.UPS Address )
2.Time Synchronization (4) Enter the number of the menu item you
3.Control Operation want to configure and then press "Enter".
4.Shutdown Operation
5.Exit
UPS Agent>__ Enter the number of the
menu to be set.
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Setup menu

Description

1.UPS Address

Register or delete the IP address of the UPS to be grouped.

1.Current UPS

2.Member UPS

3.Exit

Select the IP
1.Add
2.Delete
3.Exit

Return to the

address you want to use.

Enter the IP address of the UPS to be added to the group.
Enter the IP address of the UPS to be deleted from the group.
Return to the previous menu.

previous menu.

2.Time Synchronization

Set the conditions for adjusting the time between members UPS.

1.Condition

2.Standard UPS

3.Synchronization
Time

4.Exit

1.Enabled
2.Disabled

Time adjustment enabled

Time adjustment disabled

Specify the UPS to be used as the reference time source.

Set the time (0 to 23 hours) for time synchronization.

Return to the

previous menu.

3.Control Operation

Set operations between

the grouped

member UPS.

1.Schedule

2.UPS Control

Set whether or not to synchronize schedule operations between the members

UPS.
1.Enabled

2.Disabled

Scheduled operations are synchronized between the members
UPS.
Scheduled operations are not synchronized among the members
UPS.

Set operations for the UPS group members when starting, stopping, resetting,

etc. for the U

PS is controlled by a Web Management Tool, Terminal Tool, UPS

Management Software, or SNMP Manager.

1.Enabled

Operations are performed
members.

in synchronization with group

2.Disabled

No synchronization between group members.

3.Exit

Return to the

previous menu.

4.Shutdown Operation

Set operations between

1.Power Failure

the grouped

member UPS.

Set the operations of other member UPS during irreversible power failure or
irreversible low battery voltage.

1.Enabled

12.Disabled

2.Deviation

3.Major Breakdown

4.0Overload

5.Exit

Operations are performed in synchronization with group
members.

‘No synchronization between group members.

Specify the operations of other member UPSs in the event of an irreversible
condition due to deviation of the load factor, UPS temperature, and input

voltage.
1.Enabled
2.Disabled

Operations are performed in synchronization with group
members.

No synchronization between group members.

Specify the operations of other member UPSs in the event of an irreversible
condition due to a major breakdown.

1.Enabled
2.Disabled

Operations are performed in synchronization with group
members.

No synchronization between group members.

Specify the operations of other member UPSs in the event of an irreversible
condition due to overload.

1.Enabled

2.Disabled
Return to the

Operations are performed in synchronization with group
members.

No synchronization between group members.

previous menu.

5.Exit

Return to the [Control Configuration Menul].
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8.11.2 Configuring UPS count for UPS linkage

Set the "UPS count"* for a power-supply redundancy system configuration.

* About "UPS count"... S

Main Menu 6 > Device No. > 8

Y 4

"UPS count" indicates the required number of normally operating UPS to supply the power to computers in the event of a power
failure. Computers are shut down when the number of normally operating UPS is less than the specified number.

(1) Enter "6" on the [Main Menu] screen, and then press "Enter".

(2) If [---MORE---] is displayed on the [Connection Device] screen, press "Enter" to display more device information.
To stop displaying device information, press "Esc".

(3) Enter the number of the device to be set, and then press "Enter".

The [Connection Device] screen is displayed.

Connection Device

Connection Device No. 2 <

2:192.168.1.5(WS-SSH)

If you enter device number "2",
the information of the device registered in
Connection Device No. 2 is displayed.

Kanji ‘SHIFT JIS
Location
Comment :301
Outlet :

1
Wake On LAN :Disabled

1.Add

2.Delete

3.Event

4.Device Information
5.0utlet

6.Wake On LAN

:3F Computer room

7.Shutdown Test
8.Redundant €«—— |
9.Exit

Select "8.Redundant”

UPS Agent=8

Connection Device

Connection Device No. 2

UPS Count

1.UPS Count
2.Exit

UPS Agent>1

;1/_

(4) Enter "8", and then press "Enter".

continue with the operation.

Set the necessary number of UPS for the device to

If the number of UPS that are performing normal power
supplying is lower than the set number of UPS at the time
of a power failure, a shutdown is performed.

Input UPS Count.

UPS Agent>_ Enter the necessary
OK number of UPS

8-73

(5) Enter "1", and then press "Enter".

(6) Enter the necessary number of UPS, and
then press "Enter".



Caution
] Caution 3> ~

e In the "UPS Count", enter a numeric value equal to or less than the number of UPS registered in the UPS group.
e Configure "UPS count" on each UPS to where the device information is registered. You can specify either the same values or different values on

each UPS. Configure to suit your system configuration.
However, if you set different "UPS count" value to each UPS, shutdown operation may differ. Set same value to UPS unless you have a special

reason.
The power is supplied to a device from the UPS to which the device information is registered in the event of a power failure. If you want the

power supply from all connected UPS, check you have registered the device information to all UPS.

Devices may not be shut down in a power failure if the device is connected to multiple UPS in a power redundancy system depending on the
value of "UPS count" . However, the following message (0504 Stop warning) to notify a shutdown is sent from the UPS where the power failure

occurred to WS (S), WS (T), and WS (SSH) devices.

Message: "Shutdown Process will start after ** sec, and ** min."

This message is the default setting. It is recommended to modify the message contents to suit your system configuration and purposes in a
power redundancy system based on the example below. Create the message by modifying the WS script for "Event No.0504 Stop warning".

See "5.5.3.2 Editing WS scripts" for details.

Example message: "UPS will stop after ** sec, and ** min."
Edit the WS script: "send=echo UPS will stop after %STOP_TIME_S% sec. and %STOP_TIME_M% min. |wall"

Refer to the user guide of the UPS management software to modify the message if you are using the UPS management software.
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9. USING SOFTWARE OTHER THAN WEB BROWSERS
OR TERMINAL SOFTWARE

9.1 Using SNMP Manager

The UPS (LAN interface card) supports SNMP agent functions (UPS standard MIB: RFC1628, Jema MIB, UPS expansion MIB:
Private MIB [exUpsMib]).

Depending on the initial settings, access is accepted from all SNMP managers, allowing you to perform status monitoring and control
of the UPS without changing the settings. You can specify the trap destination and set up the community from the Web management
tool or the Terminal Tool.

To improve security, access from the SNMP manager can be restricted in the UPS. This prevents access from unauthorized
computers other than the administrator.

(1) Setting the SNMP
You can make various SNMP settings with the Web Management Tool or the Terminal Tool.

(2) About the SNMP shutdown mode
When a UPS stop request for the UPS standard MIB, Jema MIB or UPS expansion MIB is received from the SNMP
manager, the UPS can be stopped using the shutdown mode that has been set up.
¢ In UPS management system compatibility mode, the UPS output stops after the computer shuts down during a
remote stop.
¢ In RFC compatibility mode, regardless of the status of the computer, the UPS output stops when the delay time
specified at the time of reception of the stop / reset request has elapsed.

(3) About status monitoring
The status of the UPS can be displayed in the SNMP manager.
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9.2 Using FTP and FTPS Client

You can access the UPS from an FTP client and then acquire the UPS setup information and event log information. You
can also restore setup information for the UPS.

The method for acquiring UPS setup information is the same as "8.10 Downloading and Uploading UPS Setting
Values".

This explanation uses a standard Windows FTP client.

In other situations, or when using an FTPS client, see the respective documentation.

Caution

The connection to the FTP client is disconnected
if no operations are performed for one minute or
more. In this situation, perform operations again
from Step (1).

Access the UPS from the FTP client,
and log in with the UPS administrator account.

Access the UPS from the
FTP client

Cr¥>ftp 192.168.1.1 } / |

Connected to 192.168.1.1. Enter the UPS administrator

220 FTP server ready. / account and password to login
User (192.168.1.1:(none)): UpsAdmin

331 Password required  for UpsAdmin. (1) Enter "ftp 192.168.1.1", and then press
Password: UpsAdmin "Enter".

(2) Enter the user "UpsAdmin“, and then press
"Enter".

(3) Enter the password "UpsAdmin”, and then
press "Enter".

Caution

The characters entered in the password are not
displayed.

You can use commands for list display, upload, and download. Refer to the respective procedures and perform the
operation.

Displaying a list of files that can be operated

230 User UpsAdmin logged in. .
fp> Is ~Enter "I

200 PORT command successful.
150 Opening ASCII mode data connection for file list.

(4) Enter "Is", and then press "Enter".

Spelono ) Details of the file list
hour 120827.csv View Data content
hour_120822.csv setting.txt Setup information of the UPS
hour_all.csv upslog.txt UPS event log (only ‘get' is supported)
day__1208.csv > hour_****** csy  |Measurement data (daikléy report) " of the hour units
day_1207.csv of **year**month**day
day_all.csv hour_all.csv Measurement data of all hour units
mon 12.csv day_**** csv Measurement data (monthly report)” of the day
mon_all.csv Y, units of **year**month
ftp>_ day_all.csv Measurement data of all day units
mon_**.csv Measurement data (yearly report) ™ of the month
units of **year "
mon_all.csv Measurement data of all month units
*1. The daily report, monthly report, and annual report indicate the
"Report type" of the statistical graph displayed by the Web display tool.
*2. get only support.

Downloading the setup information

fto> ina: éﬂer "get setting.txt" ]
280 ggSTetég:r?n?;;d successtal. (4) Enter "get setting.txt", and then press "Enter".
150 Opening ASCII mode data connection for setting.txt.

226 Transfer complete.

ftp: 676461 bytes were received 3.49 seconds 193.61 KB/sec.
ftp>

Caution

Contact SANYO DENKI for details on the UPS
editing method setup information file "setting.txt".
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Uploading the setup information

fip> put setting.txt Q Enter "put setting.txt"

200 PORT command successful.

150 Opening ASCIl mode data connection for setting.txt.
226 Transfer complete.

ftp: 676461 bytes were sent 21.38 seconds 31.64KB/sec.
ftp>

Downloading the event log

ftp> get upslog.txt @ter "get upslog.txt"

200 PORT command successful.

150 Opening ASCII mode data connection for upslog.txt.
226 Transfer complete.

ftp: 83981 bytes were received 0.40 seconds 209.43KB/sec.
ftp>

(4) Enter "put setting.txt", and then press "Enter".

(4) Enter "get upslog.txt", and then press "Enter".

From the file list displayed by the "Is" command,

that is to be downloaded.

Downloading the measurement data /— enter the file name of the measurement data

ftp> get day_allicsv @ter "get day_all.csv“j
200 PORT command successful.

150 Opening ASCII mode data connection for day_all.csv.
226 Transfer complete.

ftp: 52520 bytes were received 0.50 seconds 104.21 KB/sec.
ftp>

Ending

ftp> get day_all.csv

200 PORT command successful.

150 Opening ASCII mode data connection for day_all.csv.
226 Transfer complete.

ftp: 52520 bytes were received 0.50 seconds 104.21 KB/sec.
ftp> quit

Caution

(4) Enter "get day_all.csv", and then press
"Enter".

Caution

For details on the display content of the
measurement data, see "Displayed contents of
the summary data" on the page describing "F.
Summary data" in "Appendix C. LIST OF
INCOMING E-MAILS."

(5) Enter "quit", and then press "Enter".

relevant measurement data is deleted.

* Contact SANYO DENKI for details on the editing method for the UPS measurement data files "hour_all.csv",
"day_all.csv", and "mon_all.csv". When reading a measurement data file with an error, an error is generated and the

» When uploading the UPS setting information file "setting.txt" to a different LAN interface card, the local link address
does not change. Operations are performed using the link local address that has already been set.
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Appendix

Appendix A. USING THE WINDOWS STANDARD UPS SERVICE

You can shut down PCs running Windows 2000, XP, or Windows Server 2003 by connecting the "serial interface connector" of the UPS
and the PC using a communication cable. The following describes how to configure the settings.

<Main functions of the UPS service>
1. Displays a warning message when a power failure occurs.
Power failure signals are sent to PCs connected to the UPS when the confirmation time has elapsed after the power failure.

2. Shuts down the system automatically.
Low battery voltage signals are sent to the PCs when the shutdown delaying time has elapsed after the confirmation time.
PCs immediately shut down the systems safely.

Power Options Properties x|

Power Schemes | Advanced | Hibemate | 4PM  UPS

Uninterruptible Power Supply

 Shatu:
(1) Select [Power Options] in the Control Panel, select

Curent power source;

l@; Estimated UPS runfime: the [UPS] tag, and then click the [Select...] button.
Estimated UPS capacity:
B attery condition:

- Dietai | Click
Manufacturer.  Generic
todsl:

Custom
LConfigure.

@ T commit the new settings, chooze OK ar Apply.

About

oK Cancel Apply

UPS Selection 21X
Select manufacturer O pert (2) Select [Generic] for [Select manufacturer].
[Gene,m = [com El Select the serial port where the cable is connected to

[On port], and then click [Next].

Select model

Select the port to connect to
the UPS.
Select [Custom]. °

et > Cancel

UPS Interface Configuration On: COM1 2% (3) Make settings as shown in the screenshot, and then
click [Finish].

UPS Signal Palarity:

‘Warning: Please consult your UPS documentation before
attempling to configure signal palarities.

¥ Power Fail/On Battery: ' MNegative ' Positive
v Low Battery " Megative = Positive
i = Hegative = Positive

< Back Finizh Cancel




Power Options Properties ) ﬂﬂ

Power Schemes AdvancedIHlbemate AP UPS

Uninterruptible Power Supply

- Statu:

Current powser source:
h Estimated LUFPS muntime:

Estimated LIPS capacity:

Battery condition

~ Detai

4| Manutacturer.  Generic
E’ Modek: Custom

Click

Configure. |

@ To commit the new settings, choose OK. or Apply.

About...

oK | Cancel | Apply I

The [UPS Configuration] screen is displayed.

UPS Configuration llil

¥ Enable all notifications.

Seconds between power failure and first notification: I 53:
Seconds between subsequent power failure notifications: 120
- Critical alarm

A, critical alarm occurs when the UPS battery is almost exhausted or,
optionally, after a specified time on battery power.

(4) Click [Configure...].

(5) Make settings as shown in the screenshot on the left,

and then click [OK].

L
inutes on battery before critical alam: 25

[ \When the alarm ocours, run this program

I Lonfigure... |

Mext, instruct the computer to:

I Shutdown j

Caution

Make sure this checkbox is cleared.

Caution

The screenshot on the left shows the default
values. Do not modify the configuration.

If your PC is configured differently, modify the
configuration as shown on the left.

(6) The screen for Step (1) is displayed again.
Click the [Apply] button.

In this situation, turn them on manually.

PCs are turned off if you have shut down PCs running Windows 2000, XP, or Windows Server 2003 using the Windows
Standard UPS service; therefore, PCs may not restart automatically when the UPS power output is turned on next time.




Appendix B. LIST OF UPS EVENTS

The following table describes default values for event log recording conditions, e-mail transmission conditions, and event script
execution conditions. Modify the values as necessary. However, values marked with "*" cannot be modified.

About information types >

The following information types are used.
Inf: Information or status, ~War: Warning,  Err: Error

Standard settings Advanced settings (UPS)
-mai i Event | Info. Lo E-mail
Erlllzl.1t It;:)c; BV REITTE reclznfging trarlfsrrr?i:!ion e)i:(::ﬂtri)(t)n No. | type Event name recorging transmission
0101 War [Power failure Enable* | Disable Enable 0103 War__|Bypass trouble Disable | Disable
0102 | Inf _|Power failure recovered Enable* | Disable | Enable 0104 Inf  |Bypass trouble recovered Disable | Disable
0106 Inf  |Output ON - - Disable*’ 0105 Inf  [Output OFF Disable | Disable
0141 Err__|Major breakdown Enable* | Enable Enable 0106 Inf  [Output ON Disable | Disable
0142 Inf__|Major breakdown recovered Enable* | Enable Enable 0107 Inf_|Synchronous Disable | Disable
0143 | War M!nor breakdown Enable* | Enable Enable 0108 Inf__|Asynchronous Disable | Disable
0144 Inf __|Minor breakdown recovergd Erl*nable* Epable Enable 0109 Inf_[Inverter operation Disable | Disable
0503 Inf _|Start scheduled stop warning Disable | Disable Enable - - - -
0504 Inf__|Stop warning N n Enable 0110 Inf  [Non-inverter operation Disable | Disable
0505 | Inf |irreversible: Scheduled stop Enable* | Disable | Enable 0111 Inf  [Bypass operation Disable | Disable
0506 Inf__|Irreversible: Remo. Stop Enable* | Disable Enable 0112 Inf  [Non-bypass operation Disable | Disable
0507 | War _[Irreversible: Power failure Enable* | Disable Enable 0113 Inf  [Battery operation Disable | Disable
0508 [ War [Irreversible: Low batt. Volt. Enable* | Disable Enable 0114 Inf  [Non-battery operation Disable | Disable
0510 Inf _|Exec. pre-shutdO\_Nn operation Disable D?sable Disable 0115 Inf _|Standing by Disable | Disable
0511 Inf__|Shutdown executlc.)n . Enable* | Disable Enable 0116 Inf_|Non-standing by Disable | Disable
0512 Inf Batt.-replace wgrnmg time Enable Epable Enable 0117 Inf_[Waiting for UPS stop Disable | Disabie
0518 | War _[Irreversible: Serial error Enable* | Disable Enable
0552 Inf__|Output circuit on N N Disable™’ 0118 Inf  [Waiting for non-UPS stop Disable | Disable
0562 | War |irreversible: Major breakdown Enable* | Disable | Enable 0119 | War |Battery life Enable | Enable
0563 | War_[Irreversible: Overload Enable* [ Disable [ Enable 0120 | Inf [Normal battery Enable | Enable
0652 | War [Irreversible: UPS temp. trouble Enable* | Disable Enable 0121 War [Low battery voltage Disable | Disable
0653 | War [Irreversible: Load factor abnormal | Enable* | Disable Enable 0122 Inf  [Normal battery voltage Disable | Disable
0654 | War [Irreversible: Input volt abnormal Enable* | Disable Enable 0123 Inf _|Battery test Disable | Disable
0655 | War _|Irreversible: Ext-meas. abnormal Enable* | Disable Enable 0124 Inf_[Non-battery test Disable | Disable
0125 Inf  |Battery test is possible Disable | Disable
0126 Inf  [Battery test is impossible Disable | Disable
0127 | War |Overload Enable | Enable
0128 Inf  [Load normal Enable | Enable
0129 | War |Battery temperature trouble | Enable | Enable
If you want to execute the script when the UPS output is turned ON, enable 0130 Inf _|Battery temperature normal | Enable | Enable
the event No. 0106 "Output ON" for the UP$ wi_thout power distribu_tion 0131 Err_|Battery charger breakdown | Enable | Enable
control, or enable event No. 0552 "Output circuit on" for the UPS with power
e Eonill 0132 Inf  [Battery charger normal Enable | Enable
0133 Err  |Fin temperature trouble Enable | Enable
0134 Inf  [Fin temperature normal Enable | Enable
0135 Err  |Fan breakdown Enable | Enable
0136 Inf  [Fan normal Enable | Enable
**About Major breakdown and Minor breakdown/ 0137 | War |Bypass breaker OFF Enable | Enable
. - 0138 Inf  |Bypass breaker ON Enable | Enable
MaJor_breakdown and Mlnc_)r breakdoyv_n e follgws: . 0139 | War |Arrester breakdown Enable | Enable
Major breakdown : Failure condition of non-inverter operation
Minor breakdown : Inverter operational possible fault conditions st Inf__|Normal arrester Enable | Enable
Failure conditions may vary depending on the UPS. 0145 | War |UPS system OFF Enable | Disable
For information on the UPS failure, please refer to UPS instruction 0146 Inf  [UPS system ON Enable | Disable
manual. 0147 Inf  [Changes UPS operation Enable | Disable
mode




Advanced settings (UPS control)

E&gﬁt lt;:aoe SV ETE recla?ging traEsrrr?izlslion E&gﬁt !(%Oe SR T recl;)?(?ing trarlfsrmggion
0201 | War |Internal com. trouble Enable | Disable 0522 | War |Clock Setting failure Enable | Disable
0202 Inf [Int. com. trouble recovered Enable | Disable 0552 | Inf [Output circuit on Enable | Disable
0203 | War [LAN communication trouble Disable | Disable 0553 | Inf |Output circuit off Enable | Disable
0204 Inf [LAN com. trouble recovered Disable | Disable 0568 | Inf [Finished battery test(Pass) Enable | Disable
0205 | War |Address conversion failure Enable | Disable 0569 | Err [Finished battery test(Warning) Enable | Disable
0206 Inf [UPS grp. info. delivering success Disable | Disable 0570 | War |Finished battery test(Error) Enable | Disable
0207 | War | UPS grp. info. delivering failure Enable | Disable 0571 | War [Finished battery test(Abort) Enable | Disable
0208 Inf [UPS communication success Disable | Disable 0572 | War [Finished battery test(Unknown) Enable | Disable
0209 | War |UPS communication failure Enable | Disable 0573 | Inf |Shutdown test over Enable -
0210 | War [Duplicate IPv6 address Enable | Disable 0574 | Inf [Shutdown test success Enable -
0301 Inf [Reception of UPS stop request Enable* | Disable 0575 | War [Shutdown test failure Enable -
0302 Inf |Reception of UPS start req. Enable*| Disable 0577 | Inf |Execute link-start Enable | Disable
0303 Inf [Rec. battery test start req. Enable | Disable 0650 | Inf |Measured data collecting start Enable | Disable
0304 Inf [Rec. battery test stop req. Enable | Disable 0651 | Inf |Measured data collecting stop Enable | Disable
0305 Inf [Rec. bypass switching req. Enable | Disable 0656 | War |UPS temp. max deviation occur(C) | Enable | Disable
0306 Inf [Rec. inverter switching req. Enable | Disable 0657 | Inf |UPS temp. max deviation recov.(C) | Enable | Disable
0307 Inf |Rec. Program update request Enable | Disable 0658 | War |UPS temp. max deviation occur(W) | Enable | Disable
0308 Inf [Session confirmed Disable | Disable 0659 | Inf |UPS temp. max deviation recov.(W) | Enable | Disable
0309 Inf |Rec. session releasing req. Disable | Disable 0660 | War |UPS temp. min deviation occur(C) | Enable | Disable
0310 | War |[lllegal access Enable | Disable 0661 | Inf |UPS temp. min deviation recov.(C) | Enable | Disable
0311 | War |Request protocol error Disable | Disable 0662 | War |UPS temp. min deviation occur(W) | Enable | Disable
0320 Inf [Functional Test req. reception Enable* - 0663 | Inf |UPS temp. min deviation recov.(W) | Enable | Disable
0321 Inf [Status request E-Mail receiving Disable - 0664 | War |Load(%) max deviation occur(C) Enable | Disable
0322 | War [E-Mail reception failure Enable - 0665 | Inf |Load(%) max deviation recov.(C) Enable | Disable
0351 Inf [Reception of output ON req. Enable*| Disable 0666 | War |Load(%) max deviation occur(W) Enable | Disable
0352 Inf [Reception of output OFF req. Enable* | Disable 0667 | Inf |Load(%) max deviation recov.(W) Enable | Disable
0353 Inf [Reception of reboot request Enable*| Disable 0668 | War |Load(%) min deviation occur(C) Enable | Disable
0354 Inf [Received link-start possible Disable | Disable 0669 | Inf |Load(%) min deviation occur(C) Enable | Disable
0355 Inf [Received link-start impossible Enable | Disable 0670 | War [Load(%) min deviation occur(W) Enable | Disable
0401 Inf |Finished sending E-Mail Disable - 0671 | Inf |Load(%) min deviation recov.(W) Enable | Disable
0402 | War |Failed to send E-Mail Enable - 0672 | War |Input(V) max deviation occur(C) Enable | Disable
0403 Inf |Finished sending SNMP-Trap Disable | Disable 0673 | Inf |Input(V ) max deviation recov.(C) Enable | Disable
0404 | War |Failed to send SNMP-Trap Enable | Disable 0674 | War |Input(V ) max deviation occur(W) Enable | Disable
0405 Inf |Finished sending Script Disable | Disable 0675 | Inf |Input( ) max deviation recov.(W) Enable | Disable
0406 | Err [Failed to send Script Enable | Disable 0676 | War [Input(V) min deviation occur(C) Enable | Disable
0407 Inf [UPS stop (serial) Enable | Disable 0677 | Inf |Input(V) min deviation recov.(C) Enable | Disable
0408 | Inf [UPS start (serial) Enable | Disable 0678 | War [Input(V) min deviation recov.(C) Enable | Disable
0409 Inf [Battery test start (serial) Disable | Disable 0679 | Inf |Input(V) min deviation recov.(C) Enable | Disable
0410 | Inf [Battery test stop (serial) Disable | Disable 0680 | War |Ext-meas. max deviation occur(C) | Enable | Disable
0411 Inf |Bypass switch (serial) Disable | Disable 0681 | Inf [Ext-meas. max deviation occur(C) | Enable | Disable
0412 Inf [Inverter switch (serial) Disable | Disable 0682 | War [Ext-meas. max deviation occur(W) | Enable | Disable
0413 Inf |Session releasing notice Disable | Disable 0683 | Inf |Ext-meas. max deviation recov.(W) | Enable | Disable
0414 | Err ]Access denied Enable*| Disable 0684 | War [Ext-meas. min deviation occur(C) Enable | Disable
0415 Inf |SYSLOG sending success Disable | Disable 0685 | Inf [Ext-meas. min deviation recov.(C) Enable | Disable
0416 | War |SYSLOG sending failure Enable | Disable 0686 | War [Ext-meas. min deviation occur(W) | Enable | Disable
0501 Inf |Cold start Enable*| Disable 0687 | Inf [Ext-meas. min deviation recov.(W) | Enable | Disable
0502 Inf |Scheduled startup Enable*| Disable 0688 | War |Ext-meas. communication trouble Enable | Disable
0513 Inf |Clock setting change Disable | Disable 0689 | Inf |Ext-meas. com. trouble recovered | Enable | Disable
0514 Inf [Setting change*? Enable | Disable 0690 | war |Ext-meas. meas val trouble Enable | Disable
0515 | Inf [PC/WS start up Disable | Disable 0691 | Inf |Ext-meas. meas val trouble recov. | Enable | Disable
0516 Inf [PC /WS stop Disable | Disable 0692 | war |Self test trouble Enable | Disable
0520 | Inf [Setting Info. update complete Enable | Disable 0693 | Inf |Self test normal Disable| Disable
0521 | War [Setting Info. update failure Enable | Disable

0522 | War |Clock Setting failure Enable | Disable

A4
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E-mail information

Account information

Contact signal polarity information

Clock information

19-16

Service information

3-0

System control information

Encryption information

System management information

External measurement management information

Connected device information

23-20

(Unused) < Condition of scheduled operation
~

(Unused) Scheduled operation information

(Unused) Time synchronization information

Automatic battery check information

Statistical graph display information

SSH information

Log event information

27-24

SSH public key information

11-8

Event message information

Syslog information

WS login script information

S

Measurement data

WS event script information

Redundancy related

E-mail notification information

31-28

SSH client information

15-12

SNMP information

(Unused)

Threshold information

*?About setting change events

Upper 16 bits

Changed setting item

Lower 16 bits

Changed setting item

Each bit of 32 bits is assigned to settable items, and 1 is set to the bit whose corresponding item has been changed. Bits

“0x??7?7???7?7?” (hexadecimal notation) in the details of setting change events indicates the item that has been changed.
are assigned as follows.

Contact us for details of each item.

(Weekly or Specified date) are changed

Details: 0x00000002
Details: 0x00000060

(Example 2) When the condition of scheduled operation (Enable/Disable) and scheduled operation information

(Example 1) When clock information is changed



Appendix C. LIST OF INCOMING E-MAILS

The following lists incoming e-mails.

A. UPS status measurement information

O indicates a single-byte space. The subject is not case sensitive.

Request e-mail

Subject | UPSOStatusORequest

When using serial connection to the UPS

Response e-mail 1

Response e-mail 2

Subject | Re:UPS Status Request(UPS Condition) Re:UPS Status Request(UPS Meas. Value)
Body (Example) (Description) (Example) (Description)
[AC input voltage] [Status name] [Input Volt.]: [Measurement name]
: Normal : Status 109V : Measured value
[Bypass trouble] (Repeat as many as the | [Input Curr.] (Repeat as many as the
: Normal information items) 1 0.6A information items)

When using contact connection to the UPS

Response e-mail

Subject | Re:UPS Status Request

Body [AC input voltage]

: Normal (or Trouble)
[Battery voltage]

: Normal (or Decline)

B. Device location information

O indicates a single-byte space. The subject is not case sensitive.

Request e-mail
Subject | SettingORequest
Response e-mail
Subject | Re:Setting Request
Body (Example) (Description)
[IP Address] [IP Address]
:172.30.3.40 : IPv4 address (XXX XXX XXX.XXX)
: fd00::1 : IPv6 address (XXXX:XXXX:XXXX:XXXX)
1 fe80:: X XXX XXX X: XXX X XXXX 2 IPV6 link local address (XXXX:XXXX:XXXX:XXXX)
[MAC Address] [MAC Address]
: 00-E0-4E-00-00-01 : MAC address (XX-XX-XX-XX-XX-XX)
[ROM Ver] [ROM Ver.]
- PO010533A : ROM program version (POOXXXXX)
b(M t) Vi [Web(Management) Ver.]
ngog Oggi'g&emen ) verl : Web management tool version (POOXXXXX)
[Web(Viewer) Ver] [Web(Viewer) Ver]
 PO010705A : Web display tool version (POOXXXXX)




C. Event log information (latest 10 records)

Select the format of event log information (latest 10 records) you want from the following table and enter it to the subject of the

request e-mail.

Subject

Description

Log[JRequest

The latest 10 records of the event log is written in the body of the reply e-mail.

LogdRequest—f

The latest 10 records of the event log is attached as a file "upslog.txt" to the reply e-mail.

E-mail subject example

O indicates a single-byte space. The subject is not case sensitive.

Request e-mail

Subject | LogCRequest

Response e-mail

Subject | Re:Log Request

Body (Example) | (Description)*
Type No. Event Name DateTime Address Detail Type: Event type

No.: Event Number
Inf 0514 Setting change 2014/08/05 09:28:46 172.30.1.179  0x10000000 . Event Name: Event name
Inf 0650 Measured data collecting start 2014/08/05 09:28:45 DateTime: Date and time
Inf 0514 Setting change 2014/08/05 09:28:30 172.30.1.179  0x00010000 'Address: Related address
Inf 0320 Functional Test req. reception 2014/08/05 09:28:25 172.30.1.179  POP3 Detail: Details
Inf 0320 Functional Test req. reception 2014/08/05 09:28:21 172.30.1.179  SMTP
Inf 0514 Setting change 2014/08/05 09:27:39 172.30.1.179  0x00000082 (The latest 10 items in
Inf 0514 Setting change 2014/08/05 09:27:39 172.30.1.179  0x00000002 ' descending order)
Inf 0514 Setting change 2014/08/05 09:28:01 172.30.1.179  0x00000082
Inf 0512 Batt.-replace warning time 2014/08/05 09:27:27 0 months before
Inf 0514 Setting change 2014/08/05 09:27:23 0x00000004
* Items in the attached file "upslog.txt" are the same.

D. Event log information (all)

Select the format of event log information (all records) you want from the following table and enter it to the subject of the request

e-mail.

Subject

Description

Log[ORequestIAll

All records (max 1,000 records) in the event log is written in the body of the reply e-mail.

LogdRequestTJAIIO-f

All records (max 1,000 records) in the event log is attached as a file "upslog.txt" to the reply e-mail.

E-mail subject example

O indicates a single-byte space. The subject is not case sensitive.

Request e-mail

Subject | Log[IRequestAIl

Response e-mail

Subject | Re: LogldRequestdAll

Body (Example) (Description)*
Type No. Event Name DateTime Address Detail Type: Event type

No.: Event Number
Inf 0514 Setting change 2014/08/05 09:28:46 172.30.1.179  0x10000000 :Event Name: Event name
Inf 0650 Measured data collecting start 2014/08/05 09:28:45 DateTime: Date and time
Inf 0514 Setting change 2014/08/05 09:28:30 172.30.1.179  0x00010000 :Address: Related address
Inf 0320 Functional Test req. reception 2014/08/05 09:28:25 172.30.1.179  POP3 Detail: Details
Inf 0320 Functional Test req. reception 2014/08/05 09:28:21 172.30.1.179  SMTP
Inf 0514 Setting change 2014/08/05 09:27:39 172.30.1.179  0x00000082 : (1,000 records in
Inf 0514 Setting change 2014/08/05 09:27:39 172.30.1.179  0x00000002 : descending order)
Inf 0514 Setting change 2014/08/05 09:27:23 0x00000004
* Items in the attached file "upslog.txt" are the same.




E. UPS information

O indicates a single-byte space. The subject is not case sensitive.

Request e-mail

Subject

UPSOInfoORequest

When using serial connection to the UPS

Response e-mail

Subject

Re:UPS Info Request

Body

(Example)

(Description)

[Style]

1 E11A102_A001
[Controlled part Ver.]
112

[Input phase]

1

tOutput phase]
1

[Bypass phase]

[Rated input voltage]
1100V

[Rated output voltage]
1100V

[Rated capacity]

1 1.0kVA

[Rated backup time]
1 15min

[Number of outlet]
[Constant output]
:No

[Result of battery test]

: Normal finish

[Date of battery test]

: 13/04/25/ 20:43:35

[Number of power failure]

: 8times

[Battery life]

: 42459hour

[UPS operation estimated time]
: 9386hour

[Battery operation estimated time]
: 509sec

[Serial No.]
: None

[Style]

: Style (max. 16 bytes)
[Controlled part Ver.]

: Version No. (XX)

[Input phase]

: Input phase

[Output phase]

: Output phase

[Bypass phase]

: Bypass phase

[Rated input voltage]

: Rated input voltage (V)
[Rated output voltage]

: Rated output voltage (V)
[Rated capacity]

: Rated capacity (kVA)
[Rated backup time]

: Rated backup time (minutes)
[Number of outlet]

: Number of outputs
[Constant output]

: Constant output (Yes/No)

[Result of battery test]

: Result of the battery test*

[Date of battery test]

: Battery test date and time (YY/MM/DD HH:MM:SS)
[Number of power failure]

: Number of power failures

[Battery life]

: Remaining battery life (hours)

[UPS operation estimated time]

: Accumulated UPS operation time (hours)
[Battery operation estimated time]

: Accumulated battery operation time (seconds)

[Serial No.]
: Serial number (max. 12 bytes) — "None" is the information is not
available

* Result of the battery test
= Unknown, Normal finish, Abnormal finish, Error, Test stop, or Testing

When using contact connection to the UPS

Response e-mail

Subject

Re:UPS Info Request

Body

No Data




F. Summary data

Enter one of the following subjects to specify the data you want.
A response e-mail with an attached "csv" file will be returned.

Subject

Description

HourdORequestOAlIO-fOfilename

Hourly summary data (all)

HourORequestOyymmddO-fOfilename

Hourly summary data (daily)

DayORequestOAlIO-fOfilename

Daily summary data (all)

DayORequestOyymmO-ffilename

Daily summary data (monthly)

MonORequestOAIIO-fO-filename

Monthly summary data (all)

MonORequestOyyO-fOfilename

Monthly summary data (annual)

Notes on entering the subject )

e O indicates a single-byte space. The subject is not case sensitive.
e yymmdd indicates the year, month, and day. yy: The last 2 digits of the year, mm: Month in 2 digits, dd: Day in 2 digits.
o Specify any file name as the filename. Omit the filename when it is not being specified.

Enter the file name with single-byte alphanumeric characters, and keep the length of the subject within 76 characters including

the file name.

Example: Requesting summary data for November 5,

2012 in file named "DATA_2012_Nov-05.csv".

Request e-mail

Subject

HourORequestd1211050-fODATA-2012-Nov-05.csv

Response e-mail

Subject Re: Hour Request 121105 —f DATA.

-2012-Nov-05.csv

Body (Example)

DATA-2012-Nov-05.csv

No Data

(Description)
Afile is attached if there is any applicable summary data.
The e-mail body contains the file name.

The body contains the text on the left and no file is attached if there is no

applicable summary data.

Attached file DATA-2012-Nov-05.csv

hour_121105.csv

A file with the specified name is attached.

See the following "Displayed contents of the summary data" for the

contents of the attached file.
A file with the name on the left is attached if the file name was not
specified.

Displayed contents of the summary data

The title row in the summary data describes the summary date and time, data type, and the type of the measured values.

The following describes the contents.

YYYY/MM/DD HH:MM:SS

Input_V* _ ave

L

Indicates the type of the measured value.
ave : Average
max_time : Time when the largest value was measured
max : Largest value
min_time : Time when the smallest value was measured
min : Smallest value

Indicates the type of the summary value.

Input_V* : Input voltage *

Input_Hz . Input frequency

Output_V* : Output voltage * I/0 is multiple phase.
Output_Ax : Output current *

Output_kW : Output power

Output_Hz : Output frequency

Load_factor  : Load factor
Ambient_temp : Ambient temperature
Battery_temp : Battery temperature
Output_kWh : Output power

Displays the year, month, day, hour, minute, and second.

* 1 to 3 is displayed in the place of "*" when the



LAN interface card that can be
connected to a sensor.

The following is displayed on the title row of sensor measurement values in the summary data.

Meas1_ave_6000000019883242(C)

Indicates the unit of measured values.

(C): Temperature
(%): Humidity

Indicates the sensor ID.

of the following:
ave: Average
max: Largest value
min:  Smallest value

Displayed when the measured value is one

Indicates the type of the measured value.

ave : Average
max_time : Time when the largest value was measured*
max : Largest value

min_time : Time when the smallest value was measured*
min : Smallest value

Indicates summary data of sensor measurement values.
A number is assigned in the display order specified when
the sensor was registered.

Meas1 to 16 are displayed regardless of the number of
registered sensors.

The sensor ID is displayed after measured values if a

* The sensor ID and unit are not displayed
for the time when the largest value was
measured and time when the smallest
value was measured.

sensor is registered.

G. Sensor status measurement information

O indicates a single-byte space. The subject is not case sensitive.

Request e-mail

Subject | SensorOStatusORequest

Response e-mail 1

Response e-mail 2

Re:Sensor Status Request(Sensor Meas. Value)

Subject | Re:Sensor Status Request(Sensor Condition)
Body (Example) (Description)
[Sensor01] [Meas. name] *'
: Normal : Status*?
[Sensor02] (Repeat as many as the
: Com. Error registered sensors)
[Sensor03]
: Meas. Value Error
[Sensor04]
: Unknown
*3

(Example) (Description)
[Sensor01] [Meas. name] *'
:255C : Measured value and units
[Sensor02] (Repeat as many as the
:60% RH registered sensors)
[Sensor03]
[Sensor04]

*3

*1 Displays the "Meas. name" you entered when registering the sensor.

*2 The status is displayed as follows.

Normal / Unknown / Com. Error (communications error) / Meas. Value Error (measured value error) /
*3 "No Data" is returned in the e-mail body when there is no data or no sensor is connected.
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Event notification emails

When an event generates a change of status or a setting change in a UPS, a notification email is sent in the following
format.

If multiple events occur within the e-mail sending delaying time, all events are sent in one batch.

Notification e-mail

Body (Example) (Description)
The following events occurred. The following events occurred.
Setting change 2014/04/01 01:02:03> <192.168.1.2> <0x00000002> : Event name <date-time> <related address> <Event detail>

Mail Address :ups@syroot Mail Address :UPS mail address
Location:1F Location:UPS location information
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Appendix D. WS SCRIPT ERROR CODES

(1/2)
E;joer Error description Check item Check item in the case of OpenSSH
30000 |Failed to decode the public key for host|Check the public key type for host authentication specified

authentication

on the device for WS(SSH) devices.

60000

Failed to decode the private key for
client authentication

Check the private key type for user authentication
specified on the device for WS(SSH) devices.

87101 |Algorithm discrepancy There is a discrepancy in the key exchange algorithm used| <sshd_config >
when certifying from the LAN interface card on the host|Add
side. diffie-hellman-group1-sha1 or
Check that "diffie-hellman-group1-sha1" or diffie-hellman-group-exchange
"diffie-hellman-group-exchange" is enabled for the key
exchange algorithm.
There is a discrepancy in the encryption algorithm used| <sshd_config>
when certifying from the LAN interface card on the host|Ciphers aes256-ctr,aes128-ctr
side. !
Check that "aes128-cbc”, "3des-cbc”, or "arcfour" is|Ciphers aes256-ctr,aes128-ctr,aes128-cbc
enabled for the encryption algorithm. (Add either 3des-cbc, aes128-cbc, aes192-cbc,
aes256-cbc or arcfour)
87106 |Failed to authenticate host because the|Received a host key that is different from the one
key length was not supported registered to this device, or a host key whose length is
other than the supported length (1024 or 2048 bits).
Check the host key on the SSH server.
This error occurs when the above mentioned host key is
received even if host authentication is not specified.
87110 |Receive buffer error Received a large banner from the SSH server. Stop the|<sshd_config>
banner if banners are sent. Banner banner_file_name
#Banner banner_file_name
(Comment out)
87118 |Failed to authenticate client Check the account and password if using password
authentication.
Check the account and user authentication key if using|Check that the public key for user
public key authentication. authentication is registered to authorized_keys.
Check if password authentication is permitted. <sshd_config>
PasswordAuthentication no
PasswordAuthentication yes
Check if an empty password is permitted in the case where|<sshd_config>
password authentication with no password is specified. PermitEmptyPasswords no
|
PermitEmptyPasswords yes
If you are using root to log in, check if password <sshd_config>
authentication and public key authentication are PermitRootLogin no
configured to permit root to log in.
PermitRootLogin yes
If you are using root to log in, check if password <sshd_config>
authentication is configured to permit root to log in. PermitRootLogin without-password
PermitRootLogin yes
Check if any specific user is prohibited to log in. <sshd_config>
DenyUser user_name
#DenyUser user_name (comment out)
Check if login is permitted even if the private key has the|<sshd_config>
wrong permissions in host authentication. StrictModes yes
StrictModes no
87119 |Banner reception error Stop the banner if banners are sent. <sshd_config>
Banner banner_file_name
#Banner banner_file_name
(Comment out)
87131 |Discrepancy in group value during key|If the group being used by the host at the time of key

exchange

exchange does not support 1024 bit, add a 1024 bit group.

Adding a 1024 bit group

# cd /etc/ssh

# ssh-keygen —G moduli_tmp1 —b 1024

# ssh-keygen —T moduli_tmp2 —f moduli_tmp1
# cat moduli moduli_tmp2 > moduli

Delete the moduli_tmp1 and moduli_tmp2.
Restart sshd deamon.
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(2/2)

Ecr’rdoer Error description Check item Check item in the case of OpenSSH
87138 |Received a disconnection request Exceeded the number of authentication retries. <sshd_config>

#MaxAuthTries 2
(When commented out, the default value is 6)

87140

No corresponding key in the public key
cache

The public key for host authentication differs from the
configuration.

<sshd_config>
Specify one of the following to match the type
of public key for host authentication.

HostKeyO/etc/ssh/ssh_host_rsa_key
or
HostKey[O/etc/ssh/ssh_host_dsa_key

87142

Unsupported SSH version

SSH-2 is not supported.
Check the SSH version.

<sshd_config>
Protocol 1

Protocol 2

Unsupported encryption algorithm.

<sshd_config>
Chiphers blowfish-cbc,cast128-cbc

|
#Chiphers blowfish-cbc,cast128-cbc
(Comment out)

An SSH-1 key is used as the host public key.

<sshd_config>
HostKeyO/etc/ssh/ssh_host_key
!
Uncomment one of the following.
HostKey[O/etc/ssh/ssh_host_rsa_key
or
HostKey[O/etc/ssh/ssh_host_dsa_key

87143

SSH hostkey error

Check that the SSH hostkey settings are correct.
When pasting a SSH hostkey, make sure that it is pasted
correctly.

89001 |Socket transmission error Check if the daemon is operating at the connection
destination.
Specify a longer login grace time in the daemon <sshd_config>
configuration file at the connection destination. LoginGraceTime 1200
When ClientAlivelnterval is enabled at the destination,|<sshd_config>
disable it, or change the confirmation interval and number|ClientAlivelnterval 0
of confirmation times to larger values. (When setting is disabled.)
Or change the authentication method to password
authentication or challenge/response authentication. ClientAlivelnterval 120
ClientAliveCountMax 10
(When settings use large values)
Check the communication environment.
89002 |Socket reception error Check if the daemon is operating at the connection
destination.
Specify a longer login grace time in the daemon <sshd_config>
configuration file at the connection destination. LoginGraceTime 1200
Check the communication environment.
89003 [Socket timeout Check if the daemon is operating at the connection
destination.
Specify a longer login grace time in the daemon <sshd_config>
configuration file at the connection destination. LoginGraceTime 1200
The support value for clientGroupBits for the DH key|<sshd_config>
exchange system is not supported. KexAlgorithms
When the KexAlgorithms value on the host is a setting that| diffie-hellman-group-exchange-sha1,
uses "diffie-hellman-group-exchange-sha1", set so that it| diffie-hellman-group1-sha1
does not use "diffie-hellman-group-exchange-sha1". l
(This may be supported depending on the OS or the|KexAlgorithms diffie-hellman-group1-sha1
OpenSSH version being used.)
Delete “diffie-hellman-group-exchange-sha1”
When disconnected by a Client Alive Message, change or|<sshd_config>
disable the count values (timeout value and count value). |Change the default values for
ClientAlivelnterval and ClientAliveCountMax.
Or disable them.
ClientAlivelnterval 0 (Setting is disables)
Check the communication environment.
Others - Please contact us.

A-13



Appendix E. LIST OF PRIVATE MIBS

Common OIDs:

.iso(1). org(3). dod(6). internet(1). private(4). enterprises(1). sanyoEnterpriseMIB(3465)

About access privileges>

The following abbreviations are used for access privileges.

RO: Read-only, RW: Read-write, NA: Not-accessible, AFN: Accessible-for-notify
(1/8)
OID ID name Syntax Apgess Description
privilege
41 exUpsObjects - - -
41.1 exUpsManage - - UPS management software
41.1.1 exUpsManageMibVer DisplayString(SIZE(0..2)) RO |MIB version (Tens place: Major, Ones place: Minor)
41.1.2 exUpsManageSetCounter Counter RO  |Configuration modification counter
41.1.3 exUpsManageType INTEGER { RO |Device type
unknown(1), 1: Unknown
lanCard(2), 2: LAN card (this product is fixed to LAN card)
software(3), 3: UPS management software
41.1.4 exUpsManageCurrentTime DisplayString(SIZE(0..19)) RO  |Current time of the LAN card (yyyy/mm/dd hh:mm:ss)
41.1.5 exUpsManageNextStartTime  |DisplayString(SIZE(0..19)) RO  [Next start-up time (yyyy/mm/dd hh:mm:ss)
(Default "0000/00/00 00:00:00")
41.1.6 exUpsManageNextStopTime  |DisplayString(SIZE(0..19)) RO  |Next shutdown time (yyyy/mm/dd hh:mm:ss)
(Default "0000/00/00 00:00:00")
41.1.7 exUpsManageCommunicationS|INTEGER { RO  |Communication status with the UPS control section
tatus unknown(1), 1: Unknown
abnormal(2), 2: Error
normal(3) 3: Normal
41.1.8 exUpsManageDeviceCount NonNegativelnteger RO  |Number of connected devices
41.1.9 exUpsManageDeviceTable - NA  [Connected device table
41.1.9.1 exUpsManageDeviceEntry - NA  |[Entry
41.1.9.1.1.(index) exUpsManageDevicelndex Positivelnteger RO  |Index (device number)
41.1.9.1.2.(index) exUpsManageDeviceType INTEGER { RO |Device type
unknown(1), 1: Unknown
pcSoftwareNetwork(2), 2: PC (network connection)
wsTelnet(3), 3: WS (Telnet connection)
wsSoftwareNetwork(4), 4: WS (network connection)
etc(5), 5: ETC connection
pcLanCardContact(6), 6: PC (LAN I/F card contact connection)
wsLanCardLogin(8), 8: WS (LAN I/F card login connection)
pcServerSerial(9), 9: PC (serial connection server)
wsServerSerial(10), 10: WS (serial connection server)
pcServerContact(11), 11: PC (contact connection server)
wsServerContact(12), 12: WS (contact connection server)
wsSsh(13) 13: WS (SSH connection)
41.1.9.1.3.(index) exUpsManageDeviceName DisplayString(SIZE(0..64)) RO  |IP address (host name)
41.1.9.1.4.(index) exUpsManageDevicelLocation |DisplayString(SIZE(0..128)) RO  |Location
41.1.9.1.5.(index) exUpsManageDeviceComment |DisplayString(SIZE(0..128)) RO  |Comment
41.1.9.1.6.(index) exUpsManageDeviceOutletNu [NonNegativelnteger RO  |Outlet number (0 is constant output)
mber
41.1.9.1.7 (index) exUpsManageDeviceStatus INTEGER { RO  |Operational status
unknown(1), 1: Unknown
stop(2), 2: Shut down
operating(3), 3: Started
error(4), 4: Error
shuttingDown(5), 5: Shutting down
testingShutdown(6) 6: Testing a shutdown
41.1.9.1.8.(index) exUpsManageDeviceWolCond [INTEGER { RO |Wake On Lan conditions (used for the UPS management
enabled(1), software, Telnet connection, and SSH connection)
disabled(2)
41.1.9.1.9.(index) exUpsManageDeviceWolDelay INTEGER(0..65535) RO  |Wake On Lan transmission delay time (10 to 65535 seconds)
Time
exUpsManageProgVer DisplayString(SIZE(0..63)) RO |LAN card program version
exUpsManageCommunicationP|DisplayString(SIZE(0..2)) RO  |Protocol version of communications with the UPS control
rotocolVer section (Tens place: Major, Ones place: Minor)
exUpsManagel ocation DisplayString(SIZE(0..128)) RW  |Location
exUpsManageComment DisplayString(SIZE(0..128)) RW  |Comment
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41.1.14 exUpsManageControlSetting UPS management software - UPS control configuration
41.1.14.1 exUpsManageControlTrigger UPS management software - UPS control configuration -
shutdown trigger
41.1.14.1.1 exUpsManageCtriTrgPowFailC INTEGER(10..65535) RW  [Power failure confirmation time (10 to 65535 seconds)
onfTime
41.1.14.1.2 exUpsManageCtriTrgPowFailC INTEGER { RW  |Shutdown conditions at a power failure (constant output)
ond0 enabled(1), 1: Enable
disabled(2) 2: Disable
41.1.14.1.3 exUpsManageCtrITrgPowFailC INTEGER { RW  |Shutdown conditions at a power failure (OUTLET1)
ond1 enabled(1), 1: Enable
disabled(2) 2: Disable
41.1.141.4 exUpsManageCtrITrgPowFailC INTEGER { RW  |Shutdown conditions at a power failure (OUTLET2)
ond2 enabled(1), 1: Enable
disabled(2) 2: Disable
41.1.14.1.5 exUpsManageCtriTrgBattLowC INTEGER { RW  [Shutdown at low battery voltage
ond enabled(1), 1: Enable
disabled(2) 2: Disable
41.1.14.1.6 exUpsManageCtrITrgUnderBku INTEGER(0..999) RW  [Backups time (Estimated battery time) (0 to 999 minutes)
pTime
41.1.141.7 exUpsManageCtrITrgMjBrkCon INTEGER { RW  |Shutdown conditions at a major breakdown
d enabled(1), 1: Enable
disabled(2) 2: Disable
41.1.14.1.8 exUpsManageCtrITrgMjBrkCon INTEGER(10..65535) RW  |Major breakdown confirmation time (10 to 65535 seconds)
fTime
41.1.14.1.9 exUpsManageCtrITrgOvrLoadC|INTEGER { RW  |Shutdown conditions at an overload
ond enabled(1), 1: Enable
disabled(2) 2: Disable
41.1.14.1.10 exUpsManageCitrITrgOvrLoadC|INTEGER(10..65535) RW  [Overload confirmation time (10 to 65535 seconds)
onfTime
41.1.14.2 exUpsManageControlParamete UPS management software - UPS control configuration -
r parameter
41.1.14.2.1 exUpsManageCtrlIParamShutd INTEGER(0..65535) RW  [Shutdown delay time (0 to 65535 seconds)
Delay
41.1.14.2.2 exUpsManageCtrIParamUpsAu|INTEGER(0..65535) RW  |UPS automatic shutdown delay time (0 to 65535 seconds)
toStopTime
41.1.14.2.3 exUpsManageCtrIParamUpsAu(INTEGER { RW  |UPS automatic shutdown conditions
toStopCond enabled(1), 1: Enable
disabled(2) 2: Disable
41.1.14.2.4 exUpsManageCtrIParamUpsAu|INTEGER { RW  [UPS automatic start-up conditions
toStartCond enabled(1), 1: Enable
disabled(2) 2: Disable
41.1.14.2.5 exUpsManageCtrIParamUpsAu(INTEGER(0..100) RW  |Automatic start-up conditions at power restoration (0 to 100%)
toStartBattCharge 0: Disable
2 to 100: Enable
41.1.14.2.6 exUpsManageCtrIParamUpsSt INTEGER(0..65535) RW  |Output OFF delay for OUPUT1 (0 to 65535 seconds)
opDelayOutput1
41.1.14.2.7 exUpsManageCtriIParamUpsSt INTEGER(0..65535) RW  [Output OFF delay for OUPUT2 (0 to 65535 seconds)
opDelayOutput2
41.1.14.2.8 exUpsManageCtriIParamUpsSt INTEGER(0..65535) RW  [Output ON delay for OUPUT1 (0 to 65535 seconds)
artDelayOutput1
41.1.14.2.9 exUpsManageCtriIParamUpsSt INTEGER(0..65535) RW  [Output ON delay for OUPUT2 (0 to 65535 seconds)
artDelayOutput2
41.1.14.2.10 exUpsManageCtrIParamStopD INTEGER { RW  |Remove and scheduled shutdown delay conditions
elayCond enabledInfinity(1), 1: Repeat indefinitely
enabledSpecified(2), 2: Specified number
disabled(3) 3: Disable
41.1.14.2.11 exUpsManageCtrIParamStopD INTEGER(10..65535) RW  |Remote and scheduled shutdown delay time (10 to 65535
elayTime seconds)
41.1.14.2.12 exUpsManageCtrIParamStopD INTEGER(0..65535) RW  |Number of repeated delays for remote and scheduled shutdown
elayRepeat (0 to 65535 times)
41.1.14.2.13 exUpsManageCtrIParamindicat|INTEGER { RW  |Shutdown warning conditions
eCond enabled(1), 1: Enable
disabled(2) 2: Disable
41.1.14.2.14 exUpsManageCtrIParamindicatINTEGER(20..65535) RW  |Shutdown warning interval (20 to 65535 seconds)
elnterval
41.1.14.2.15 exUpsManageCtrIParamindicat|INTEGER(20..65535) RW  |Scheduled shutdown warning start time (20 to 65535 seconds)

elntervalSchd
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41.1.15 exUpsManageMonitoringMeas UPS management software - measured value deviation
urementsDeviate monitoring
41.1.15.1 exUpsManageMonMeasDeviat INTEGER { RW  |Measured value deviation monitoring
eCond enabled(1), 1: Enable
disabled(2) 2: Disable
41.1.15.2 exUpsManageMonMeasDeviat [NonNegativelnteger RO  |Number of items
eCnt
41.1.15.3 exUpsManageMonMeasDeviat - NA  [Table
eTable
41.1.15.3.1 exUpsManageMonMeasDeviat - NA  |Entry
eEntry
41.1.15.3.1.1.(index) |exUpsManageMonMeasDeviat |Positivelnteger RO  |Index
elndex
41.1.15.3.1.2.(index) |exUpsManageMonMeasDeviat |DisplayString(SIZE(0..16)) RO |Sensor ID
elD
41.1.15.3.1.3.(index) |exUpsManageMonMeasDeviat |DisplayString(SIZE(1..32)) RW  |Measured item name (load factor, UPS temperature, and input
eName voltage are fixed)
41.1.15.3.1.4.(index) |exUpsManageMonMeasDeviat |INTEGER { RO  [Type
eKind upsLoadFactor(1), 1: UPS load factor
upsBatteryTemperture(2), 2: UPS battery temperature
upsinputVoltage(3), 3: UPS input voltage
externalTempMeas(4), 4: External temperature
externalHumidityMeas(5) 5: External humidity
}
41.1.15.3.1.5.(index) |exUpsManageMonMeasDeviat [INTEGER { RW  |Units
eUnit percent(1), 1: %
degreeCelsius(2), 2:°C
rmsVolts(3), 3V
percentRelativeHumidity(4) 4: %RH
41.1.15.3.1.6.(index) |exUpsManageMonMeasDeviat |DisplayString(SIZE(0..128)) RW  |Location
eLocation
41.1.15.3.1.7.(index) |exUpsManageMonMeasDeviat |DisplayString(SIZE(0..128)) RW  [Comment
eComment
41.1.15.3.1.8.(index) |exUpsManageMonMeasDeviat INTEGER(-99999..999999) RW  |Display range maximum value ( -99999 to 999999)
eMaxDisplayRange
41.1.15.3.1.9.(index) |exUpsManageMonMeasDeviat INTEGER(-99999.. 999999) RW  [Display range minimum value ( -99999 to 999999)
eMinDisplayRange
41.1.15.3.1.10.(index) |exUpsManageMonMeasDeviat [INTEGER { RO  |Deviation status
eStatus normal(1), 1: Normal
deviationCaution(2), 2: Deviation (caution)
deviationWarning(3) 3: Deviation (warning)
41.1.15.3.1.11.(index) |exUpsManageMonMeasDeviat |Integer32 RO  |Measured value x 10
eData (-99999 if error or the data is not acquired)
41.1.15.3.1.12.(index) |exUpsManageMonMeasDeviat |INTEGER { RW  |Caution level deviation monitoring
eCautionCond enabled(1), 1: Enable
disabled(2) 2: Disable
41.1.15.3.1.13.(index) |exUpsManageMonMeasDeviat |INTEGER { RW  |Caution level deviation monitoring subject
eCautionTarget upperLimitOnly(1), 1: Upper limit only
lowerLimitOnly (2), 2: Lower limit only
upperLowerLimits(3) 3: Upper and lower limits
41.1.15.3.1.14.(index) |lexUpsManageMonMeasDeviat |INTEGER(-99999..999999) RW  |Normal upper limit of the caution level (-99999 to 999999)
eCautionMaxNormal
41.1.15.3.1.15.(index) |exUpsManageMonMeasDeviat |INTEGER(-99999..999999) RW  |Normal lower limit of the caution level (-99999 to 999999)
eCautionMinNormal
41.1.15.3.1.16.(index) |exUpsManageMonMeasDeviat |INTEGER { RW  |Warning level deviation monitoring
eWarningCond enabled(1), 1: Enable
disabled(2) 2: Disable
41.1.15.3.1.17.(index) |exUpsManageMonMeasDeviat |INTEGER { RW  [Warning level deviation monitoring subject
eWarningTarget upperLimitOnly(1), 1: Upper limit only
lowerLimitOnly (2), 2: Lower limit only
upperLowerLimits(3) 3: Upper and lower limits
41.1.15.3.1.18.(index) |exUpsManageMonMeasDeviat |INTEGER(-99999..999999) RW  |Normal upper limit of the warning level (-99999 to 999999)
eWarningMaxNormal
41.1.15.3.1.19.(index) |exUpsManageMonMeasDeviat |INTEGER(-99999..999999) RW  [Normal lower limit of the warning level (-99999 to 999999)
eWarningMinNormal
41.1.15.3.1.20.(index) |exUpsManageMonMeasDeviat |INTEGER { RW  |Shutdown at a warning level deviation
eWarningShutdown enabled(1), 1: Enable
disabled(2) 2: Disable
41.1.15.3.1.21.(index) |lexUpsManageMonMeasDeviat |INTEGER(0..65535) RW  |Confirmation time for a warning level deviation shutdown
eWarningShutdownDelay (0 to 65535 seconds)
41.1.15.3.1.22.(index) |exUpsManageMonMeasDeviat |INTEGER(0..999999) RW  |Hysteresis at the recovery (0 to 999999)

eHysteresis

A-16



(4/8)

OID ID name Syntax A_cgess Description
privilege
41.1.15.3.1.23.(index) |lexUpsManageMonMeasDeviat [INTEGER { RW  |UPS stop at a warning level deviation
eWarningUpsStopStart dontStopAndDontStart(1), 1: Don't stop / Don't start
stopAndDontStart(2), 2: Stop / Don't start
stopAndStart(3) 3: Stop / Start
41.1.16 exUpsManageEventLog UPS management software - event log display
41.1.16.1 exUpsManageEvtLogCnt NonNegativelnteger RO  |Number of event log items (latest 50 records)
41.1.16.2 exUpsManageEvtLogTable - NA  [Table
41.1.16.2.1 exUpsManageEvtLogEntry - NA  |Entry
41.1.16.2.1.1.(index) |exUpsManageEvtLoglndex Positivelnteger RO  |Index
41.1.16.2.1.2.(index) |exUpsManageEvtLogString DisplayString(SIZE(0..128)) RO  |Log (display in the specified language) Old-style format
41.1.16.2.1.2.(index) |ExUpsManageEvtLogStringVer |DisplayString(SIZE(0..256)) RO |Log (displayed in the specified language) IPv6 format
2
41.2 exUpsAlarm - - Alarm
41.2.1 exUpsAlarmPresent Gauge32 RO  |Number of alarms being raised
41.2.2 exUpsAlarmTable - NA  |Alarm table
41.2.2.1 exUpsAlarmEntry - NA  |Entry
41.2.2.1.1.(index) exUpsAlarmid Positivelnteger RO  [Sequence number
41.2.2.1.2.(index) exUpsAlarmDescr AutonomousType RO  |Alarm meaning (exUpsWellKnownAlarms)
41.2.2.1.3.(index) exUpsAlarmTime DisplayString(SIZE(0..19)) RO  |Alarm time (yyyy/mm/dd hh:mm:ss)
41.2.3 exUpsWellKnownAlarms
41.2.3.1 exUpsAlarmBatteryReplaceWar - - Passed the battery replacement warning period
ning
41.2.3.2 exUpsAlarmBatteryBad - - Remaining battery life is 0
41.2.3.3 exUpsAlarmOnBattery - - Operating on the battery
41.2.3.4 exUpsAlarmLowBattery - - Detected low battery voltage while operating on the battery
41.2.3.5 exUpsAlarmTempBad - - IAbnormal battery temperature (major breakdown)
41.2.3.6 exUpsAlarminputBad - - IAC input voltage and frequency deviation
41.2.3.7 exUpsAlarmOutputOverlLoad - - Output overload (including bypass switching)
41.2.3.8 exUpsAlarmOnBypass - - Bypass power supply
41.2.3.9 exUpsAlarmBypassBad - - IAC bypass voltage and frequency deviation
41.2.3.10 exUpsAlarmOutputOffAsReque - - \Waiting to shut down the UPS
sted
41.2.3.11 exUpsAlarmChargerFailed - - Charger failure (major breakdown)
41.2.3.12 exUpsAlarmUpsOutputOff - - UPS output OFF
41.2.3.13 exUpsAlarmFanFailure - - Fan failure (major breakdown)
41.2.3.14 exUpsAlarmFuseFailed - - Bypass breaker OFF (minor breakdown)
41.2.3.15 exUpsAlarmMajorBreakdown - - Major breakdown
41.2.3.16 exUpsAlarmMinorBreakdown Minor breakdown
41.2.3.17 exUpsAlarmCommunicationLos - - Serial communication internal error
t
41.2.3.18 exUpsAlarmShutdownPending - - Counting down the shutdown delay
41.2.3.19 exUpsAlarmTestinProgress - - Started the battery test
41.2.3.20 exUpsAlarmDeviationMeasure - - Measured value deviation (warning)
mentsWarning
41.2.3.21 exUpsAlarmDeviationMeasure Measured value deviation (caution)
mentsCaution
41.2.3.22 exUpsAlarmSystemOff - - UPS system OFF
41.2.3.23 exUpsAlarmSelfTestTrouble - - Self test error
41.3 exUpsldent Identity
41.3.1 exUpsldentManufacturedNumb |DisplayString(SIZE(0..63)) RO  |UPS serial number
er
41.3.2 exUpsldentRatedCapacity NonNegativelnteger RO  |Rated capacity (VA)
41.3.3 exUpsldentRatedBackupTime |NonNegativelnteger RO  |Rated backup time (minutes)
41.3.4 exUpsldentProtocolVersion DisplayString(SIZE(0..2)) RO  |UPS protocol version
41.3.5 exUpsldentElapsedTime NonNegativelnteger RO |Accumulated UPS operation time (hours)
41.3.6 exUpsldentManufacturedDate |DisplayString(SIZE(0..10)) RO  |Production date (yyyy/mm/dd)
41.3.7 exUpsldentManufacturer DisplayString(SIZE(0..31)) RO  |UPS manufacturer
41.3.8 exUpsldentModel DisplayString(SIZE(0..63)) RO  |Style name
41.3.9 exUpsldentUPSSoftwareVersio [DisplayString(SIZE(0..63)) RO  |ROM version
n
41.3.10 exUpsldentinputVoltage NonNegativelnteger RO |Rated input voltage (V)
41.3.11 exUpsldentinputFreq NonNegativelnteger RO  |Rated input frequency (0.1Hz)
41.3.12 exUpsldentOutputVoltage NonNegativelnteger RO  |Rated output voltage (V)
41.3.13 exUpsldentOutputFreq NonNegativelnteger RO  |Rated output frequency (0.1Hz)
41.3.14 exUpsldentOutputPower NonNegativelnteger RO  |Rated output power (W)
41.4 exUpsBattery - - Battery
41.4.1 exUpsBatteryReplacelndicator INTEGER { RO |Battery replacement warning
unknown(1), 1: Unknown
2: Replacement unnecessary
noBatteryNeedsReplacing(2), 3: Replacement required (After the battery replacement
batteryNeedsReplacing(3), warning appears)
batteryLife(4) 4: Remaining battery life 0
41.4.2 exUpsBatteryNoticeLifeTimeRe [NonNegativelnteger RW  |Battery replacement warning period (x months in advance)
maining (Battery replacement warning timing)
41.4.3 exUpsBatteryLife TimeRemainin|NonNegativelnteger RO |Battery replacement time (x months in advance)
gMonth
41.4.4 exUpsBatteryLife TimeRemainin|NonNegativelnteger RO  |Remaining battery life (hours)
gHour
41.4.5 exUpsBatteryElapsedTimeOnB |DisplayString(SIZE(0..10)) RO  |Accumulated battery operation time (seconds)

attery
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41.4.6 exUpsBatterySecondsOnBatter[NonNegativelnteger RO |Elapsed time into the battery operation (seconds)
y
41.4.7 exUpsBatteryAutoChklintervalB INTEGER { RW  |Periodical automatic battery checks by the UPS
yUps none(1), 1: None
thirtyDays(2), 2: Every 30 days
ninetyDays(3), 3: Every 90 days
oneHundredEightyDays(4) 4: Every 180 days
41.4.8 exUpsBatteryAutoChklintervalB INTEGER { RW  [Periodical automatic battery checks by the LAN card or the UPS
yManageSoft none(1), management software
thirtyDays(2), 1: None
ninetyDays(3), 2: Every 30 days
oneHundredEightyDays(4) 3: Every 90 days
4: Every 180 days
41.4.9 exUpsBatteryEstimatedMinutes Positivelnteger RO |Remaining battery operation time estimated from the current
Remaining load status (minutes)
41.4.10 exUpsBatteryEstimatedCharge INTEGER(0..100) RO  |Estimated remaining battery power against fully charged
Remaining capacity (%)
41.4.11 exUpsBatteryVoltage NonNegativelnteger RO |Battery voltage (0.1V)
41.4.12 exUpsBatteryCurrent Integer32 RO  |Battery current (0.1A)
41.4.13 exUpsBatteryTemp Integer32 RO  |Battery temperature (°C)
41.4.14 exUpsBatteryLastReplaceDate [DisplayString(SIZE(0..10)) RW _ |Battery replacement date (yyyy/mm/dd)
41.4.15 exUpsBatteryStatus INTEGER { RO  |Battery status
unknown(1), 1: Unknown
batteryNormal(2), 2: Battery normal
batteryLow(3) 3: Low battery voltage
41.5 exUpsOutput - = Output
41.5.1 exUpsOutputConstant INTEGER { RO  |Constant output
unknown(1), 1: Unknown
withoutConstantOutput(2), 2: Disable
withConstantOutput(3) 3: Enable
41.5.2 exUpsOutputNumberLines NonNegativelnteger RO  |Number of outlets
41.5.3 exUpsOutputLineTable - NA  |Output table (excluding constant output)
41.5.3.1 exUpsOutputLineEntry - NA  |[Entry
41.5.3.1.1.(index) exUpsOutputLinelndex Positivelnteger RO  |Index (outlet number)
41.5.3.1.2.(index) lexUpsOutputLineOutputStatus INTEGER { RO  |Outlet power supply status
unknown(1), 1: Unknown
on(2), 2: Output ON
off(3) 3: Output OFF
41.5.3.1.3.(index) exUpsOutputLineControlStatus INTEGER { RO  |UPS status
stop(1), 1: Shut down
running(2), 2: Started
Irreversible(3), 3: Irreversible status
41.5.4 exUpsOutputinverterMode INTEGER { RO  |Inverter operation mode
doubleConversion(1), (supported in the protocol version 3 and later)
activeFilter(2), 1: Double conversion (AVR)
economy(3), 2: Active filter (normal)
bypass(4), 3: Economy
battery(5), 4: Bypass
standby(6), 5: Battery
stop(7), 6: Stand-by
testingBatt(8), 7: Stop
unknown(9) 8: Battery test
9: Unknown (not configured, serial communication error, etc.)
41.5.5 exUpsOutputSource INTEGER { RO  |Output supply source
other(1), 1: Others
none(2), 2: No output
normal(3), 3: Normal operation
bypass(4), 4: Bypass operation
battery(5) 5: Battery operation
41.5.6 exUpsOutputPercentLoad INTEGER(0..200) RO  |Load factor (%)
41.5.7 exUpsOutputFrequency NonNegativelnteger RO  |Output frequency (0.1Hz)
41.5.8 exUpsOutputNumberPhase NonNegativelnteger RO  |Output phase
41.5.9 exUpsOutputPhaseTable - NA  [Table
41.5.9.1 exUpsOutputPhaseEntry - NA  |[Entry
41.5.9.1.1.(index) exUpsOutputPhaselndex Positivelnteger RO  |Index (phase)
41.5.9.1.2.(index) lexUpsOutputPhaseVoltage NonNegativelnteger RO  |Output voltage (V)
(each phase)
41.5.9.1.3.(index) lexUpsOutputPhaseCurrent NonNegativelnteger RO  |Output current (0.1A)
(each phase)
41.5.9.1.4.(index) exUpsOutputPhasePower NonNegativelnteger RO  |Output power (W)
(each phase, or set the total output power on the first phase)
41.5.9.1.5.(index) exUpsOutputPhaseEnergy NonNegativelnteger RO  |Accumulated output power capacity (Wh)

(set on the first phase)
IAccumulated value of output power capacity in the collecting

period. Accumulates from OWh again, when exceeding upper
limit 999,999,999Wh .
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41.6 exUpsinput - - Input
41.6.1 exUpsinputLineBads Counter32 RO  |Number of times the input voltage deviated from the
specification
41.6.2 exUpsInputFrequency NonNegativelnteger RO  |Input frequency (0.1Hz)
41.6.3 exUpsInputNumberPhase NonNegativelnteger RO  |Input phase
41.6.4 exUpsInputPhaseTable - NA  [Table
41.6.4.1 exUpsInputPhaseEntry - NA  |Entry
41.6.4.1.1.(index) exUpsInputPhaselndex Positivelnteger RO |Index (phase)
41.6.4.1.2.(index) lexUpsInputPhaseVoltage NonNegativelnteger RO  |Input voltage (V)
(each phase)
41.6.4.1.3.(index) exUpsInputPhaseCurrent NonNegativelnteger RO  |Input current (0.1A)
(each phase)
41.6.4.1.4.(index) exUpsInputPhaseTruePower  [NonNegativelnteger RO  |Input power (W)
(each phase, or set the total input power on the first phase)
41.7 exUpsBypass - - Bypass
41.7.1 exUpsBypassFrequency NonNegativelnteger RO  |Bypass frequency (0.1Hz)
41.7.2 exUpsBypassNumberPhase  |NonNegativelnteger RO |Bypass phase
41.7.3 exUpsBypassPhaseTable - NA  [Table
41.7.3.1 exUpsBypassPhaseEntry - NA  |[Entry
41.7.3.1.1.(index) exUpsBypassPhaselndex Positivelnteger RO  |Index (phase)
41.7.3.1.2.(index) exUpsBypassPhaseVoltage NonNegativelnteger RO  |Bypass voltage (V)
(each phase)
41.7.3.1.3.(index) exUpsBypassPhaseCurrent NonNegativelnteger RO |Bypass current (0.1A)
(each phase)
41.7.3.1.4.(index) exUpsBypassPhasePower NonNegativelnteger RO |Bypass power (W)
(each phase, or set the total bypass power on the first phase)
41.8 exUpsTest - Test
41.8.1 exUpsTestld OBJECTIDENTIFIER RW  [Test ID (OID of exUpsWellKnownTests)
41.8.2 exUpsTestSpinLock TestAndIncr RW  [Exclusive control on the test and sub systems
41.8.3 exUpsTestResultsSummary INTEGER { RO  |Result of the previous test
donePass(1), 1: Normal end
doneWarning(2), 2: Abnormal end
doneError(3), 3: Error
aborted(4), 4: Cancel
inProgress(5), 5: Testing
unknown(6) 6: Unknown
(Cleared by power supply off)
41.8.4 exUpsTestResultsDetail DisplayString(SIZE(0..255)) RO  |Additional information for the test result (test date)
41.8.5 exUpsTestStartTime TimeStamp RO  |Battery test start time (duration from the start-up)
41.8.6 exUpsTestElapsedTime Timelnterval RO  |Battery test elapsed time
41.8.7 exUpsWellKnownTests - - -
41.8.7.1 exUpsTestNoTestslnitiated - - No test history
(no test has been done and no test is being done)
41.8.7.2 exUpsTestAbortTestinProgress - - Test cancelled
41.8.7.3 exUpsTestGeneralSystemsTest - - Standard test by the manufacturer
41.8.7.4 exUpsTestQuickBatteryTest - - Battery test
41.8.7.5 exUpsTestDeepBatteryCalibrati - - High-accuracy battery discharge test (same as
on exUpsTestQuickBatteryTest)
41.9 exUpsControl - - Control
41.9.1 exUpsControlOutputNumberLin|NonNegativelnteger RO  |Number of controlled outlets (duplicate with exUpsOutput)
es
41.9.2 exUpsCtrlOutLineTable - NA  [Table
41.9.2.1 exUpsCtrlOutLineEntry - NA  |[Entry
41.9.2.1.1.(index) lexUpsCtrlOutLineLinelndex Positivelnteger RO |Index (Circuits. Controls all circuits at once when the number of
circuits + 1)
41.9.2.1.2.(index) exUpsCtrlOutLineShutdownAfteINTEGER(-1..65535) RW  |Output shutdown delay (seconds)
rDelay Normally -1. Countdown starts when a value is set. Shutdown
occurs when 0 but is cancelled when -1 is set.
41.9.2.1.3.(index) exUpsCtrlOutLineStartupAfterD INTEGER(-1..65535) RW  |Output start delay (seconds)
elay Normally -1. Countdown starts when a value is set. Output starts|
when 0 but is cancelled when -1 is set.
41.9.2.1.4.(index) exUpsCtrlOutLineRebootInterv INTEGER(0..65535) RW  [Duration (seconds) between output OFF and output ON when
al restarting with exUpsCtrlOutLineRebootAfterDelay
41.9.2.1.5.(index) exUpsCtrlOutLineRebootAfterD INTEGER(-1..65535) RW  |Output restart delay (seconds)

elay

Normally -1. Countdown starts when a value is set. Output

restarts when 0 but is cancelled when -1 is set.
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42 exUpsTraps - - Trap
42 .1 exUpsTrapAlarmEntryAdded - AFN |Alarm
1st parameter: exUpsAlarmid
2nd parameter: exUpsAlarmDescr
42.2 exUpsTrapAlarmEntryRemoved - AFN |Recovered from an alarm
1st parameter: exUpsAlarmlid
2nd parameter: exUpsAlarmDescr
42.3 exUpsTrapSettingChange - AFN |Setting change
1st parameter: exUpsManageSetCounter
2nd parameter: exUpsManageEvtLogString
42.4 exUpsTrapDeviceStatChange - AFN |Connected device status change
1st parameter: exUpsManageDevicelndex
2nd parameter: exUpsManageDeviceStatus
42.5 exUpsTrapBatteryReplaceWarn - AFN |Battery replacement warning (when the cyclic notification event
ing occurs)
1st parameter: exUpsBatteryLifeTimeRemainingMonth
42.6 exUpsTrapOnBattery - AFN  [Operating on battery
1st parameter: exUpsBatteryEstimatedMinutesRemaining
2nd parameter: exUpsBatterySecondsOnBattery
This trap is sent every minute until either the UPS is shut down
or the power is restored.
42.7 exUpsTrapTestCompleted - AFN [Test complete
1st parameter: exUpsTestld
2nd parameter: exUpsTestSpinLock
3rd parameter: exUpsTestResultsSummary
4th parameter: exUpsTestResultsDetail
5th parameter: exUpsTestStartTime
6th parameter: exUpsTestElapsedTime
42.8 exUpsTrapDeviationMeasurem - AFN |Measured value deviation (warning)
entsWarning 1st parameter: exUpsManageMonMeasDeviateName
2nd parameter: exUpsManageMonMeasDeviateStatus
3rd parameter: exUpsManageMonMeasDeviateData
4th parameter: exUpsManageMonMeasDeviateUnit
42.9 exUpsTrapDeviationMeasurem - AFN |Recovered from measured value deviation (warning)
entsWarningRecover 1st parameter: exUpsManageMonMeasDeviateName
2nd parameter: exUpsManageMonMeasDeviateStatus
3rd parameter: exUpsManageMonMeasDeviateData
4th parameter: exUpsManageMonMeasDeviateUnit
42.10 exUpsTrapDeviationMeasurem - AFN  |Measured value deviation (caution)
entsCaution 1st parameter: exUpsManageMonMeasDeviateName
2nd parameter: exUpsManageMonMeasDeviateStatus
3rd parameter: exUpsManageMonMeasDeviateData
4th parameter: exUpsManageMonMeasDeviateUnit
42.11 exUpsTrapDeviationMeasurem - AFN  |Recovered from measured value deviation (caution)
entsCautionRecover 1st parameter: exUpsManageMonMeasDeviateName
2nd parameter: exUpsManageMonMeasDeviateStatus
3rd parameter: exUpsManageMonMeasDeviateData
4th parameter: exUpsManageMonMeasDeviateUnit
42.12 exUpsTrapPowerFailure - AFN  |Power failure
42.13 exUpsTrapPowerFailureRecov - AFN |Recovered from a power failure
ered
42.14 exUpsTrapOutputOFF - AFN  |Output OFF
42.15 exUpsTrapOutputON - AFN_ [Output ON
42.16 exUpsTrapBatteryLife - AFN  |Battery life
42.17 exUpsTrapNormalBattery - AFN  [Normal battery
42.18 exUpsTrapLowBatteryVoltage - AFN |Low battery voltage
42.19 exUpsTrapNormalBatteryVoltag - AFN  |Normal battery voltage
e
42.20 exUpsTrapOverload - AFN |Overload
42.21 exUpsTrapLoadNormal - AFN |Load normal
42.22 exUpsTrapMajorBreakdown - AFN _ [Major breakdown
42.23 exUpsTrapMajorBreakdownRe - AFN |Recovered from a major breakdown
covered
42.24 exUpsTrapMinorBreakdown - AFN  |Minor breakdown
42.25 exUpsTrapMinorBreakdownRe - AFN |Recovered from a minor breakdown
covered
42.26 exUpsTrapInternalCommunicati - AFN  |Serial communication internal error
onTrouble
42.27 exUpsTraplnternalCommunicati - AFN |Recovered from a serial communication internal error
onTroubleRecovered
42.28 exUpsTrapStartScheduledStop - AFN |Start scheduled stop warning
\Warning
42.29 exUpsTrapStopWarning - AFN __ [Shutdown warning
42.30 exUpsTraplrreversibleSchedule - AFN |Irreversible status (scheduled shutdown)

dStop

1st parameter: exUpsOutputLinelndex
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OID ID name Syntax A_cgess Description
privilege
42.31 exUpsTraplrreversibleRemoteS - AFN |Irreversible status (remote shutdown)
top 1st parameter: exUpsOutputLinelndex
42.32 exUpsTraplrreversiblePowerFai - AFN |Irreversible status (power failure)
lure 1st parameter: exUpsOutputLinelndex
42.33 exUpsTraplrreversibleLowBatte - AFN |Irreversible status (low battery voltage)
ryVoltage 1st parameter: exUpsOutputLinelndex
42.34 exUpsTrapExecPreShutdownO - AFN  |Pre-shutdown process execution
peration 1st parameter: exUpsOutputLinelndex
2nd parameter: exUpsManageDevicelndex
42.35 exUpsTrapShutdownExecution - AFN  [Shutdown process execution
1st parameter: exUpsOutputLinelndex
2nd parameter: exUpsManageDevicelndex
42.36 exUpsTrapBatteryReplaceWarn - AFN |Battery replacement warning time
ingTime 1st parameter: exUpsBatteryLifeTimeRemainingMonth
42.37 exUpsTrapOutputCircuitOn - AFN  |Output circuit ON
1st parameter: exUpsOutputLinelndex
42.38 exUpsTrapOutputCircuitOff - AFN  [Output circuit OFF
1st parameter: exUpsOutputLinelndex
42.39 exUpsTraplrreversibleMajorBre - AFN |Irreversible status (major breakdown)
akdown 1st parameter: exUpsOutputLinelndex
42.40 exUpsTraplrreversibleOverload - AFN [Irreversible status (overload)
1st parameter: exUpsOutputLinelndex
42.41 exUpsTraplrreversibleUPSTem - AFN |Irreversible status (abnormal UPS temperature)
peratureTrouble 1st parameter: exUpsOutputLinelndex
42.42 exUpsTraplrreversibleLoadFact - AFN |Irreversible status (abnormal load factor)
orAbnormal 1st parameter: exUpsOutputLinelndex
42.43 exUpsTraplrreversiblelnputVolt - AFN |Irreversible status (abnormal input voltage)
ageAbnormal 1st parameter: exUpsOutputLinelndex
42.44 exUpsTraplrreversibleExtMeas - AFN |Irreversible status (abnormal external measured value)
ureAbnormal 1st parameter: exUpsOutputLinelndex
42.45 exUpsTrapSelfTestTrouble - AFN |Self test error
1st parameter: exUpsManageEvtLogString
42.46 exUpsTrapSelfTestNormal - AFN [Self test normal

1st parameter: exUpsManageEvtLogString
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Appendix F. DEPLOYED PROTOCOLS AND SERVER PORTS

The following describes TCP/UDP server ports and general protocols used by the LAN interface card.

SANUPS SOFTWARE client
UPS with the LAN interface card
—{EEmio
B1I10] /
m \ WS Telnet connection device
-\ s (7101, 1161)
—— \ WS SSH connection device
WETEN St
[22], [23]
\ Computer running
SANUPS SOFTWARE
1
COMBINATION
-E- Computer running a
web browser

[13] E-mail server

Computer running a
Telnet/SSH client

Computer running an
[24]) FTP/FTPS client

[14] DNS server

Computer running an
SNMP manager

@

UPS with the LAN
interface card

[25] Syslog server [9]

Protocols Port No. Description SOSFAI'W/-'\DRSE”
1] UDP: 30000 ** Waits for the connection from SANUPS SOFTWARE COMBINATION }
TCP: 30001 * Waits for the connection from SANUPS SOFTWARE COMBINATION
[2] TCP: 30002 *? Waits for the connection from the web tool -
TCP: 30000 * Waits for the connection from client devices
[3] TCP: 30003 *? Waits for the connection from the GUI tool )
UPS TCP: 30004 *z Waits for the connection from the control tool
management TCP: 30005 * Waits for the connection from the display tool
[4] system TCP: 31001 Waits for the connection from the tool -
[5] TCP: 31000 * Waits for the connection from the UPS o
[6] UDP: 31000 ** Waits for the magic packet for Wake On LAN o
[7] TCP: 31010 to 31019 |Waits for the connection from the UPS (dynamic, for SANUPS SOFTWARE) o
Waits for the connection from the UPS (dynamic, for SANUPS SOFTWARE
[8] TCP: 31020 to 31029 COMBINATION) (dy -
[9] TCP: 31000 Waits for the connection from the UPS (for UPS linkage) -
[10] ICMP - Status check using ping (echo) (for IPv4 address registration device) o
ICMPVv6 - Status check using ping (echo) (for IPv6 address registration device) o
[11] |SNMP UDP: 161 Waits for the connection from the SNMP manager -
[12] [SNMPTRAP UDP: 162 Receives SNMP traps -
TCP: 25 *° Sends E-mails (without encryption)
SMTP TCP: 465 *° Sends E-mails (SMTP over SSL/TLS) -
[13] TCP: 587 *° Sends E-mails (STARTTLS)
POP3 TCP: 110 *° Receives E-mails (without encryption/STLS) i
TCP: 995 ** Receives E-mails (POP over SSL/TLS)
[14] [DNS - Resolves names of client devices, E-mail servers, etc. (acquires IP addresses) -
[15] [DHCP - Acquires dynamic addresses -
[16] [Telnet TCP: 23 *° Waits for the Telnet connection (for WS Telnet connection devices) -
[17] [SSH TCP: 22 %3 Waits for the SSH connection (for WS SSH connection devices) -
[18] |Telnet TCP: 23 *° Waits for the Telnet connection (for configuration) -
[19] [SSH TCP: 22 %3 Waits for the SSH connection (for configuration) -
[20] [HTTP TCP: 80 *° Loads the web tool -
[21] [HTTPS TCP: 443 ° Loads the web tool -
[22] |[FTP TCP: 21 % Downloads and uploads UPS configuration information )
TCP: 32000 to 32010 |Data communications in passive mode
(23] |[FTPS TCP: 990 *° Downloads and uploads UPS configuration information )
TCP: 32000 to 32010 |Data communications in passive mode
[24] |[FTP/FTPS TCP: dynamic_port Data communications in active mode -
[25] |Syslog UDP: 514 Sends syslog -

*1 Operations may be hindered unless the use of the above port is permitted if a firewall is installed on the computer where SANUPS SOFTWARE is

running.
*2 Default value. The port number can be changed. See "Appendix G. LIST OF TERMINAL TOOL COMMANDS" for information on how to change it.
*3 Default value. The port number can be changed. See the relevant sections in the manuals of the web management tool and the terminal tool.
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Appendix G. LIST OF TERMINAL TOOL COMMANDS

The following commands are available in the terminal tool in addition to the menu displayed on the screen.
Enter the command in [UPS-Agent>] on the main menu screen.

(12

Command name

Privilege

Purpose

Description

init

Administrator

Initialization

Initializes the following information to their factory defaults.

[Initialization subjects] Setting (1. Setting)
- Account (1. Account)
- Event message (2. Event Message)
- SSH server host key (3. SSH Host Key)
- SSH client common key (4. SSH Default Key)
- All setting values (5. All)
Event log (2. Event Log)
Summary data (3. Sampling Data)
Initialize all information (4. All)

reset

Administrator

Reset

Restarts the LAN interface card.
Setting information is not initialized.

oldlan

Administrator

Backward compatibility for the
LAN interface card

Mode provided to operate the LAN interface card as an older version to register
previous versions of SANUPS SOFTWARE (prior to 2.0.0) as the shutdown
subject devices.

[Default] Backward compatibility off
[Setting] oldlan ON — Backward compatibility on
oldlan OFF — Backward compatibility off

[Check the current setting] oldlan

proto

Administrator

Serial communication mode

Specifies the protocol version for serial communications with the UPS. You need
to set the protocol version to 2.x when registering SANGUARD 1V Lite as a
shutdown subject device.

Modification is applied after restarting the UPS.

*Operations are restricted when using an older power supply management
product. If you are using an older version, contact SANYO DENKI.

[Default] Operates in normal mode
[Setting]

0: Normal — Operates in normal mode

(The latest protocol version supported by the UPS)

1: Proto-2X — Operates in protocol version 2.x

sgport

Administrator

UPS management system
protocol port change

Changes the TCP/UDP port for the proprietary protocol used on the LAN
interface card.

Modification is applied after restarting the LAN interface card.

See *2 in "Appendix F. DEPLOYED PROTOCOLS AND SERVER PORTS".

settotalkwh

Administrator

Accumulated output power
capacity setting

Specifies the accumulated output power capacity and accumulation start date to
start accumulating the output power capacity.

Specify when initializing the output power capacity to OkWh, or setting the
previously accumulated value after replacing the LAN interface card.

[Setting range] 0 to 999999.999 kWh

totalkwh Administrator |Accumulated output power Displays the accumulated output power capacity.
and User capacity display
sensorlist Administrator [Sensor connection status display |Searches all physically connected sensors and displays the sensor IDs.
and User """ is displayed on registered sensors.
coltmtype Administrator |Time display format setting for  |Specifies the time format for collecting data file output (FTP and e-mail) and the
collecting data files final data of the day.
[Default] 24:00:00
[Setting] 1 : 24:00:00
2 :00:00:00
wol Administrator |Number of Wake On LAN magic |Specifies the number of Wake On LAN magic packet transmissions and
packet transmissions and intervals.
intervals setting [Default] INTERVAL (transmission intervals): 10 sec.
COUNT (Nos. transmissions): 7 times
[Setting range] INTERVAL: 1 to 65535 sec.
COUNT: 1 to 65535 times
sslver Administrator |Configure for the SSL version|Set enable or disable each SSL version being used for this product.
used
[Default]
TLS 1.0 Server : Disabled Client : Disabled
TLS 1.1 Server : Disabled Client : Disabled
TLS 1.2 Server : Enabled Client : Enabled
[Setting]
1 : Enable
2 ' Disabled
Changes to this setting are applied after a manual restart.
acsyncstart Administrator |When power failure recovered,|If "Synchronization setting by causes" - "Run in sync at a power failure or low

configure of UPS
synchronization start-up mode.

battery voltage" is set to "Enable", set UPS start-up time by power failure
recovery to be synchronized with all UPS group members' UPS.

[Default] OFF
[Setting]
1:0ON Perform synchronization start-up
2 . OFF Do not perform synchronization start-up
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Command name Privilege Purpose Description
stopdevsdcond |Administrator |Shutdown setting for the stopped|At the default values, shutdown is not performed when device to be shut down is
devices. stopping.
When you set to perform shutdown, shutdown is performed for the stopping
devices.
[Default] Disabled : Do not perform a shutdown when devices stop.
[Setting method]
- Device list is displaied when executing command.
- Enter the number of the device to be set. Enter "9999" if you set all
devices.
- Enter setup value.
1 . Enabled Perform a shutdown when devices stop.
2 : Disabled Do not perform a shutdown when devices stop.
linkstart Administrator |UPS linkage startup settings When you use "UPS linkage" function, you can configure about redundant
startup(the following value [1] to [3]). After you change setting value, the setting
value is sent to the other UPSs.
[1] Confirmation Time : Comfirmation time of redundant startup.
[Default] 120sec.
[Setting range] 0 to 600sec. & the value of [3] or less
[2] Turn On Output : UPS startup condition after confirmation time.
[Default] Enabled : Start-up
[Setting]
1 : Enabled Start-up
2 : Disabled Do not start-up
[3] Max Confirmation Time : Maximum confirmation time of redundant startup.
[Default] 300sec.
[Setting range] 0 to 1200sec. & the value of [1] or more
help Administrator |[Help Displays a list of terminal tool commands.

and User
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Appendix H, Notes when using an older version of SANUPS SOFTWARE

Note the following items when establishing a network connection to a LAN interface card using an older version of SANUPS SOFTWARE
1.x.x (any version earlier than 2.0.0).

Caution

When registering an older version of SANUPS SOFTWARE 1.x.x (any version earlier than 2.0.0) with a LAN interface card,
you need to change "Backward compatibility for the LAN interface card" from "Appendix G. LIST OF TERMINAL TOOL COMMANDS" to
a backward compatibility mode setting.

Changes with Backward compatibility for the LAN interface card

Set this when you change the "Backward compatibility for the LAN interface card" for the LAN interface card using terminal software or
using Telnet/SSH terminal software.

(1) Login to the LAN interface card.
Login to the LAN interface card using terminal software etc.
A user authentication message is displayed. Enter the new user name and password according to the message.
The default account information is as follows.
User name:UpsAdmin
Password :UpsAdmin

(2) The [Main Menu] is displayed.

Main Menu
1.Configuration
2.Schedule

10.Download/Upload
11.Exit
UPS Agent>

(3) Change the "oldlan" setting to "Backward compatibility for the LAN interface card".

Main Menu

1.Configuration “ P
Th t value of “ oldlan “is displayed.

2 Schedule e current value o is displaye
10.Download/Upload How to operate
11.Exit “oldlan * . i
UPS Agent>oldlan The current setting value Enter “ oldlan ”, and press “Enter” key.
oldlan :OFF ———__ (Default value : OFF) The current setting value is displayed.
OK Press “Enter” again.

=== Hit Enter Key !l ===

Main Menu
1.Configuration Change the "oldlan" setting to "ON".
2.Schedule
10.Download/Upload How to operate
11.Exit
UPS Agent>oldian ON Enter “oldlan ON”, and press “Enter”.
OK “OK” is displayed.

=== Hit Enter Key !l === Press “Enter” again.

(4) Exit from the Main Menu.

Enter “11™, press “Enter”. Or press “Esc”.
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Appendix I, Changing the UPS management system protocol port

You can change some of the section port numbers used to UPS management system listed in "Appendix F Usage protocols and service
ports" using the terminal tool command "sgport". Make the following settings when changing a port number.

Caution

When using power supply management products such as SANUPS SOFTWARE when changing a port number used to UPS
management system, make sure you also change the power supply management product to align the port numbers. If you only
change the UPS side, you cannot perform device power supply management and network communication.

Changing the protocol port

Set this when you change the "protocol port" for the LAN interface card using terminal software or using Telnet/SSH terminal software.

(1) Login to the LAN interface card.
Login to the LAN interface card using terminal software etc.
A user authentication message is displayed. Enter the new user name and password according to the message.
The default account information is as follows.
User name:UpsAdmin
Password :UpsAdmin

(2) The [Main Menu] is displayed.

Main Menu
1.Configuration
2.Schedule

10.Download/Upload
11.Exit
UPS Agent>

(3) Perform the “sgport” command.

Main Menu
1.Configuration The setting value of “sgport” is displayed.
2.Schedule
10.Download/Upload How to operate
11.Exit

Enter “sgport’, and press “Enter” key.
The current setting value is displayed.

UPS Agent> sgport

SG Protocol Port Setting Menu

1.Session :30000
2.COMBI :30001
3.WebTool :30002
4.GUI_Set :30003
5.GUI_Cont :30004
6.GUI_Disp :30005

7.Comp_Serch  :30000
8.Service_Event :31000
9.WOL Port :31000
10.Reset All Port

11.Exit

UPS Agent>
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(4) Change the port number.

The following procedure explains how to change Service_Event: port 31000 to port 51000.

Main Menu
1.Configuration
2.Schedule

10.Download/Upload

11.Exit
UPS Agent>8 % Enter the item number.

Input Port Number.(1025..65535)
UPS Agent>51000

Enter the value for the port

OK
=== Hit Enter Key !§ number you want to change to.

(5) Exit from the SG Protocol Port Setting Menu.

Enter “11 ”, and press “Enter” key.

(6) Restart the LAN interface card.

UPS Agent>reset

OK?

Select No.

1.Yes

2.No

UPS Agent>1

OK

=== Hit Enter Key !l ===

A-27

Select the item you want to change, and then change the
port number.

How to operate

Enter the item number to which you want to change the port
number, and then press "Enter".

Use the keys to enter the next port number, and then press
"Enter". "OK" is displayed when the number is accepted.
Press “Enter” key again.

Restart the LAN interface card to reflect the new settings.

How to operate

In "UPS Agent>" on the Main Menu, enter the "reset" key,
and then press "Enter".

When a confirmation message is displayed, enter "1", and
then press "Enter".

When "Hit Enter Key!!" is displayed, press "Enter". The
reboot starts 30 seconds later.



Appendix J, Supported SSH algorithms

The following table describes the supported status of KexAlgorithms, Ciphers and MACs.
Depending on the ROM program version of the LAN interface card, there are differences in the supported status.

Please refer to when checking the supported status of the SSH algorithm, such as connecting from LAN interface card to your device by
SSH.

ROM program version

SSH Algorithms
P0010533D or later P0010533C P0010533A to B

diffie-hellman-group-exchange-sha256 O -

KexAlgorithms  |diffie-hellman-group-exchange-sha1

©)

@)
©) ©)

diffie-hellman-group1-sha1

chacha20-poly1305@openssh.com

aes256-ctr

aes192-ctr

aes128-ctr

Ciphers aes256-cbc

aes192-cbc

aes128-cbc

3des-cbc

arcfour

hmac-sha2-512-etm@openssh.com

hmac-sha2-512

hmac-sha2-256-etm@openssh.com

hmac-sha2-256

hmac-md5-etm@openssh.com
MACs @op

hmac-md5

hmac-sha1-etm@openssh.com

hmac-sha1

hmac-ripemd160-etm@openssh.com

O|O|O|O|O|O|O|0|0|O|0|O|0|0|O|0|0|0|0|0|0|0

hmac-ripemd160

O:supported, —:non-supported

About ROM program version =

« If you are using the Web management tool or the Web display tool, the ROM program version is displayed in "ROM Ver." at the upper right of
the screen.
When using the terminal tool, you can check it from "LAN Board Information" on "Display" menu.

* The latest version of ROM program can be downloaded from our company’s website. Please check our company’s website.
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